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l. SUMMARY

Plaintiff Federal Trade Commission (“FTC” or “ Commission”) brings this action
to halt a multi-million dollar scam involving unauthorized credit and debit card billings,
aswell astelephone billings. The FTC seeks atemporary restraining order (“TRO”) with
an asset freeze, and appointment of a Receiver in order to halt unfair and deceptive acts
and practices which violate Section 5(a) of the Federal Trade Commission Act (“FTC
Act”), 15 U.S.C. § 45(a).

Defendants — RIB Telcom, Inc., Robert J. Botto, Jr., and Richard D. Botto —
operate a company in Scottsdale which offers adult entertainment on the Internet through
aseries of web sites. Acting without consumers' authorization or knowledge, defendants
post charges for their services to credit and debit cards and phone bills. During the
current year alone, as indicated in the attached declarations from financial institutions,
credit card networks, and from information supplied to the FTC by AT&T, there have
been more than 200,000 charge-backs, credits and telephone bill refunds involving
defendants’ business practices. Moreover, as this complaint isfiled, defendants
fraudulent practices continue unabated.

Defendants’ revenues from their business are huge: between June 1999 and May
2000, two merchant accounts utilized by defendants received atotal of at |east $48

million in deposits.! By May 2000, plaintiff’s monthly revenues exceeded $6 million.

1 Asnoted in Section I1.C, infra, these numbers are based on information supplied to Visa
and MasterCard by Benchmark Bank, which maintained an account on behalf of defendants from
May - August 1999 and by AmTrade International Bank, which has maintained an account for
defendants from August 1999 through the present (AmTrade figures from June 2000 to the
present are not available). In fact, defendants have at |east two other operative merchant
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Although a portion of defendants’ business may be legitimate, it is abundantly clear from
the exhibits submitted in support of this motion that the overall business of defendantsis
permeated by fraud and that the fraudulent and legitimate portions of the business cannot
be meaningfully distinguished. It isalso clear that defendants have earned and continue
to earn millions of dollars from their illicit activities, and that these activities are
increasing. Finally, defendants recent establishment of merchant accounts at two
overseas banks underscore the danger of asset dissipation through extraterritorial transfers
of funds.?

Given the defendants’ egregious conduct, the broad relief sought in the FTC's
proposed TRO is clearly warranted. Without it, defendants will continue to defraud
numerous consumers on a daily basis, and dissipate assets which could be used as redress
for the countless consumers they have aready defrauded. In addition, plaintiff’s motion
for a preliminary injunction, including appointment of a permanent receiver, should in al

respects be granted.

accounts -- both in overseas banks and both established in recent months. Thus, the $48 million
figure clearly under states defendants’ gross revenues.

2 Aswill be noted infra, p.27, the present defendants’ fraudulent scheme has a number of
striking similarities to the illicit acts of defendantsin arecently decided case in this Circuit -- FTC
v. J.K. Publications, Inc., et al., Civ. No. CV 99-0044 (C.D. Cal.). The partial summary
judgment decision in J.K. Publicationsis found at 99 F. Supp.2d 1176 (C.D. Cal. 2000); other
relevant decisonsin J.K. Publications, including the Court’ s findings of fact and conclusions of
law after tria, are found in the Exhibits In Support Of Ex Parte Motion For Temporary
Restraining Order And Other Equitable Relief, Exh. 37, (hereafter, cited as TRO Exh., followed
by the appropriate exhibit number and internal exhibit reference).
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. STATEMENT OF THE CASE
A. TheParties
1. Plaintiff
Plaintiff FTC, is an independent agency of the United States government created
by the FTC Act, 15 U.S.C. 841, et seq. The FTC is charged, among other things, with
enforcement of Section 5 of the FTC Act, 15 U.S.C. § 45(a), which prohibits unfair or
deceptive acts or practicesin or affecting commerce.
2. Defendants
Corporate defendant, RJB Telcom, Inc. (* RIB”), is an Arizona corporation that
was incorporated on May 11, 1999. The company has been doing business under the
RJB name since at least 1997.° RJB owns or operates a group of Internet web sites
which supply adult entertainment.*
According to RJB’ s incorporation documents, it has two principals. Robert J.
Botto, Jr. and Richard D. Botto. Robert Botto is listed on RIB’ s incorporation
documents as the company’ s president and secretary; Richard Botto, asits Vice President
and Treasurer.> In addition to appearing on RJB’ s incorporation papers, the Bottos have

also signed as the company’ s principals on merchant account application forms utilized

® TRO Exh. 35 (Vera), para. 4. RJIB’s pre-incorporation d/b/a status in Arizonais
confirmed by Federal Express records indicating that its principals were mailing and receiving
correspondence using the RJB name as early as 1997. In addition, RIJB was incorporated in New
Y ork on October 17, 1999, and dissolved in New Y ork on March 29, 2000. Id, Att. E.

* TRO Exh. 35 (Vera), paras. 8-11.

5 TRO Exh. 35 (Vera), Att. A.






2000; and from the October 17, 2000 investigation of United States Postal Inspector,
James Tendick.”® In addition, registration statements filed by RIJB with Network
Solutions, a company which registers Internet domain names, list RIB’s business address
as 13771 Fountain Hills Blvd. #247, Fountain Hills, AZ 85268."* The recent
investigation by Postal Inspector Tendick indicates that 13771 Fountain Hills Blvd. isa
mail drop.®
3. Relief Defendants

Under community property laws of Arizona, a party seeking to proceed against the
assets of a marital community must sue both spouses jointly in order to afford due
process. Arizona Revised Satutes § 25-215(D). See also, Spudnuts, Inc. v. Lane, 139
Ariz. 35, 676 P.2d 669 (Ariz. Ct. App. 1984). Therefore, Suzette Botto and Anne Botto,
spouses of the individual defendants, are being named as relief defendants.

Suzette Botto is named as arelief defendant because she is the wife of defendant
Robert Botto. Since at all times Robert Botto has acted on behalf of the marital

community, Suzette Botto is being named for community liability purposes at this point

2 TRO Exh.34 (MasterCard/Brady), Att.3.
3 TRO Exh. 36 (Tendick), para. 2.

4 TRO Exh. 35 (Vera), para. 9, indicating the registrations are as recent as September 6
of thisyear. The 13771 Fountain Hills Blvd addressis aso listed on RJB’s annual report to the
Arizona Corporation Commission. TRO. Exh. 35 (Vera), Att. A.

> TRO Exh. 36 (Tendick), para. 5.



intime. Thereisadditiona evidence that Suzette Botto jointly owns property with her
husband, and controls a trust for their benefit.'®

Anne Botto is named as arelief defendant because she is the wife of Richard
Botto. Since at al times Richard Botto has acted on behalf of the marital community,
Anne Botto is being named for community liability purposes at this point in time.

B. Defendants Business Oper ation

1. Operation of Defendants' Internet Web Sites

Beginning on December 19, 1997, and continuing as recently as September 6 of
thisyear, RIJB has registered 82 different Internet web sites with Network solutions --
each with a separate, sexually explicit descriptor advertising the type of adult
entertainment it offers (e.q., “ ASANPLEASURES.COM.” “CLUBCOCK.COM,”
“ABSOLUTELYMALE.COM,” “WETLESBIANS.COM,” “MAJORMELONS.COM”")."

Defendant’ s proprietary interest in the web sitesis explicitly set forth on the initial web

page, as well as on subsequent pages, through a copyright notice and inclusion of an
email address with the RJB name.*®

The web sites al have a common modus operandi: through a series of sexually

explicit pictures and statements, they attempt to persuade viewers to purchase atria

membership (typicaly $2.95) using either their credit card or a check, or, if that fails, by

* TRO Exh. 35 (Vera), para. 5.
7 TRO Exh. 35 (Vera), para.g, Att. F.

18 TRO Exh. 35(Vera), Att. |.



accepting a telephone billing option which provides for a significantly more costly
connection to defendants’ web sites.”

On the mgority of defendants’ web sites, the credit or debit card/check payment
option is offered first.?® In their “Terms and Conditions,” defendants state that their
memberships are automatically renewed at “the standard one month rate” unless canceled
“within 1 day prior to expiration.”?* Unless viewers separately click on the “terms and
conditions” option at the time they sign up, they will be unaware of this.? Moreover, as
indicated in the materials from defendants' “Major Melons’ web site, defendants do not
indicate the amount of their “standard one month rate.” %

Viewers who decline the credit or debit card/check payment option and elect to
close the web site are unable to do so; they are instead “ mouse trapped” within
defendants web site and hyperlinked to a new web page which promotes a phone payment
option with the inducement: “ NO CREDIT CARD NEEDED!...PAY BY PHONE!" The

web page indicates that “PAYING BY PHONE isaseasy as 1,2,3!" This payment option

¥ 1d.

% TRO Exh. 35 (Vera), paras. 13-14.

2L TRO Exh. 35 (vera), Att. I.

22|

o

2 1d.






Internet Billing describes the phone option as away to solicit “kids and freespending
teenagers’ since they do not have credit cards.?’

Defendants’ web sites purportedly offer a cancellation option for previous viewers
who are seeking to terminate their memberships. In fact, however, asindicated in the
Veradeclaration, exercise of this option is difficult and time consuming.” Moreover,
there is evidence that the cancellation option is ineffective, because defendants billed
viewers who canceled their memberships immediately.?

2. Defendants’ Billing Practices and Revenues

As indicated in the accompanying exhibits from financial institutions, Visa,
MasterCard, and complaining consumers, defendants have been billing consumers
charge and debit cards using two descriptors -- “DBL*RIBTE” and “ RIBTELCOM
WWW.FSX2.COM.” The former descriptor was associated with a merchant account at
Benchmark Bank (“ Benchmark™), through which defendants business was processed
from May 1999 - August 1999; the latter was (and still is) associated with defendants
merchant account at AmTrade International Bank (* AmTrade”), which has been receiving
deposits from defendants’ business since August 1999.%°

With respect to telephone-based billing, records from AT&T indicate that

defendants have been using this method since at least March of thisyear. Although

2 TRO Exh. 35 (Vera), Att. J.

% TRO Exh. 35 (Vera), para. 23.

% TRO Exh. 12, para. 6 (Keswani); 8, para. 4 (Higgins).
% TRO Exh. 34 (MasterCard/Brady), Att. 5.
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AT&T ceased handling calls to defendants’ Madagascar number on July 23% of this year,
defendants have continued to use the number, apparently by substituting other carriers
and intermediaries for AT&T.* In fact, one such intermediary, Verity International, Ltd.,
Is now the subject of an ex parte TRO, as aresult of deceptive billing practices which
caused more than 540 consumer complaints to the FTC in afive day period. FTC v.
Verity Int’'| Ltd., et al., Civ. No. 00 CIV. 7422 (S.D.N.Y ., Oct. 2, 2000).*

C. Defendants’ Billing Scam

1. Complaints About Defendants’ Credit and Debit Card Billings

From at least June 1999 (the month after defendants Benchmark Bank account was
established) to the present, there has been an outpouring of consumer complaints
regarding RJB’ s credit and debit card billings. Asindicated in the declarations
supporting plaintiff’s present motions, virtually all of the complaints involve a common
theme — that defendants are engaging in unauthorized billing.3* In fact, the vast mgjority
of the declarations indicate that consumers did not know who defendants were or what
services they were offering until they inquired about the charges on their credit and debit

card statements.®* The declarations also make it clear that there is no conceivable way the

% TRO Exh. 35 (Vera), para. 20.

¥ TRO Exh.14 (Sarah Mangan)

% TRO Exh. 38.

% See, TRO Exhs. 1-28 (Declarations of injured consumers).

% See, e.q., TRO Exhs. 2 (Andreasen), 3 (Beard), 4 (Brendel), 5 (Bulas), 7 (Euttsler), 9
(Horowtiz), 11 (Jarrett), 13 (Lamb), 15 (Radbill), 16 (Sayarath), 17 (Scalio), 18 (Sexton), 20
(Starkel), 21 (Strickler), 23 (Wallenstein), 24 (Zeitler), 25 (Commodore), 26 (Winkler), and 28
(Johnson).

10



consumers could have authorized defendants charges. For instance, one consumer —a
mother of four girls eleven years and younger — had no computer in her house when the
charges were purportedly authorized.*® Another consumer was overseas on vacation
when the charges were placed. The credit card on which the charges appeared arrived
during this time and had not been activated.®” Another consumer had cut up the credit
card on which the charges were placed several months before the charges were
purportedly authorized.®® Y et another consumer had not used the credit card with the
charges in two years and kept it locked in her home.** Still another consumer was an 88
year old woman with vision impairment.*® Another consumer who had no knowledge of
what RJB was until she received her credit card statement, testified about subsequently
seeing more than 100 complaint messages regarding RJIB’ s unauthorized billings from
consumers at a shopping coupon web site which she used.*

The credit and debit card statement containing defendants’ charges set forth a
phone number for customer complaints. However, asindicated in the declaration of FTC

investigator, Martha Vera, this connects consumers to a separate entity, incorporated in

% TRO Exh. 9 (Wendie Horowitz).
¥ TRO Exh. 15 (Ruth Radbill).

¥ TRO Exh. 4 (Eric Brendel).

% TRO Exh. 3 (Peggy Beard).

% TRO Exh. 25 (Linda Commodore).
“ TRO Exh. 28 (Johnson).
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Cdlifornia, which identifies itself as “ Jettis.com.”* Thus, consumers are not able to
identify the merchant who actually placed the charges. Moreover, even after complaining
to RJB’ s customer service number and receiving assurances that the charges would stop,
some customers continued to be charged in subsequent months.*

The consumer declarations just described are not isolated occurrences; rather, they
are evidence of a broader pattern — one that indicates a business permeated by fraud.
Thisis apparent from the declarations of Visa, MasterCard, and American Express
(“ AMEX") representatives, all of which describe disciplinary actions taken against RJB
as aresult of excessive chargeback patterns involving credit and debit cards.** Itisaso
apparent from the declarations of representatives of two banks — Chase Credit Card
Services (“ Chase” ) and Capital One — each of which describes their institution’s
extensive, recent complaint activity involving RIJB charges.®

The Visa declaration indicates that, as aresult of RIB’s excessive chargebacks, it
has taken the extraordinary step of notifying AmTrade -- the United States bank at which
RJB currently maintains a merchant account — that it intends to disqualify RJIB from the

U.S. Region.®® This step -- decided at a July 26 Visa meeting and announced in aletter to

“2 TRO Exh. 35 (Vera), para. 23.

* TRO Exhs. 2, 8, and 12 (Higgins, Andreasen, and Keswani).

“ TRO Exhs. 30, 33, 34 (AMEX/Marshall; Visa/Elliott; MasterCard/Bradly).
* TRO Exhs. 31,32 (Capital One/Barksdale; Chase/Locke).

% TRO Exh. 33 (Visa/Elliott), para. 28. The disqualification notice was sent to AmTrade
on August 9, 2000. Because AmTrade is appealing the decision, the account had not been
terminated at the time the declaration was signed. Id. However, complaint counsel was advised
by Visa on October 19, that the AmTrade appeal was denied.
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AmTrade dated August 9, 2000 -- followed a six month period during which RIB’s
average monthly chargeback rate exceeded Visa's chargeback monitoring guidelines.*
Because of its chargeback problems, RIB had been monitored in Visa programs for high
risk merchants -- first, in Visa's Merchant Chargeback Monitoring Program (* MCMP”)
and subsequently, from April 2000 on, in Visa High Risk Merchant Monitoring
Program.®

Asindicated in the Visa declaration, the MCMP appliesto only a statistically
infinitesimal number of Visa merchants. In atypical month only 70-80 merchants out of
the 3-4 million in the Visa system, are placed in MCMP; of this group an even smaller
number — amere 4 to 8 per month -- enter “active monitoring.”*® Defendants' horrendous
chargeback numbers placed them in this latter group. Even more tellingly, from a global
perspective, in four of the first eight months of thisyear (March, April, May, and

August), RIB generated more chargebacks and penalties for their merchant bank than any

" TRO Exh.33 (Visa/Elliott), para. 25, Att. B. Visa's guidelines provide for monitoring
of merchants whose monthly chargeback rates -- measured by number of chargebacks divided by
number of sales - exceed 2.5%. Asnoted infra, only an infinitesimal portion of Visa merchants
violate thisnorm. 1d., paras. 7-10. In contrast, the average Visa merchant has a chargeback rate
of .067%. Id., para. 17. RJIB’s average monthly chargeback rate for January - May was 2.8%.
Its average rate for January-September was 3.05%. Id., Att. B. (In June, RJB processed all of its
sales through off shore merchant accounts.)

Asindicated in the Visa declaration, refunds to complaining consumers are reflected in
credits from the consumers' banks, as well as by chargebacks. TRO Exh.33 (Visa/Elliott), paras.
4-5. If both credits and chargebacks are taken into account, RJIB’ s January - May 2000 refund
rate more than triples.

“ TRO Exh.33 (Visa/Elliott), paras. 6-9,11-12, 25, 28.
* TRO Exh.33 (Visa/Elliott), para. 8.
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other merchant in Visa's global risk management program.® Incredibly, even after
AmTrade was notified of the impending Visa disqualification, RJB continued to violate
Visa's chargeback guidelines. Indeed, its August chargeback and chargeback/credit rates
-- 4.4% and 14.76% respectively -- were its highest this year.>® Put another way, in terms
of individual sales, there were atotal of 181,218 Visa - related chargebacks and credits
involving RJIB for the first nine months of this year.>® Of thistotal, 44,491, or 24.6% of
the nine-month total, were in the months of August and September.*

The Visa declaration also underscores the difficulty of curing RIB’s fraud without
judicia intervention. During June 2000, RJB established a merchant relationship with
Aval Card, an offshore bank located in Costa Rica; in August, RIB established a second
merchant account with Banco Uno, a Panamanian bank. These actions placed RJB

beyond the jurisdiction of Visa USA.>

® TRO Exh.33 (Visa/Elliott), para. 27.

! TRO Exh.33 (Visa/Elliott), Att. B. Although defendants chargeback rate “declined” in
September to 2.7%, its overall chargeback and chargeback/credit rates — 10.99% — was till its
second worst of the year. Id.

°2 TRO Exh.33 (Visa/Elliott), Att. B. Of thistotal, 51,524 were chargebacks and the
remainder (129,694) were credits. 1d.

> 1d.

> TRO Exh.33 (Visa/Elliott), para. 27. In addition to changing banks, the Visa
declaration also describes a second method by which high risk merchants can “game” the Visa
system — by changing descriptors and thereby starting afresh in terms of Visa chargeback
monitoring guidelines. 1d., para. 15. Inview of the fact that many of the FTC’s consumer
declarants have testified that, in addition to unauthorized RJIB charges, they had unauthorized
charges for other descriptors, there is a possibility that RIB is using this method as well. See,
e.0., TRO Exhs. 13 (Lamb), 16 (Sayarath), 17 (Scalio), 18 (Sexton), 20 (Starkel) and 25
(Commodore).
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With respect to MasterCard, it has recently completed an audit of RJIB’s AmTrade
merchant account.> Like the Visainvestigation, it showed a pattern of excessive
chargebacks and credits. For the first six months of this year, RIJB’stotal chargebacks
and credits involving the Mastercard network, averaged 14.4%, reaching a high of 16.8%
in June — the last month for which Mastercard obtained data.®® In terms of individual
accounts, this amounted to atotal of 55,287 chargebacks and credits.>” Asin the case of
Visa, RJIB’s chargeback/credit problems place it in a highly unique category of problem
merchants.*

The Visa and MasterCard declarations a so indicate that they encountered
excessive chargeback problems during the period in 1999 when RJIB business was being
processed through a merchant account at Benchmark. Asindicated in the exhibits
appended to the MasterCard declaration, total chargebacks and credits during the four
month period this account was operated amounted to 11.3%, when measured as a

percentage in dollars of total deposits.®

*® TRO Exh. 34 (MasterCard/Brady), paras. 8-9.

*® TRO Exh. 34 (MasterCard/Brady), para. 13, Att. 6. A description of MasterCard's
triggering mechanisms for high risk merchant auditsis found at Id., paras. 6-9

> TRO Exh. 34 (MasterCard/Brady), para. 13, Att.6.

* TRO Exh. 34 (MasterCard/Brady), para. 6 (b). Asin the case of Visa, MasterCard
audits involve an infinitesimal percentage of overall MasterCard merchants — in atypical month,
approximately 10 merchants out of MasterCard’s 14 million worldwide merchant base are
audited. 1d.

* TRO Exh. 34 (MasterCard/Brady), paras. 8, 10, Att. 4. Chargebacks accounted for
4.7% of gross deposits. RIB’s Benchmark Account was closed by Benchmark before reaching
Visa's MCMP disgualification trigger. TRO Exh.33 (Visa/Elliott), paras. 23-24. MasterCard
subsequently fined Benchmark in connection with the RIB chargebacks. TRO Exh. 34
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Defendants’ telephone billings, like those involving credit and debit cards, have
also generated massive consumer complaints. Asindicated in the appended consumer
declarations, these customers, like those complaining about defendants’ credit and debit
card hillings, assert that the charges were unauthorized and that they were unaware of
them until receiving their phone hills.®® Some declarants were charged without
authorization for multiple calls on the same day. For instance, one consumer was
charged seven times in one day for calls she never made, nor authorized anyone else to
make.®” In some instances, consumers have minors or other unauthorized individualsin
their home that may have made the call.®® In addition, some consumers suffered a loss of
telephone service when their phone company disconnected service as a result of the
astronomical charges.®

The declarations from consumers who were charged on their phone bills are
further evidence of a business permeated by fraud. Thisis apparent from a chart
furnished to the FTC by AT&T, which liststotal charges and adjustments due to
consumer complaints for a Madagascar-based phone number which was utilized by RJB

between March and July of thisyear.” The Madagascar phone number generated

% Seee.q. TRO Exhs. 10, 14, 22, 29 (Paul Huntman, Sarah Mangan, Hue Tran, Robert
Lowery).

® TRO Exh. 22 (Hue Tran).
% TRO Exh. 29 (Robert Lowery).
% TRO Exh. 27 (Ella Goddard).

© TRO Exh. 35 (Vera), Att. M. Ms. Vera's declaration indicates that her examination of
RJB Internet web sites revealed that it is using other overseas billing numbers aswell. Id., para.
22. At the present time, the FTC does not have revenue or refund information regarding these
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Express, virtualy all of which is not reflected in the combined Benchmark and AmTrade
figures.”

Although a reasoned inference can be made that some portion of defendants
businessislegitimate — that is, results from charges for actual use of their web sites— it is
also clear, asindicated in Section 11.C, supra, that a substantial portion is the result of
blatant fraud. Thisfraud began as early as May 1999, and has continued unabated
through the present time. Asindicated in thisyear’s chargeback and credit figures for
Visaand MasterCard aone, (through September for Visa and June for Mastercard), there
were atotal of 236,505 chargebacks and credits involving defendants’ sales.” Asthe
attached consumer declarations suggest, the vast majority of these probably encompassed
multiple charges (e.q., $2.95 for atrial membership and $29.95 for a monthly
membership) and, in many instances, probably also encompassed charges which had
accumulated over two or more months. In addition, because of the comparatively small
size of the charges, it can be presumed that there are a huge number of consumers who

have been defrauded, but are not yet aware of this.”” Finally, the Visa, MasterCard, and

» TRO Exh.30 (AmEx/Marshall), and TRO Exh. 34 (MasterCard/Brady), Atts. 4,5. Itis
unclear whether the deposits alluded to above aso include defendants’ revenues from their
telephone billings. Asindicated in Section I1.C, supra, these are substantial and growing. AT&T
records indicate that for just one Madagascar number alone, total charges during June and July
were $927,298.

® See, e.q., TRO Exh. 1 (Adams), 7 (Eutder), and 21 (Strickler).The calculations above
exclude atotal of $314,282 ins chargebacks to American Express customers and an additional
$320,654 in refundsto AT& T customers

" Asthe declarations indicate, some consumers did not become aware of defendants
charges until they have appeared on several months of credit card statements. See, e.q., TRO
Exhs. 21 (Strickler) and 25 (Commodore). A similar problem was encountered in the J.K.
Publications case. See 99 F. Supp.2d at 1186-1189 and 1193-1195, citing report of the FTC
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13(b), the district court may exercise the full breadth of its equitable authority, including
the imposition of any additional relief necessary to accomplish complete justice. FTC v.
Pantron | Corp., 33 F.3d 1088, 1102 (9th Cir.), cert. denied, 115 S.Ct. 1794 (1995);
Snger, 668 F.2d at 1113.
2. Authority to Grant Temporary and Preliminary Relief

Incident to its authority to issue permanent injunctive relief, this Court has the
inherent equitable power to grant all temporary and preliminary relief necessary to
effectuate ultimate relief. The Ninth Circuit has held that because Section 13(b) gives a
court the authority to grant a permanent injunction, the statute by implication gives
authority “to grant any ancillary relief necessary to accomplish complete justice because
[Congress] did not limit that traditional equitable power explicitly or by necessary and
Inescapable inference.” Snger, 668 F. 2d at 1113. Thus, in the context of an action for a
permanent injunction under Section 13(b), the court may employ its inherent equitable
authority to grant preliminary ancillary relief, including a preliminary injunction, an ex
parte temporary restraining order, and whatever additional relief is necessary to preserve
the possibility of effective ultimate relief. Snger, 668 F.2d at 1111.%° Such preliminary
ancillary relief may include asset freezes, restitution and/or disgorgement, and the
appointment of receivers. FTC v. World Wide Factors, Ltd., 882 F.2d 344, 346-47 (Sth

Cir. 1989) (affirming order freezing assets); Snger, 668 F.2d at 1111-13 (affirming order

8 For adiscussion of the legal authority for the provisions in plaintiff’s ex parte TRO, see
Section 11.C, infra
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Cir. 1987). Moreover, since “[h]arm to the public interest is presumed . . . when adistrict
court balances the hardships of the public interest against a private interest, the public
interest should receive greater weight.” World Wide Factors, 882 F.2d 346- 47 (citing
Odessa, at 175).
1 The Evidence Showsthe FTC IsLikely to Succeed on the Merits.

Asindicated in Section 11.C, supra, there is ample evidence that defendants
continue to engage in repeated deceptive and/or unfair acts in violation of Section 5 of the
FTC Act. Thus, the FTC has demonstrated not only a probable chance of success on the
merits, but a clear and substantial showing of alikelihood of successin demonstrating
that defendants have violated Section 5.

a. Defendants’ Billing is Deceptive

The complaint alleges that defendants deceptively represent that: (1) consumers
purchased or agreed to purchase adult entertainment services, and therefore owe money
to defendants; and (2) the line subscriber of atelephoneisliable for charges for adult
entertainment services accessed through that telephone by another person. Under Section
5of the FTC Act, 15 U.S.C. 8§ 45(a), a practice is deceptive if it contains a material
representation or omission that is likely to mislead consumers acting reasonably under the
circumstances. Pantron | Corp., 33 F.3d 1088, 1095 (9th Cir. 1994); FTC v. World
Travel Vacation Brokers, Inc., 861 F.2d 1020, 1029 (7th Cir. 1988); FTC v. Five-Sar

Auto Club, Inc., 97 F. Supp.2d 502, 526 (S.D.N.Y. 2000).%? Generally,

8 The FTC need not prove that defendants’ misrepresentations were made with an intent
to defraud or deceive, or were made in bad faith. See, e.g., World Travel Vacation Brokers, 861
F.2d at 1029; Removatron Int’| Corp. v. FTC, 884 F.2d 1489, 1495 (1% Cir. 1989); Five-Sar
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misrepresentations are material if they involve facts that a reasonable person would
consider important in choosing a course of action. FTC v. Figgie Int’l, Inc., 994 F.2d 595,
603-04 (9th Cir. 1993), cert. denied, 510 U.S. 1110 (1994); In re Thompson Medical Co.,
104 F.T.C. 648, 816 (1984), aff'd, 791 F.2d 189 (D.C. Cir. 1986); Kraft, Inc. v. FTC, 970
F.2d 311, 322 (7th Cir. 1992); Five-Sar Auto Club, 97 F. Supp.2d at 529.

As set forth in Section 1., supra, defendants misrepresent material factsin order to
induce consumers to pay for services that they neither purchased nor authorized. By
billing consumers credit and debit cards, and by placing charges on consumers' telephone
bills, -- in both instances without any prior authorization or awareness by consumers --
defendants misrepresent that consumers are legally obligated to pay charges for
defendants’ sexually-explicit Internet services. Consumers receive the bills and believe
that they are obligated to pay them even though they never authorized defendants
services or the charges.

b. Defendants Engage In The Unfair Practice of Billing
Consumer s Without Authorization

In addition to deception, the complaint also alleges that defendants unfairly: (1)
charge and debit consumers' credit or debit card accounts without authorization; and (2)
attempt to bill and collect from line subscribers who did not access defendants web sites.
An act or practice is unfair under the FTC Act if it causes injury to consumersthat: (1) is

substantial; (2) is not outweighed by countervailing benefits to consumers or competition;

Auto Club, 97 F. Supp.2d at 526. Nor does the Commission need to show actua reliance by
consumers. Figgie, 994 F.2d at 605-06; FTC v. Security Rare Coin & Bullion Corp., 931 F.2d
1312, 1316 (8th Cir. 1991); Five-Sar Auto Club, 97 F. Supp.2d at 530.
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serves no countervailing benefit. A billing mechanism that lacks adequate safeguards to
ensure that the proper person is billed and results in erroneous billing in a substantial
number of cases cannot provide benefits to consumers or competition as a whole.
See Windward Marketing, 1997 U.S. Dist. LEX1S 17114, at * 32 (the second prong of the
test is easily satisfied “ when a practice produces clear adverse consequences for
consumers that are not accompanied by an increase in services or benefits to consumers
or by benefits to competition™); J.K. Publications, 99 F. Supp.2d at 1201 (same).
Moreover, consumers could not have reasonably avoided their injury in this case.
With regard to that e ement, the focus is on “ whether consumers had a free and informed
choice that would have enabled them to avoid the unfair practice.” Windward Marketing,
1997 U.S. Dist. LEX1S 17114, at *32. See also J.K. Publications, 99 F. Supp.2d at 1201.
Here, the evidence demonstrates that consumers could not have avoided their injury. In
the case of consumers whose credit and debit cards were charged, defendants placed
these charges on consumers accounts without their knowledge and authorization.
Clearly, consumers cannot reasonably avoid unfair practices that they don’t know about.
In the case of consumers who were charged on their telephone bills, the consumer
declarants were uniformly unaware that anyone was purchasing sexually explicit
information services through international calls on their phone line. It is unreasonable to
require consumers to block all calls to international numbersin order to avoid defendants
charges. In addition, many consumers cannot avoid multiple charges because defendants

place recurring charges on the accounts during the same billing cycle.
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C. Defendants Robert and Richard Botto Are Individually
Liable Under the FTC Act

Robert Botto and Richard Botto share responsibility for defendants deceptive and
unfair practices and should be subject to the preliminary and permanent injunctive relief.
Individual defendants are liable for injunctive relief under the FTC Act if the individual
defendants participated directly in the wrongful acts or practices or had authority to
control the corporations. See FTC v. Publishing Clearing House, Inc., 104 F.3d 1168,
1170 (9th Cir. 1997); FTC v. Amy Travel Serv., Inc., 875 F.2d 564, 573 (7th Cir. 1989).

“ Authority to control the company can be evidenced by active involvement in business
affairs and the making of corporate policy, including assuming the duties of a corporate
officer.” Amy Travel, 875 F.2d at 573. See also J.K. Publications, 99 F. Supp.2d 1176;
Publishing Clearing House, 104 F.3d at 1170; Five-Sar Auto Club, 97 F. Supp.2d at 535.
“Intent to decelve is not a necessary element of an FTC violation, nor isit necessary to
[show it to] obtain injunctive relief against an individual.” Five-Sar Auto Club, 97 F.
Supp.2d at 535. See also Amy Travel, 875 F.2d at 574; Publishing Clearing House, 104
F.3d at 1171.

To be held liable for restitution, in addition to injunctive relief, the FTC must
show that the individual defendants had some knowledge of the wrongful acts or

practices, was recklessly indifferent to the truth, or had an awareness of a high probability

Services, Inc., Civ. No. 98-3049 CBM (C.D. Cal., filed Apr. 22, 1998) (unfair practice to hill
consumers whose telephones were used by someone el se to access and purchase defendants
entertainment services by dialing non-blockable toll-free numbers); In re Phone Programs, Inc.,
115 F.T.C. 977 (Dec. 10, 1992) (unfair practice to induce children to dial 900 number without
providing any reasonable means for persons responsible for payment to exercise control over the
transaction).
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of fraud coupled with an intentional avoidance of the truth. Publishing Clearing House,
104 F.3d at 1171; J.K. Publications, 99F. Supp.2d at 1204.

Here, it is clear that both Robert Botto and Richard Botto have control over,
directly participate in, and have knowledge of the unlawful acts and practices of the
corporate defendants. Asindicated in Section I1.C, supra, the Bottos have held
themselves out as the principals of RJB in corporate filings with the Arizona Corporation
Commission and in dealings with their merchant banks and Federal Express. In addition,
based on the merchant account application forms filed by the Bottos with Benchmark and
just five weeks ago with AmTrade, and based on the Bottos' dealings with Federal
Express, it clear that both are actively involved in the business affairs of RIB.

The FTC has provided ample evidence that the Botto’s knew, or at the least should
have known about, the deceptive and unfair practices. Windward Marketing, 1997 U.S.
LEXIS 17114, at *38-39 (“ A heavy burden of exculpation rests on the chief executive
and primary shareholder of a closely held corporation whose stock-in-trade is
overreaching and deception.”). Accordingly, the evidence establishes that both of these
individuals are liable for violating Section 5 of the FTC Act, and therefore subject to
injunctive relief.

2. The Equities Tip Decidedly in the Commission’s Favor

The public’sinterest in preventing consumers from being victimized by
defendants’ scheme far outweighs any limited interest defendants may have in continuing
to operate their business fraudulently. When a court balances the hardships of the public

interest against a private interest, “the public interest should receive greater weight.”
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FTC v. World Wide Factors, 882 F.2d at 347. Those public equitiesinclude, but are not
limited to, economic effects and pro-competitive advantages for consumers, and effective
relief for the Commission. Moreover, defendants past conduct is “highly suggestive” of a
likelihood of future violations. Five-Star Auto Club, 97 F. Supp.2d at 536. Seealso SEC
v. Management Dynamics, Inc., 515 F.2d 801, 807 (2d Cir. 1975).

The public equities here overwhelm any private interests. Defendants have
engaged in the deceptive and unfair practices discussed above since at least 1999. The
defendants should not have undertaken to bill consumers without clear evidence that they
were billing the proper person. Thereis no private interest in erroneous billing that
outweighs the public interest in billing only the right persons for amounts actually owed.

Without the entry of the proposed temporary injunctive relief, defendants will
undoubtedly continue to harm the public. Asindicated in Section 11.C, supra, defendants’
deceptive and unfair practices have resulted in more than 200,000 separate instances of
chargebacks and credits to RIJB consumersin just this year alone.. Moreover, defendants
practices continue unabated as of the date of this complaint. Although Visaand
MasterCard are taking steps to terminate defendants' on-shore accounts, defendants have
recently moved their credit card processing to Costa Rica and Panama. Additionally,
defendants’ actions continue to undermine consumer confidence in the Internet as a
growing and important realm for commerce. The fraud should be halted immediately to

prevent further substantial injury to the public.
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C. ANEXPARTE TROWITH AN ASSET FREEZE, APPOINTMENT
OF A RECEIVER, AND EXPEDITED DISCOVERY ARE
NECESSARY TO PRESERVE RECORDSAND ASSETSFOR
EFFECTIVE FINAL RELIEF
The profuse evidence of defendants deceptive and unfair business practices, and
the substantial evidence that consumers are currently being charged without
authorization, justifies the burden that a TRO would impose on defendants. As part of
the permanent relief in this case, the FTC seeks restitution for consumers harmed by
defendants’ practices. To preserve the possibility of such relief, the FTC seeksa TRO
with an immediate freeze of defendants’ assets; a repatriation order; appointment of a
receiver over the corporate defendant; immediate access to defendants premises and

business documents; and an accounting to prevent any concealment or dissipation of

assets pending final resolution of thislitigation.® Absent a TRO, there is a substantial

8 A sampling of recent FTC actionsin the Ninth Circuit in which temporary restraining
orders and asset freezes were entered ex parte follows. FTC v. YP.Net, Inc., Civ. No. 1210 PHX-
SMM (D. Ariz. June 26, 2000); FTC v. J. K. Publications, Inc., Civ. No. *** (C.D. Cal. Jan. 9,
1999); FTC v. Walton, Civ. No. CIV 98-0018 PCT FMN (D. Ariz. Jan. 8, 1998); FTC v.
Jewelway Int’l, Inc., Civ. No. CV97-383 TUC JMR (D. Ariz. June 24, 1997); FTC v. Woofter
Inv. Corp., Civ. No. CV-S-97-00515-LDG (RLH) (D. Nev. Apr. 29, 1997); FTC v. Dayton
Family Prod’s, Inc., et a., Civ. No. CV-S-07- 00750-PMP (LRL) (D. Nev. June 20, 1997); FTC
v. Intellicom Serv's, Inc., Civ. No. 97-4572 TJH (Mcx) (C.D. Cal. June 23, 1997); FTC v.
Mentor Network, Inc., Civ. No. SACV96-1104 LHM (EEX) (C.D. Cal. Nov. 6, 1996); FTC v.
Global Assistance Network for Charities, Civ. No. 96-2494 PHX RCB (D. Ariz. Nov. 5, 1996);
FTC v. American Exch. Group, Inc., Civ. No. CV-S96-669-PMP (D. Nev. July 22, 1996); FTC
v. Oasis Southwest, Inc., Civ. No. CV-S96-654-PMP (D. Nev. July 15, 1996); FTC v. Ideal
Credit Referral Serv's, Ltd., Civ. No. C96-0874R (W.D. Wash. June 6, 1996); FTC v. Fortuna
Alliance LLC, Civ. No. C96-799M (W.D. Wash. May 24, 1996); FTC v. Slver Sate W. Publ’ g,
Inc., Civ. No. CV-S95-417-LDG (D. Nev. May 15, 1996); FTC v. FANS Inc., Civ. No.
CV-596-191-LDG (D. Nev. Mar. 7, 1996); FTC v. Ellis, Civ. No. SA CV 96-114 LHM (Eex)
(C.D. Cal. 1996); FTC v. Showcase Dist’' g, Inc., Civ. No. CV-95-1368- PHX-SMM (D. Ariz.
July 10, 1995).
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risk that defendants will hide or dissipate their assets and destroy documents to preclude
satisfaction of any final order granting monetary relief to defrauded consumers.
Moreover, the TRO is subject to prompt reconsideration and modification if
circumstances warrant, thereby minimizing any potential harm to defendants.

1. An Asset Freeze and Repatriation Order Are Necessary to
Preserve the Possibility of Effective Final Relief

A freeze of defendants’ assets and arepatriation order are appropriate here to
preserve the status quo and ensure that funds do not disappear during the course of this
litigation. A district court’s authority to enter orders preserving defendants’ assetsis
ancillary to its equitable authority to order consumer redress. FTC v. Gem
Merchandising Corp., 87 F.3d 466, 469 (11th Cir. 1996); World Wide Factors, 882 F.2d
at 347; Snger, 668 F.2d at 1113. Moreover, a court may impose an asset freeze based on
the mere possibility of dissipation of assets. FS_IC v. Sahni, 868 F.2d 1096, 1097 (9th
Cir. 1989). That possibility certainly is present where, as here, defendants’ are engaging
In pervasive multi-million dollar fraudulent activity. J.K. Publications, 99 F. Supp 2d
1176; SEC v. Manor Nursing Ctrs., Inc., 458 F.2d 1082, 1106 (2d Cir. 1972); Publishing
Clearing House, 104 F.3d at 1171; Snger, 668 F.2d at 1113; FTC v. U.S Oil & Gas
Corp., 748 F.2d 1431 (11th Cir. 1984).

In addition to freezing company assets, courts have frozen individual defendants’
assets where the individual defendants controlled the deceptive activity and had actual or

constructive knowledge of the deceptive nature of the practices in which they were
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the proceeds of that fraud, preparing an accounting, and making an independent report of
defendants’ activities to the Court.*
3. I mmediate Access and Expedited Discovery Is Essential

In addition, the Commission seeks to obtain immediate access to defendants
business premises at 8601 North Scottsdale Rd and their mail drop at 13771 Fountain
Hills Blvd. in order to locate assets wrongfully obtained from defrauded consumers and
to ensure that no tampering with or destruction of records or accounting books occurs.™
Given the mobile nature of defendants’ business and the egregious amount of fraud
committed by it during the past sixteen months, there is a substantial danger of record
destruction or asset movement. In fact, Defendants can conduct business from virtually
any location, including their residences. The immediate access provisions would forestall
this and help preserve assets for the many consumers who have been defrauded by
defendants’ practices. Thisrelief has been granted regularly in similar FTC actions,
including in the District of Arizona.%

To prepare for the Show Cause hearing, the Commission also seeks leave of Court
to expedite discovery. District courts are authorized to depart from normal discovery

procedures and fashion discovery by order to meet discovery needsin particular cases.

% In J.K. Publications, the Receiver, Robb Evans & Associates, located and helped
preserve millions of dollars of defendants’ off-shore assets. Defendants were held in contempt in
connection with transfers of these assets. 99 F. Supp.2d at 1179-1180.

" In J.K. Publications, 99 F. Supp.2d at 1193, a CD-ROM purportedly containing
defendants customer service records “disappeared,” and was never provided to the Receiver or
the FTC.

%2 See citations, supra, at note 88.
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Fed. R. Civ. P. 1, 26(b), 34(b). Specifically, the Commission seeks permission to
subpoena certain critical records related to defendants' customer service operation, and
sales, which appear to be held by third parties; to conduct depositions of custodians of
these records; and to conduct depositions of defendants regarding their assets. For the
limited purposes of locating and securing individual and community assets for final relief,
the FTC also requests that the Court order the individual defendants to make a full
financial accounting. The FTC has attached to the proposed Order copies of financial
statements to be completed by the individual defendants. This type of discovery order
reflects the Court’ s broad and flexible authority in equity to grant preliminary emergency
relief in cases involving the public interest. See Porter v. Warner Holding Co., 328 U.S.
395, 398 (1946); FSLIC v. Dixon, 835 F.2d 554, 562 (5th Cir. 1987).

4, An Ex Parte Temporary Restraining Order Should Be | ssued

The defendants’ widespread and persistent pattern of fraudulent conduct

demonstrates the need for ex parte relief. Federal Rule of Civil Procedure 65(b), Fed. R.
Civ. P. 65(b), permits this Court to enter ex parte orders upon a clear showing that
“Immediate and irreparable injury, loss, or damage will result” if notice is given. Proper
circumstances for ex parte relief include situations where notice would “render fruitless
further prosecution of the action.” Inre Vuitton et Fils, 606 F.2d 1, 5 (2d Cir. 1979);
Carroll v. Princess Anne, 393 U.S. 175, 180 (1968). Asis set forth in the Declaration of
Counsel pursuant to Rule 65(b), notice to defendants would cause irreparable injury.
Defendants are regularly billing consumers and receiving payments. It isvery likely that

payments would be transferred overseas, in the regular course of business, during any
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time given before a noticed hearing. The ex parte relief that the Commission seeksis
critical to preserve the status quo for the possibility of full and effective final relief. If
providing notice of this action were to lead to destruction of documents or the secretion
of assets, it would irreparably harm the Commission's ability to secure effective final
relief for consumers. See Cenergy Corp. v. Bryson Oil & Gas PLC, 657 F. Supp. 867,
870 (D. Nev. 1987) (“[I]t appears proper to enter the TRO without notice, for giving
notice itself may defeat the very purpose for the TRO.”).

Consumer fraud cases, such as this one, fit squarely into the category of situations
where ex parte relief is not only appropriate, but necessary to make possible full and
effective final relief. Asdemonstrated, defendants RJB, Robert Botto, and Richard Botto
are engaged in a deceptive and unfair scheme that exposes them to substantial potential
monetary liability, and thus, they have every incentive to secrete recoverable assets if
given notice of thisaction. As noted in the Declaration of Counsel pursuant to Rule
65(b), the FTC’ s past experiences have shown that, upon discovery of impending legal
action, defendants engaged in similar schemes withdrew funds from bank accounts.
Consequently, providing notice of this action would likely impair the FTC' s ability to
secure relief for consumers by prompting concealment of assets, aresult that would cause
immediate and irreparable harm.

V. CONCLUSION

The defendants have caused and are likely to continue to cause great injury to

consumers through their deceptive and unfair practices, in violation of Section 5(a) of the

FTC Act. To halt those practices and to help ensure the possibility of effective fina
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relief in the form of monetary redress to consumers, the FTC respectfully urges that this
Court issue the proposed ex parte Temporary Restraining Order appointing a receiver;
freezing assets; providing immediate access to defendants’ business premises; permitting
expedited discovery; ordering a financial accounting; and ordering defendants to show
cause why a permanent receiver should not be appointed and why a preliminary

injunction should not issue.

Dated this___day of October, 2000

Respectfully submitted,

David R. Spiegel

Tracey L. Brown

Attorneys for Plaintiff
Federa Trade Commission
600 Pennsylvania Ave., NW
Washington, DC 20580
(202) 326-3182,

fax (202)326-3395
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