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period"). This inquiry has been jointly undertaken by the Federal Trade Commission ("FTC") and

the United States Department of Health and Human Services ("HHS"), Office for Civil Rights

("OCR"). CVS submits that it has complied with all relevant laws and regulations promulgated by

the FTC and OCR (collectively, ''the Agencies"), and that the inquiry therefore should be closed.
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CYS's Blue Bag Program, with its multi·miIlion dollar ~ual costs and logistical challenges,

has been a success. On a few occasions, the media has "discovered" and publicized unauthorized

disclosures. In almost all instances, the reporters themselves caused and were'the only audience to

these disclosures. Unless identified, contacted, and singled out by these reporters, no CYS customers

have complained that their information has been improperly disclosed because of CVS's PHI

disposal policies.

Over the relevant period, CYS has always taken as its standard the Health Insurance

Portability and Accountability Act of 1996 ("HIPAA"),12 the HIPAA regulation "Privacy of

Individually Identifiable Health Infonnation," ("Privacy Rule"),13 and published OCR guidance on

the same. In four iterations of the Privacy Rule over the course of more than three years, including

more than 600 pages of explanatory preamble, OCR has never enumerated required disposal

I
!

12 Pub. L. 104·99 (1996).

13 45 C.F.R. §164.500 et seq.
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methods.l4 Even with the benefit of hindsight and this intensive inquiry, CVS sees nothing in the

history or current reality of its Blue Bag Program which fails to comply with HIPAA and/or the

Privacy Rule, as explained by the OCR.

The FTC has promulgated a rule implementing a section of the Fair and Accurate Credit

Transactions Act of 2003 entitled, "Disposal of Consumer Report Information and Records," ("FTC

Disposal Rule").15 The FTC Disposal Rule mandates, in disposal, "Implementing and monitoring

. compliance with policies and procedures that require the burning, pulverizing, or shredding of papers

containing consumer information so that the information cannot practicably be read or

reconstructed."16 However; "consumer information," as defined by the Disposal Rule, only includes

information that "is a consumer report or is derived from a consumer report."17 The Disposal Rule

borrows its definition of"consumer report" from the Fair Credit Reporting Act ("FCRA").18

Therefore, the FTC Disposal Rule has no application whatsoever to this inquiry, which

concerns pharmacy waste. No CVS document at issue constitutes a "consumer report." The PHI

does not bear on the cons1Jmer's creditworthiness or any other factor enumerated by the FCRA.l9

The PHI was not collected for the purpose of determining the consumer's eligibility for credit,

]4 See 64 Fed. Reg. 59,918 (Nov. 1999); 65 Fed. Reg. 82,462 (Dec. 2000); 67 Fed. Reg. 14,776
(Mar. 2002); 67 Fed. Reg. 53,182 (Aug. 2002).

]5 16 C.F.R. Part 682.

]6 16 C.F.R. §682.3(b)(1)(emphasis added).

]7 16 C.F.R. §682.1(b).

18 See 16 C.F.R. §682.1(a); cf. 15 U.S.C.A. §1681 et seq.

]9 15 V.S.C.A. §1681a(d)(1).
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insurance, or employment.20 And the PHI relates solely to transactions and experiences between the

consumer and CVS.21

Indeed, the FTC has never suggested, in any of its rulemaking, statements, or enforcement

actions,. that it considers the regulation of Pill disposal within its bailiwick. To the contrary, in

major addresses surveying the state of privacy law, both former Chairman Deborah Platt Majoras

and. Associate Director Joel Winston have suggested to Congress that HIPAA is one of the "federal

laws not enforced by the Commission.,,22

Thus, CVS cannot be faulted for not establishing a company-wide shredding program. OCR,

which enforces theIndeed,cannot4 T
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inquiry into cost and benefit, and the possibility of Congressional rejection. CVS hopes that as one .

byproduct of this inquiry, OCR will have an appreciation of the nuts-and-bolts, practical difficulties

encountered by covered entities in the conscientious disposal ofpharmacy waste.

In summary, all documents and information submitted by CVS during the course of this

inquiry demonstrate
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\

m. Argument

A. No Further Action against CVS is Warranted under IDPAA's Privacy
Rule.

The OCR enforces HIPAA's Privacy Rule.82
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practicable, seek the cooperation of covered entities in obtaining compliance[.]"83 For example,

OCR "may provide technical assistance to covered entities to help them comply voluntarily[.]"84 To

date, OCR has not provided CVS with any advice on achieving compliance, nor with any technical

assistance.

The Privacy Rule requires that a covered entity, such as CVS, "must have in place

appropriate administrative, technical, and physical safeguards to protect the privacy of health

information."85 Further, a covered entity must "reasonably safeguard protected.health information

from any intentional or unintentional use or disclosure that is· in violation of the standards,

implementation specifications or other requirements of this subpart."86

Unlike the FTC Disposal Rule, the Privacy Rule does not enumerate any concrete, specific

safeguards a covered entity must employ with respect to disposal of PHI. For example, there is no

requirement in the Privacy Rule that PHI be shredded before disposal, nor that waste containing PHI

be stored inside a building, nor that dumpsters be locked in a certain way, nor that personnel attend a

specific class dedicated solely to the disposal ofPHI.

OCR has provided extensive educational and training materials ("Educational Materials")

. with respect to the Privacy
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reliable guidance as to how the Pri~acy Rule operates.
88

At the same time, OCR has cautioned

. covered entities against Privacy Rule explanations offered by third parties, such as vendors trying to

sell a
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review of this presentation suggests no reason a shredding program should be considered superior to

the current Blue Bag Program.

Moreover, the section of this 2003 presentation marked "Compliance and Enforcement of the

Privacy Rule" states again that OCR "with respect to the
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offices to be retrofitted, to provide private rooms, and soundproof walls to avoid any possibility that

a. conversation is overheard?,,97 The OCR answered, "NO.,,98 After all, "The Privacy Rule does not

require that all risk"ofprotected health information disclosure be eliminated.,,99 "In determining what

is reasonable, covered entities should assess potential risks to patient privacy, as well as consider

such issues as the potential effects on patient care, and any administrative or-financial burden to be

incurred from implementing particular safeguards."loo With respect to the specific question:

The Department does not consider facility restructuring to be a requirement under this
[reasonable safeguards] standard. For example, the Privacy Rule does not require the
following types of structural or systems changes: Private rooms; Soundproofing of
rooms; Encryption of wireless or other emergency medical radio communications
which can be intercepted by scanners; or Encryption oftelephone systems. IOI

Such "real world," practical realizations are key for CVS. CVS has already done everything

possible to alert employees to the Blue Bag Policy. _The bags themselves stand out due to their

coloring and signage. Moreover, instructions regarding the Blue Bag Policy are posted in numerous

places around the pharmacy. As noted above, not all CVS locations have room for an on-site

shredding program. Nor are most CVS stores configured to allow for a self-contained tras
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might take to mitigate the risk that an unauthorized person would steal those records. However,

OCR further advised that "Each covered entity must evaluate what measures are reasonable and

appropriate in its environment. Covered entities may tailor measures to their particular

circumstances.,,103

Finally, the Educational Materials include a document entitled "OCR Guidance Explaining

Significant Aspects of the Privacy Rule."I04 Under the title, "How the Rule Works," the guidance

explains reasonable safeguards. "It is not expected that a covered entity's safeguards guarantee the

privacy ofprotected health information from any and all risks. Reasonable safeguards will vary from

covered entity to covered entity depending on factors; such as the size of the covered entity and the

nature of its M 11 0 0 15 Td
(inc
ss.688 0 Td
4O 0 0 11 1e)Tj
0.076 Tm
(Undall32.0142"Ho8red)Tj
4q[50C881,4 Tm
(oed6 Tm
(U0.0l
0.0 0 150.013 T
511 408.4478 44928 T66j
00.0l
0.0 0 BluTc 3.784 5 Td
(in48red)Tj
0BaTc 4.538 7 Td
(fre)Tj
0.015Progra Tc 2.27 17 Td
(th09j
-0.006 Tc 1.032 8 Td
(no2ormation)Tj
-0.035 Tc 10784 26Td
(fr1t)Tj
0 Tc Tc 1.10548 Td
(va4Tj
0.0072"H Tc 3.378 16Td
(en28Tj
0.0101.0072 T,Tc 1.274 0 Td
(th 0 Table)Tj
0089c 1.612 0 Td
(56 T37(appropriate)pha0.0c 12.242 0 Td
(on28ronment.)Tj
0.0067 ,Tc 2.706 0 Td
(5ove8j
0.013 Tc 1.71 0 0 Td
(no7j
0.0119 cons069ut Tc 4.516 03Td
(will2Table)Tj
0.0019 Tc 4.635 4Td
(safeguards.)Tj
0.0449 Tc 5./T1_23. Tf0.8406 0 0 1not)1.2259 52581.52 4e)Tj371 1.0 0 BTc 5./T1_03. Tf0aepha0.0c 1i 396.3612581.52 6m
(j
-709 0 0 BTc 5.T0.188 -2.4risks.)T8.05 Tc 11FTC74 0 Td
(risks.2f)Tj0.05 Tc ct7 17 Td
(th09j
iona)Tj
0.00Do516 03Td
41uidance2.0073 Tc NofHav7 0 Td
(Eon)Tj
-017002 Tc 1.646 0 Td
25rivacy)Tj
0.0204 Juc 2dicc 5.216 0 Td
27ve8j
096002 Tc 1Author2.706 0Td
(en28Tj40 B5c Tc 1.10548 Td
2guidance0s.)Tj
0.0Addr688 0 Td
(on8 Td
(2ard9e)Tj
25s.)Tj
Issu516 03Td
(5nformatio13 Tc 1.Co37.r-36.842 -2.Eon)Tj
j
-5602 Tc 1.646 0 Td
(thivacy)Tj13 Tc 1.Dispos216 0 Td
1 396.3619 449.52 T 6m30 064 5234ard Tc 11 0 0 1,4 38s)Tj
52 T 6m33)Tj51i 34ard Tc 11P1.9.6 03Td
(w.7313 475.44 Tm
0ableon)071011Tc 11Accor4.538 0 Td
Tm
(Tj
-0.073 Tc 1.105 0 Td
he)Tj
0.04702 Tc 1.646 0 Td
(78 Td
1Tj
-0.0069 Septemb922 0 Td
4ill)Tj
57002 Tc 127,2
(7,2 0 Td
(5 0 Table072"H Tclett922 0 Td
(fr1t)T")Tj9c Tc 1.10548 Td
2grivacy)06)Tj
0089Tin86 0 Td
-560ks.2f)0072"H TcEgan,2 0 Td
08.44782
57802 Tc 1.646 0 Td
(8rivacy)T015PrograFTC74 0Td
0fre)Tj
00.0069 Tcstaf 0 11 1776uidance[(co069 Tcseek T
511 409re)Tj
049c Tc 1.''105 0 Td
[93ivacy





Alain Sheer
Jerome Meites
April 7, 2008
Page 24

"The express provision of one method ofenforcing [a statute] suggests Congress intended to

preclude others."112 "HIPAA limits enforcement of the statute to the Secretary of Health and

Human Services."i13 That Congress expressly authorized OCR to enforce IDPAA's Privacy Rule

strongly suggests that Congress did not intend IDPAA's Privacy Rule to be enforced by the FfC.

It is noteworthy that the FTC has not issued any regulations pertaining to disposal of Pill.

The FTC issued. a 28-page brochure entitled, "Protecting Personal Information: A Guide for

Business," which does mention IllPAA, the Privacy Rule, or PID. 1J4 OCR's guidance on OCR's

Privacy Rule is not even mentioned in the Additional Resources section ofthe FTC pamphlet. lls

The incongruity of FTC action in the medical 'privacy context has already been noted in the

secondary literature. "[A]ny FTC action with regard to privacy for consumer health infonnation

would raise difficult issues of coordination, as the HIPAA privacy standards are already being

implemented by the Department ofHealth and Human Services."116

CVS has fully cooperated in this joint FfC and OCR inquiry. However, a regulated entity

like CVS is entitled to one consistent set of regulations and explicit guidance from one regulator so

designated by Congress. The FIC should, accordingly, defer to HHS, which is the agency with

direct statutory authority over this issue.

112 Alexander v. Sandoval, 532 U.S. 275, 286-87 (2001).

113 Acara v. Banks, 470 F.3d 569 (5th Cir. 2006)(fmding no private consumer right ofaction exists
for HIPAA violations).

114 Federal Trade Commission, Protecting Personal Information: A Guide for
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C. Even if the FTC Has Jurisdiction over the Disposal of pm, CVS's

Conduct Has Not Violated, and Does Not Violate, the FTC Act.

As noted in Appendix I, the FTC has brought multiple actions alleging that various data

protection practices were unfair and/or that various data protection claims were deceptive. However,
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Furthermore, many FTC actions arise from companies failing to avail themselves of obvious

technical solutions. When a company refuses to do the bare minimum in protection, it could be

argued that such a company has "a knowledge fairly implied on the basis of objective circumstances

that such act is unfair[.]"120 For example, many of the Consent Orders relate to situations where

credit card information was stored in "clear text," i.e., unencrypted form, in clear violation of

numerous prior warnings and industry best practices.I21 CVS5 
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In all of the FTC actions so far, only two have dealt with physical disposal of consumer

information.l24 However, both of these cases fell squarely within the FTC's jurisdiction under the

Gramm-Leach-Blilely Act ("GLBA"),125 As non-banking financial institutions, American United

Mortgage and Nations Title fell under the Commission's Standards for Safeguarding Consumer

Information Rule ("FTC Safeguards Rule"),126 and Privacy of Customer Financial Information Rule

("FTC Privacy Rule").l27 Because later in time, American United was also subject to the FTC

Disposal Rule.

CVS is not a financial institution, and is not subject to the FTC Safeguards2 
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commercial environment, which necessarily is


