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carrier or mobile telephone number (for users who receive updates by phone), and the
username for any Twitter account that a user has chosen to “block” from exchanging
tweets with the user.  This nonpublic information (collectively, “nonpublic user
information”) cannot be viewed by other users or any other third parties, but – with the
exception of IP addresses – can be viewed by the user who operates the account.  

6. Twitter offers privacy settings through which a user may choose to designate tweets as
nonpublic.  For example, Twitter offers users the ability to send “direct messages” to a
specified follower and states that “only author and recipient can view” such messages. 
Twitter also allows users to click a button labeled “Protect my tweets.”  If a user chooses
this option, Twitter states that the user’s tweets can be viewed only by the user’s
approved followers.  Unless deleted, direct messages and protected tweets (collectively,
“nonpublic tweets”) are stored in the recipient’s Twitter account.      

 
7. From approximately July 2006 until  July 2009, Twitter granted almost all of its

employees the ability to exercise administrative control of the Twitter system, including
the ability to: reset a user’s account password, view a user’s nonpublic tweets and other
nonpublic user information, and send tweets on behalf of a user.  Such employees have
accessed these administrative controls using administrative credentials, composed of a
user name and administrative password.  

8. From approximately July 2006 until  January 2009, Twitter’s employees entered their
administrative credentials into the same webpage where users logged into
www.twitter.com (hereinafter, “public login webpage”).

9. From approximately July 2006 until  July 2008, Twitter did not provide a company email
account.  Instead, it instructed each employee to use a personal email account of the
employee’s choice for company business.  During this time, company-related emails
from Twitter employees in many instances displayed the employee’s personal email
address in the email header.  

RESPONDENT’S STATEM ENTS

10. Respondent has disseminated or caused to be disseminated statements to consumers on
its website regarding its operation and control of the Twitter system, including, but not
limited to: 

a. from approximately May 2007 until  November 2009, the following statement in
Twitter’s privacy policy regarding Twitter’s protection of nonpublic user
information: 

Twitter is very concerned about safeguarding the confidentiality of your
personally identifiable information.  We employ administrative, physical,
and electronic measures designed to protect your information from
unauthorized access.  (See Exhibit 1).
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b. since approximately November 17, 2008, the following statements on its website
regarding the privacy of direct messages that users send via Twitter:

Help Resources/Getting Started/What is a direct message?
What is a di
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