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management, (2) information systems, including network and software
design, information processing, storage, transmission, and disposal, and
(3) prevention, detection, and response to attacks, intrusions, or other
systems failure;  

C. the design and implementation of reasonable safeguards to control the
risks identified through risk assessment, and regular testing or monitoring
of the effectiveness of the safeguards’ key controls, systems, and
procedures;  

D. the development and use of reasonable steps to select and retain service
providers capable of appropriately safeguarding personal information they
receive from respondent and requiring service providers by contract to
implement and maintain appropriate safeguards; and 

E. the evaluation and adjustment of respondent’s information security
program in light of the results of the testing and monitoring required by
subpart C, any material changes to respondent’s operations or business
arrangements, or any other circumstances that respondent knows or has
reason to know may have a material impact on the effectiveness of its
information security program. 

III.

IT IS FURTHER ORDERED that, in connection w
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A. set forth the specific administrative, technical, and physical safeguards
that respondent has implemented and maintained during the reporting
period;

B. explain how such safeguards are appropriate to respondent’s size and
complexity, the nature and scope of respondent’s activities, and the
sensitivity of the personal information collected from or about consumers;

C. explain how the safeguards that have been implemented meet or exceed 
the protections required by Part II of this order; and

D. certify that respondent’s security program is operating with sufficient
effectiveness to provide reasonable assurance that the security,
confidentiality, and integrity of personal information is protected and has
so operated throughout the reporting period.

Each Assessment shall be prepared and completed within sixty (60) days after the end of the
reporting period to which the Assessment applies.  Respondent shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, Washington, D.C. 20580, within ten (10) days after the Assessment has been
prepared.  All subsequent biennial Assessments shall be retained by respondent until the order is
terminated and provided to the Associate Director of Enforcement within ten (10) days of
request.  Unless otherwise directed by a representative of the Commission, the initial
Assessment, and any subsequent Assessments requested, shall be sent by overnight courier (not
the U.S. Postal Service) to the Associate Director of Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, D.C.
20580, with the subject line In the matter of Ceridian Corporation, FTC File No.1023160. 
Provided, however, that in lieu of overnight courier, notices may be sent by first-class mail, but
only if an electronic version of any such notice is contemporaneously sent to the Commission at
Debrief@ftc.gov.

IV.

IT IS FURTHER ORDERED that respondent shall maintain and upon request make
available to the Federal Trade Commission for inspection and copying, a print or electronic copy
of:

A. for a period of three (3) years after the date of preparation of each
Assessment required under Part III of this order, all materials relied upon
to prepare the Assessment, whether prepared by or on behalf of the
respondent, including but not limited to all plans, reports, studies, reviews,
audits, audit trails, policies, training materials, and assessments, and any
other materials relating to respondent’s compliance with Parts II and III of
this order, for the compliance period covered by such Assessment;  
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VII.

IT IS FURTHER ORDERED that respondent within sixty (60) days after the date of
service of this order, shall file with the Commission a true and accurate report, in writing, setting
forth in detail the manner and form of its compliance with this order.  Within ten (10) days of
receipt of written notice from a representative of the Commission, it shall submit an additional
true and accurate written report. 

VIII.

This order will terminate twenty (20) years from the date of its issuance, or twenty (20)
years from the most recent date that the United States or the Commission files a complaint (with
or without an accompanying consent decree) in federal court alleging any violation of the order,
whichever comes later; provided, however, that the filing of such a complaint will not affect the
duration of:

A. any Part in this order that terminates in fewer than twenty (20) years;

B. this order’s application to any respondent that is not named as a defendant in such
complaint; and

C. this order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, that if such complaint is dismissed or a federal court rules that respondent did
not violate any provision of the order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such respondent will terminate according to this Part as though
the complaint had never been filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadlinee
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Dated: _____ By: ____________________________________
DAVID ZETOONY
Bryan Cave LLP
1155 F Street N.W.
Washington, DC  20004
Attorney for Respondent, Ceridian Corporation

Dated: _____ By:_____________________________________
TIFFANY GEORGE
JAMIE HINE
Counsel for the Federal Trade Commission

APPROVED:

_________________________________
MARK EICHORN
Assistant Director
Division of Privacy and Identity Protection

_________________________________
MANEESHA MITHAL
Associate Director                         
Division of Privacy and Identity Protection 

_________________________________  
DAVID C. VLADECK
Director
Bureau of Consumer Protection


