Analysis o Proposed Consent Order to Aid Public Comment
In the Matter of Ceridian Corporabn, File No. 1023160

The Federl Trade Commissin has aceptel, subject to final appwal, a onsent order
applicableto Ceridian Corpott#on.

The propose consent ordehas ben pla@d on the publicecod for thirty (30) das for
receipt of comments by interested persons. Commentsreceived during this periodwi  rvice for smdl busness

“Powelpay.” Ceridians customers entéheir anployees’personkinformation on the Powerpa
website, whib theyuse to automate pill processing br their enployees.

The omplaint allegs that whie customersrer their enployees’personkinformation
on the Powerpawebsite, the infanation is sent to computers on Ceridiarosnputer netwde
for the pupoowe7epe4d te.04084.vetwmploy



personainformation stored in Powergan Ceridian’s nvork and &ported the infamation of
at least 27,673 individuals, including, in same ingances, bank account nrumbers, Sacial Security
Numbers, ad dates of bth, over the interet to outside computers. Givéhe sensitive nature
of the pesonal informéion exposed, thea@mpanys failure to provide easonhle and
approprate searity for this information is likelyto causeconsumers substantial injuag
descibed above That substantial injurig not offset bycountevailing benefits to consumers or
competition and is not reasditg avoidable byconsumers. Theomplaint allegs that
Ceridian’s fallure to employ reasanable and gppropriate measures toprevent unauthorized access
to sensitive personal infaration is an unfairc or pratice, and that the company
misrepraented that it had implemented Buneasurg, in violation of Section 5 of the &erd
Trade Commission Act.

The propose orderapplies to persohaformation that Ceridian entities within the
Commssion’s jurisdiction collect from ob@ut consumersna emploges. 1 contains
provisions cesigned to prevent Ceridian from engaging in the future in practices smilar to those
aleged in thecompaint.

Part | of the proposed order prohibits misrepresentations about the privacy,
confidentiality, or integrity of personal information collected from or about consumers. Part Il
of the propose orderrequires Ceridian to establish and maintaiocamprdensive infomation
security program thet is reasanably designed to protect the






