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personal information stored in Powerpay on Ceridian’s network and exported the information of
at least 27,673 individuals, including, in some instances, bank account numbers, Social Security
Numbers, and dates of birth, over the internet to outside computers.  Given the sensitive nature
of the personal information exposed, the company’s failure to provide reasonable and
appropriate security for this information is likely to cause consumers substantial injury as
described above.  That substantial injury is not offset by countervailing benefits to consumers or
competition and is not reasonably avoidable by consumers.  The complaint alleges that
Ceridian’s failure to employ reasonable and appropriate measures to prevent unauthorized access
to sensitive personal information is an unfair act or practice, and that the company
misrepresented that it had implemented such measures, in violation of Section 5 of the Federal
Trade Commission Act.

The proposed order applies to personal information that Ceridian entities within the
Commission’s jurisdiction collect from or about consumers and employees.  It contains
provisions designed to prevent Ceridian from engaging in the future in practices similar to those
alleged in the complaint.

Part I of the proposed order prohibits misrepresentations about the privacy,
confidentiality, or integrity of personal information collected from or about consumers.  Part II
of the proposed order requires Ceridian to establish and maintain a comprehensive information
security




