UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

)
In the Matter of ) FILE NO. 1023076
)
LOOKOUT SERVICES, INC., )
a corporation. ) AGREEMENT CONTAINING
) CONSENT ORDER
)

The Fedeal Trade Commissin (“Commission”) has condted an investigtion of
cettain acts ad pratices of Lookout Servicespk. (“proposedespondentf. Proposed
respondet, havingbeen epresented bycounsel, is willing to entanto an ageement containing

at 5909 West bop South, 8ite 300, B#aire, Texas 77401.
2. Proposed respondent admits dl thejurisdictiond facts st forth in the draft comgaint.
3. Proposed respondent waives:

@ Any further procedura steps

(b) The requiremert that the Commission’s dedsion contain a gatemert of findings
of fact and onclusions of law; and

(©) All rightsto seek judicial review or othewiseto chdlenge or contest the vdidity
of theorder entered pursuant to this agreement.

4, This ageement shall not become paf the public ecod of the proeedingunless and
until it is acepted bythe Commisi®n. [f this ageement is acepted bythe Commis®n,
it, togethe with the drét complaint, will be place on the public reord for a peiod of
thirty (30) da/s and informaion about it pubkly released. Th&€ommssion thereiter
may ether withdraw its acepta



its complaint (in such form as theaumstance mayrequirg and deision in dispogion
of th



information that is comhned with any of (a) through (i) above. For the purpose of this
provision, a “onsumer” shikmean anyperson, includingbut not limted to, anyuser of
respondent’s sevices; any employee of respondent, or any individual seeking to become
an emploge, where“employee” shall mean magent, servat, salespeson, associate
independat contrator, or othemperson diretly or indired¢ly under thecontrol of
respondent.

3. “Commerce’ shall mean as defined in Section 4 of theFederal Trade Conmission Act,
15 U.S.C. § 44.

IT IS ORDERED that respondent, directly or through any corporation, subsidiary,
division, website, or other giee, shd not misrepesent in anynanney expresshor by
implication, the ex@nt to which it maintains and protec¢he privacyconfidentiality, secuity, or
integity of pesonal information collged from orabout consumser

IT IS FURTHER ORDERED tha respondent and its officers, agents, representaives,
and emploges, diretly or throudyn anycorpoation, subsidiarydivision, website, or other diee,
shall, no later than thaate ofserviceof this order, stablish and implement, and thafter
maintain, a com@hensivanformation searity progam that is rasonablydesigned to protec
the searity, confidentiality, and integty of pessonal information colléed from orabout
consumeas. Swch program, the content and implementation of which must ke fully documented in



D. the deMepment and use oéasonhle steps to seleand réain serviceproviders
capable of gppropriately sdeguarding pasona information they recelve from respondent,
and requiring sevice providers by contract to implement and mantain appropriate
safeguards.

E. the evaluation and adjustment o respondent’s irformation security
program in light of theresuts of thetesting and montoring required by subpart C,
anymateridchanges to respona’s operéions or business amgements, or &y
other ércumstancs that responae knows or has eson to know majiave a
materia impact ontheeffectiveness d theinformation security program.

IT IS FURTHER ORDERED tha, in connection with its comgiance with Part 1l of this
order, respondent shdl obtan initial and biennial assessnentsand reports (‘Assessmrents’) from a
gualified, objetive, independet third-partyprofessional, who uses predures and standds
geneally accepted in theprofesson. Piofessonals qudified to prepare swch assessnents shall
be apeasonqudified as aCetified Informaion Systan Seurity Professional (CISSP)or as a
Certified hformation Sgtems Auditor (C3A); a peson holding Globla nformation Assunace
Certificaion (GIAC) from the SgAdmin, Audit, Network, Secily (SANS) hstitute; or a
qualified peson or orgnization approved bihe Associat®iredor for Enbrcement, Bueau of
Consumer Protection, Berd TradeCommssion, Washingon, D.C. 20580. The perting
period forthe Assessments shall covél) thefirst one hundré and eipty (180) dgs after
serviceof the ordefor the initial Assessment, and (Zah two R) yearperiod theeater for
twenty (20) years after service of theorde for thebiennial Assessnents Each Assesnent shdl:

A. set forth the spwfic administative, tehnicd, and phgical saéguards that
respondet has implemented and m&ined duringhe rgorting period;

B. explain how such safeguards are gppropriate to respondent’s Sze and complexity,
the natureand scopef respondent’s awiti es, and theensitivityof the pesonal
information oollected from or about consumers;

C. explain how the safegrds that hae be@ implemented meet @xceed the
protedions required byrart I of this order; ad

D. certify tha respondent’s seurity program is operating with sufficient df ectiveness
to provide rasonableassurace thathe secuty, confidentiality, and integty of
personainformation is protectedral has so opated througout the repding
period.

Ead Assessment shall be peral and complet within sixy (60) das afterthe end othe
repoting peiod to which the Assssment applies. Respondent shall providertitial
Assessment to the Associd@e&edor for Enbrcement, Bueau ofConsumer Protection, &erd
TradeCommession, Washingon, D.C. 20580, withinen (10)days afterthe Assessment hasdre
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competed. All subsequent biennial Assessnentsshell be retained by respondent until the order is
terminated ad provided to the Assa@te Director for Enforement within ten (10) da of

request. Unless dhewisedirected by arepresentative of the Commission, theinitial Assessrent,
and anysubsequent Assessmentguested, shall be seby overnidit courier(not the U.S. Postal
Servicg to the Associ Director of Enforcement, Rirear of Consumer Protéon, Fedeal
TradeCommession, 600 Pennbsania Avenue NW, Washington, D.C. 20580, with the subject
line In the matter of Lookout Services, Inc., FTC Hle N0.1023076. Povided, howvever, tha in

lieu of ovenight @urier, notice maybe sent byirst-class mail, but onlyf an dectronicversion
of any swch notice is mntempaaneously sent to the Conmission & Debiief@ftc.gov.

V.

IT IS FURTHER ORDERED that respondd shall maintain and, upon regtiemake
available to the Federal Trade Conmission for ingpection and copying:

A. for aperiod of thee @) years afterthe date oprepaation of ech Assessment
required under Parlll of this order, bkmaterials réed upon to prepa the
Assessment, whethereparal by or on beht of respondent, includingput not
limited to, all plans, gorts, studies, reviesy audits, audit trails, policies, training
materids, and assessments, amy ather mataals rdating to espondent’s
compliancewith Parts I and Il of this order, ér the ompliance pgod coveed
by suwch Assessnent;

B. unless covexd bylV.A, for a perod of five 6) yeas from the dee of prepardion
or dissemination, whichevés later, gorint or eletronic copyof eah documat
relaing to compliane with this order, inading but not limited to:

1. all advetisements and promotional matdsiaontainingany
representtions coverd bythis order, with all matels used or
relied upon in makingr disseminatinghe re@resatation; and

2. any documents whether prepared by or on behdf of respondent,
tha contradict, qudify, or call i nto question comgiance with this
order.

V.

IT IS FURTHER ORDERED that respond# shall deliver copof the ordeas
direded below:

A. Respondent must deliver ey of this order toX) all curent and future
principals, officers, directors, and managers, (2) dl current and future employees,
agents, and neresatatives havingesponsibilities relatingp the subject matter of
this order, ad (3) any business entityesultingfrom anychang in structureset
forth in Part VI Respondent shall deliver this orde such cwent pesonnel
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within thirty (30) das afterserviceof this order, ad to such futur@ersonnke
within thirty (30) das afterthe peson assumes such position or responsibilities.
For any business entity resulting from any change in structure set forth in Part VI,
deliveryshall be at lest ten (10) dgs prior to the chage in structure

B. Respondent must secuaesiqied and d&d statementcknowledgng recapt of
this order, within thirty(30) dgs of delivey, from all pesons reeiving a copyof
the orde pursuat to thissection.

VI.

IT IS FURTHER ORDERED tha respondent shdl notify the Conmission & least tirty
(30) das prior to anychan@ in respondent that magffect @mpliance obligtions arisinguinder
this order, includingbut not limted to, a dissolution, assignment, salergag orother &tion
that would result in the enggnceof a sucessorcompanythe cration or dissolution of a
subsidiary parent, or affliate that engges in anyacts or pactices subject to this order; the
proposedifing of a bankruptg petition; or a chage in eithercorpoate nane or adress.
Provided, howewe that, with respet to anyproposed lcang in the cgporation about whit
respondet learns less than thir(30) dgs prior to the dateuch ation is © take plae,
respondet shall notifythe Commis®n as soon as is piazable dter obtaning sut knowledg.
Unless othenge direted bya regresatative of the Commission, all noés equirel bythis Rart
shall be sent bgvernidt courier(not the U.S. Postal Service) to thesAciate Diectorof
Enforcement, Bureau o ate Dir



mailto:Debrief@ftc.gov.

B. This orders application to angespondset that is not named as afeledant in such
complaint; and

C. This arder if such comgaint is filed dter the order has teminated pursuant to this
Pat.

Provided, further, tha if succh compaint is dsmissed or afederal court rules that respondent did
not violate any provision of theorder, and thedismissd or ruling is ather not gopealed o upheld
on appek then the ordewill terminate acording to this Part as thobghe complaint had ner
been fied, except that the ordevill not terminate betwen the dee such omplaint is filed and
the laterof the dadline forappeéng sud dismissl or rulingand the di@ such dismissal or
nding is uheld on gopedl.

Signed this daly , 2011.

LOOKOUT SERVICES INC.

By:
ARDEN J. MOR.EY
Chief Executive Ofter
Lookout Servicesnk.

By:

RUFUSW. OLIVER Il
Baker Botts L.L.P.
Counsel for lookout Servicesnk.

Signed this daly , 2011.
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APPROVED:

REBECCA E. KUEHN

Assistant Director

Division of Privacyand tentity Protection
Bureau ofConsumer Protection

MANEESHA MITHAL

Associate rector

Division of Privacyand tentity Protection
Bureau ofConsumer Protection

DAVID C. VLADECK
Director
Bureau ofConsumer Protection



