Analysis o Proposed Consent Order to Aid Public Comment
In the Matter of Lookout Servicg Inc., File No. 1023076

The Federl Trade Commissin has aceptel, subject to final appwal, a onsent order
applicableto Lookout Servicesnk.

The propose consent ordehas ben pla@d on the publicecod for thirty (30) das for
receipt of comments by interested persons. Commentsreceived during this period will become
part of thepublic reord. Afte thirty (30) dgs, the Commision will agan reviewthe
ageanent and theamments redeed, and will deme whetheit should withdraw fom the
ageanent and takeppropiate ation or make finhthe ageament’s proposed der.

The Commission’s complaint allegiéhat lookout sells a webased omputer produc
known &s the I-9 Solution. This product is designed to hdp employers compy with ther
obligations under fderd law to complete md maintain a U.S. Citenship andrhmigraion
Savices Form I-9 about each employee in order to verify tha the employee is digible to work in
the United States. Themplaint allegs that the-D Solution routinelycollects ad stores
information aout Lookout’s ¢



locators (‘URL”) to gain access b secure web pages;

f. allowed uses to byass the autimiication procdures on bokout’s website whe
they typed in aspecific URL,;

0. failed to employ suficient measures todetect and prevent unauthorized access b
computer nevorks, such s byemployng an intrusion detection syem and
monitoring sygtem logs; and

h. created an unnecessay risk to personal information by staing passwordsused to
acess the-P datdase in eartext

Ead of thesedilures ould have ben ranedied usingvell-known, eadilyavailable and/or fee
or low~oost datta samstyeereastineore

The omplaint further Beges that, as eesult of theséailures, an emploge ofa Lookout
cusomer was ale to dotain unauthorized access b Lookout’s 9 daabaseontwo spaate
occaions between @oberand Deembe 2009. h both instances, thenployee gined
unauthorized amess to the psonal informéon, including Social Secity numbers, of more
than 37,000 consuneer Given the sensitive tuaie of thepersonhinformation exposed, the
company's failure to provide reasanable and gppropriate security for this information islikely to
causeconsumers substantial injuag desgbed dove. Thasubstantial injurys not offset by
countevailing benefits to consumers @ompetition and is not reasditaavoidable by
consumeas. Thecomgdaint dleges that Lookout’s faillure to anploy reasanable and appropriate
measurs to prevent unghorized acess to sensitive persdnaformation is an unfaiact or
practice and tha the company misrepresented thet it had implemented such measures, in
violation of Section 5 of thedéleal Trade Commissin Act.

The propose orderapplies to persohaformation that lookout collects fsm or about
consume's and employees. It contains provisions designed to prevent Lookout from engaging in
thefuture in practices similar to those dleged in thecompaint.

Part | of t



of pasona information that could resut in the unauthorized disdosure, misuse loss,
alterdion, destruction, or otheompromise of such infamation, and assess the
suficiency of any sdeguards in place to control theserisks;

design and implement reasonable sdeguards tocontrol therisks identified through risk
assessment, andgularly



