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UNITED STAT ES OF AMERICA
FEDERAL TRADE COMMISSION
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Julie Brill

)
In the Matter of )

)
LOOKOUT SERVICES, INC., )
a corporation. ) DOCKET NO. C-

)

)
COMPLAINT

The Federl Trade Commissin, havingreason to believe thatdokout Servicesnk.
(“respondent” or “Lookout”) has volated the provisions d the Federal Trade Conmission Act,
and it appearing to the Commission thet this proceeding is in the public interest, dleges:

1. C.
§ 44,
3. At all relevant times, bokout has beein the business of sellirgwéd-base computer

product known &s the I-9 Solution. This product is designed to hdp employers compy
with their obligaions under fderd law to complete ad maintain a U.S. Citenship and
Immigraion Services rm 9 about ach enployee in oder to veify that the emploge
is eligible to wok in the United States.

4. The 1-9 Soltion routindy collects and staes information from or aout its augomers
employees, induding, but not limited to, names; aldresses; dates d birth; Sogal Security
numbers; passport numiealien regstration numbers; drives’'license number and
military identification numbers. This highly sengtive information is mantained in
Lookout’'s chtabase(the “I-9 databas€’). The misuse of such information —paticularly
Sodal Security numbe's — can facili tate identity theft and rdlated consumer harms.
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5.

Since at lest April 2009, lookout has disseminated @used to beisseminated
statements in its marketimgaterids, including, but not limed to, the following
sta



f. allowed uses to byass the autmtication procdures on bokout’s website whe
they typed in a specific URL;

0. failed to employ suficient measures todetect and prevent unauthorized access b
computer navorks, such abyemployng an intrusion detection syem and
monitoring sgtem logs; and

h. created an unnecessaly risk to personal information by staing passwordsused to
acess the-b datdase in eartext

In October2009, and agn in De@mber2009, lookout’'s wedé authenticion practice
and web gpplication wulnerabilities enabled an employee of aLookout cusomer to gain
acess to the pepnal information of owe37,000 consumsr

Spedficdly, in Odober 2009, the anployeeobtaineda URL for a seaure web page
duringa webinar forthe 9 Solution. $e latertyped that URL



14.

15.

16.

In truth and in fai; as desdbed in Paragaph 7, espondent did not implement
reasanable and gppropriate measures toprotect pasonal information egainst
unauthorized amess. Theefore, therepresenttions set forth in Paragph 13 vere and
are false ad misleadingand constitute a deptive at or pratice.

As sd forth in Paagraph 7, respondent failed to employ reasanable and gppropriate
measurs to prevent unghorized acess to sensitive persdnaformation. Respondent’s
pradices cased, or ee likely to causesubstantial injuryo consumers that is not oftse
by countervaili ng benefits o consumers or competition and is not reasanably avoidable

by consumers. This prce was, and is, an uair ect or pratice.

The &ts and pretices ofrespondst as allegd in this complaint constitute unfair or

decetive acts or m@ctices in or afectingcommere in violation of Section 5(a)f the
Federd TradeCommegsion Act, 15 U.S.C. § 45(a).

THERHB-ORE, theFedera Trade Commission ths _ day of , 2011 has issued this

compaint against respondent.

By the Commis®n

Donald S. Clark
Secreary



