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UNITED STATESOF AMERICA
FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman
William E. Kovacic
J. Thomas Rosch

Edith Ramirez
JulieBrill
)
In the Matter of ) DOCKET NO. C-4326
)
LOOKOUT SERVICES, INC,, )
a cor poration. ) DECISION AND ORDER
)
)

The Federal Trade Commission having initiated an investigation of certain acts and
practices of the Respondent named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft Complaint that the Bureau of Consumer Protection
proposed to present to the Commission for its consideration and which, if issued by the
Commission, would charge the Respondent with violation of the Federal Trade Commission Act,
15U.S.C. §45 et seq;

The Respondent, its attorney, and counsel for the Commission having thereafter executed
an Agreement Containing Consent Order (“Consent Agreement”), an admission by the
Respondent of al the jurisdictional facts set forth in the aforesaid draft Complaint, a statement
that the signing of said Consent Agreement is for settlement purposes only and does not
constitute an admission by Respondent that the law has been violated as alleged in such
Complaint, or that the facts as alleged in such Complaint, other than jurisdictional facts, aretrue,
and waivers and other provisions as required by the Commission's Rules; andi sijon®edayetheql08BT72.1BT 239.



1. Respondent is a Texas corporation with its principal office or place of business at 5909
West Loop South, Suite 300, Bellaire, Texas 77401.

2 The Federal Trade Commission has jurisdiction of the subject matter of this proceeding
and of the Respondent, and the proceeding isin the public interest.

ORDER
DEFINITIONS
For purposes of this order, the following definitions shall apply:

1. Unless otherwise specified, “respondent” shall mean Lookout Services, Inc., its
subsidiaries, divisions, affiliates, successors and assigns.

2. “Personal information” shall mean individually identifiable information from or about an
individual consumer including, but not limited to: (a) afirst and last name; (b) a home or
other physical address, including street name and name of city or town; (c) an emall
address or other online contact informa



IT ISFURTHER ORDERED that respondent and its officers, agents, representatives,
and employees, directly or through any corporation, subsidiary, division, website, or other device,
shall, no later than the date of service of this order, establish and implement, and thereafter



IT ISFURTHER ORDERED that, in connection with its compliance with Part 11 of this
order, respondent shall obtain initial and biennia assessments and reports (“ Assessments’) from a
qualified, objective, independent third-party professional, who uses procedures and standards
generaly accepted in the profession. Professionals qualified to prepare such assessments shall
be: aperson qualified as a Certified Information System Security Professional (CISSP) or as a
Certified Information Systems Auditor (CISA); a person holding Global Information Assurance
Certification (GIAC) from the SysAdmin, Audit, Network, Security (SANS) Institute; or a
gualified person or organization approved by the Associate Director for Enforcement, Bureau of
Consumer Protection, Federal Trade Commission, Washington, D.C. 20580. The reporting
period for the Assessments shall cover: (1) thefirst one hundred and eighty (180) days after
service of the order for the initial Assessment, and (2) each two (2) year period thereafter for
twenty (20) years after service of the order for the biennial Assessments. Each Assessment shall:

A. set forth the specific administrative, technical, and physical safeguards that
respondent has implemented and maintained during the reporting period;

B. explain how such safeguards are appropriate to respondent’ s size and compl exity,
the nature and scope of respondent’ s activities, and the sensitivity of the persona
information collected from or about consumers;

C. explain how the safeguards that have been implemented meet or exceed the
protections required by Part Il of this order; and

D. certify that respondent’ s security program is operating with sufficient effectiveness
to provide reasonabl e assurance that the security, confidentiality, and integrity of
personal information is protected and has so operated throughout the reporting
period.

Each Assessment shall be prepared and completed within sixty (60) days after the end of the
reporting period to which the Assessment applies. Respondent shall provide theinitial
Assessment to the Associate Director for Enforcement, Bureau of Consumer Protection, Federal
Trade Commission, Washington, D.C. 20580, within ten (10) days after the Assessment has been
completed. All subsequent biennial Assessments shall be retained by respondent until the order is
terminated and provided to the Associate Director for Enforcement within ten (10) days of
request. Unless otherwise directed by arepresentative of the Commission, theinitial Assessment,
and any
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V.

IT ISFURTHER ORDERED that respondent shall maintain and, upon request, make
available to the Federa Trade Commission for inspection and copying:

A.

for aperiod of three (3) years after the date of preparation of each Assessment
required under Part I11 of this order, all materials relied upon to prepare the
Assessment, whether prepared by or on behalf of respondent, including but not
limited to, all plans, reports, studies, reviews, audits, audit trails, policies, training
materias, and assessments, and any other materials relating to respondent’ s



VI.

IT ISFURTHER ORDERED that respondent shall notify the Commission at least thirty
(30) days prior to any change in respondent that may affect compliance obligations arising under
this order, including, but not limited to, a dissolution, assignment, sale, merger, or other action
that would result in the emergence of a successor company; the creation or dissolution of a
subsidiary, parent, or affiliate that engages in any acts or practices subject to this order; the
proposed filing of a bankruptcy petition; or a change in either corporate name or address.
Provided, however, that, with respect to any proposed change in the corporation about which
respondent learns less than thirty (30) days prior to the date such action is to take place,
respondent shall notify the Commission as soon asis practicable after obtaining such knowledge.
Unless otherwise directed by a representative of the Commission, all notices required by this Part
shall be sent by overnight courier (not the U.S. Postal Service) to the Associate Director of
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania
Avenue NW, Washington, D.C. 20580, with the subject line In themater of Lookout Sevices,
Inc., FTC File N0.1023076. Provided, however, that in lieu of overnight courier, notices may be
sent by firs
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Provided, further, that if such complaint is dismissed or afederal court rules that respondent did
not violate any provision of the order, and the dismissal or ruling is either not appealed or upheld




