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1 70 FR 25426. 
2 15 U.S.C. 7701-7713. 

3 15 U.S.C. 7704(b). The four such practices set 
forth in the statute are: address harvesting; 
dictionary attacks; automated creation of multiple 
email accounts; and relaying or retransmitting 
through unauthorized access to a protected 
computer or network. The Act’s provisions relating 
to enforcement by state attorneys general and 
providers of Internet access service create the 
possibility of increased statutory damages if a court 
finds a defendant has engaged in one of the 
practices specified in section 7704(b) while also 
violating section 7704(a). Specifically, sections 
7706(f)(3)(C) and (g)(3)(C) permit a court to increase 
a statutory damages award up to three times the 
amount that would have been granted without the 
commission of an aggravated violation. Sections 
7706(f)(3)(C) and (g)(3)(C) also provide for this 
heightened statutory damages calculation when a 
court finds that the defendant’s violations of section 
7704(a) were committed ‘‘willfully and knowingly.’’ 

4 Sections 7706(a) and (c) of the CAN-SPAM Act 
provide that a violation of the Act shall be treated 
as a violation of a rule issued under section 
18(a)(1)(B) of the FTC Act, 15 U.S.C. 57a(a)(1)(B). 

5 15 U.S.C. 7706(f). Specifically, the state 
attorneys general may bring enforcement actions for 
violations of section 7704(a)(1), 7704(a)(2), or 
7704(d). The states may also bring an action against 
any person who engages in a pattern or practice that 
violates section 7704(a)(3), (4), or (5engages in a pattern or pra4 states may aArl6

15 U.S.C. 7706(g). Section 7704(d) of the Act 
requires warning labels on commercial email 
messages containing sexually oriented material. 15 
U.S.C. 7704(d). In April, 2004, the Commission 
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7 Prior to the NPRM, the Commission issued an 
Advance Notice of Proposed Rulemaking (‘‘ANPR’’), 
69 FR 11776 (Mar. 11, 2004), soliciting comments 
on a number of issues raised by CAN-SPAM, 
including the interpretation of the term ‘‘primary 
purpose,’’ which the Commission addressed in a 
final Rule issued on January 19, 2005, codified at 
16 CFR 316.3. In addition, the ANPR requested 
comment on the definitions of ‘‘transactional or 
relationship message’’ and ‘‘valid physical postal 
address,’’ the application of the Act to both 
multiple-marketer and forward-to-a-‘‘friend’’ 
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28 These provisions, as explained below, apply to 
initiators of commercial emails and require that the 
email message may not contain false or misleading 
transmission information or a deceptive subject 
heading; but must contain a valid postal address, 
a working opt-out link, and proper identification of 
the message’s commercial or sexually explicit 
nature. 

29 15 U.S.C. 7711(a). Like the proposed Rule, this 
final Rule does not eliminate the possibility that a 
message may have more than one ‘‘sender.’’ 
However, marketers can use the criteria set forth in 
the proviso to establish a single sender and reduce 
CAN-SPAM’s compliance burdens. If marketers fail 
to structure the message to avoid multiple senders 
under the sender definition, then each sender is 
obligated to comply with CAN-SPAM requirements 
for senders, notably, to provide its physical postal 
address and to honor any opt-out requests. 

30 See, e.g., ATAA; Charter; DoubleClick; ERA; 
ESPC; FNB; IAC; ICC; IPPC; Mattel; Microsoft; NAR; 
NEPA; NetCoalition; NNA. As the ERA summarized 
it, ‘‘[D]esignating a single sender will enhance 
accuracy and compliance efforts, streamline the 
opt-out process for consumers and sellers/ 
marketers, and avoid confusion by, among other 
things, avoiding cluttered or repetitious information 
in messages or multiple suppression lists. It also 
helps address privacy concerns that may attend to 
sharing consumer suppression data.’’ 

31 See, e.g., Mattel; NAFCU. 
32 See ATAA (it would be ‘‘difficult to format 

messages in a way that makes them compelling and 
understandable to recipients’’ because of the welter 
of opt-out links and postal addresses); ERA; ESPC. 

33 See ERA; NetCoalition. 
34 See, e.g., ARDA; Empire; Mattel; NAFCU; NAR; 

NNA; SHRM; Wahmpreneur. 

b. The Final Rule 

Based upon the comments responding 
to the NPRM proposal, the Commission 
believes that modification of the 
proposed Rule’s definition of ‘‘sender’’ 
as it relates to multi-marketer emails is 
necessary. The final Rule drops the 
proposed ‘‘controls the content’’ and 
‘‘determines the electronic mail 
addresses to which such message is 
sent’’ elements, adds compliance with 
the core provisions of CAN-SPAM as an 
element, makes the elements 
conjunctive rather than disjunctive, and 
makes the element requiring 
identification of the person in the 
‘‘from’’ line mandatory. The 
Commission believes that these 
modifications will meet the concerns of 
marketers while still preserving CAN- 
SPAM opt-out protections. 

Thus, under the final Rule, multiple 
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35 At least one commenter suggested, without 
further detail, that the sender in a multi-marketer 
email should be the ‘‘entity that controls the 
sampling, distribution, and opt-out registry.’’ 
CMOR. Another commenter suggested 
determination of a sender in a multi-marketer email 
with a ‘‘single, dominant marketer’’ test. Bigfoot. 

The Direct Marketing Association (‘‘DMA’’) 
advocated formal adoption by the Commission of 
the Staff Letter of March 8, 2005, which opined on 
a specific fact pattern involving, among other 
things, multiple marketers who send commercial 
email messages to persons who had provided 
affirmative consent to receive multi-marketer 
commercial email messages. The Commission 
declines to adopt the Staff Letter. The final Rule 
will govern multi-marketer message sender liability. 

36 See, e.g., Bigfoot; Charter; DoubleClick; 
KeySpan; MBNA; Nextel; OPA; SHRM. 

37 See Charter; DoubleClick; Nextel; Reed. 
38 See DoubleClick; KeySpan. 
39 See, e.g., MBNA; SIIA. 

40 See, e.g., ACB; ACLI; Associations; BOA; CBA; 
Charter; DLA; DMA; Discover; ERA; ESPC; FNBO; 
HSBC; IAC; Mastercard; Microsoft; MPA; MPAA; 
NAA; NAIFA; NBCEP; NEPA; NetCoalition; PMA; 
SIIA; Time Warner. 

41 See Associations; ATAA; Charter; DoubleClick; 
Keyspan; MasterCard; NAIFA; SIIA; Wells Fargo. 
Similarly, other commenters suggested that the 
proposed Rule be modified to allow more than one 
marketer to control the content of the message, 
while still allowing one of the marketers to be 
designated as the sender. See CBA; DMA; MPA; 
NBCEP; NetCoalition; NRF. 

42 See e.g., Adknowledge; ICC; MPA. 
43 See Reed; DoubleClick; Time Warner; 

MasterCard; Microsoft; Bigfoot; HSBC; MPAA; OPA. 
44 See, e.g., ACLI; BF; HSBC; IPPC; MPAA; OPA; 

SIA. 
45 See, e.g., BF; Visa. 
46 See, e.g., Associations; ERA; HSBC; 

MasterCard; MPA; NetCoalition; Nextel; NRF; OPA; 
PMA. 

47 See ATA; DoubleClick; HSBC; IAC; IPPC; 
Mastercard; Time Warner. 

48 See e.g., NAA; TimeWarner. 
49 See NAIFA; SIIA. 
50 See, e.g., ACB; Adknowledge; Associations; 

ATAA; CBA; Charter; Discover; DMA; Experian; 
FNB; IAC; ICC; KeySpan; Microsoft; MPAA; NAIFA; 
NBCEP; NEPA; NetCoalition; NRF; OPA; Reed; 
SIIA; Time Warner; Wells Fargo. 

51 See, e.g., ERA; HSBC; MasterCard; MPA; 
Nextel; PMA. 

52 See ACB; BoA; Discover; ERA; ESPC; Experian; 
HSBC; IAC; ICC; Mastercard; Microsoft; MPA; 
MPAA; NAA; PMA; Visa. 

53 See, e.g., BigFoot; SIIA. 
54 See Bigfoot; CBA; DMA; DoubleClick; ESPC; 

MPAA; NBCEP; NetCoalition; NRF; SIIA; Wells 
Fargo. 

55 See DMA; SIIA. 
56 See, e.g., MPAA. 

as well as its consistency with consumer 
expectations. Most commenters urged 
the Commission to modify or clarify the 
criteria articulated in the proposed Rule. 
Such comments concerned four issues. 
The first three issues relate to the three 
listed criteria in the NPRM’s proposed 
proviso: (1) the significance of the 
person identified in the ‘‘from’’ line; (2) 
the meaning of ‘‘controls the content of 
the message
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57 See, e.g., KeySpan; Reed; SIA. Several 
commenters also requested clarification of what 
constitutes ‘‘determines’’ and suggested that merely 
providing criteria for targeting recipients (such as 
demographic characteristics) should not qualify as 
‘‘determining’’ the email addresses. See 
DoubleClick; KeySpan; MasterCard; Unsub. As 
discussed below, this element has been removed, 
and thus these requests for clarification need not be 
addressed. 

58 See, e.g., Adknowledge; ESPC; Unsub. 

59 See Charter (stating that the ‘‘from’’
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15 U.S.C. 7702(2)(D). 

64 At least one commenter suggested that the 
proviso could be subject to abuse. See 
Adknowledge (suggesting that to avoid abusive 
practices, the proposed regulation explicitly should 
state that a ‘‘person’’ must be a ‘‘bona fide business 
entity’’ because ‘‘spammers continually change the 
name of the originating entity along with header or 
other information, or consider a mere email address 
list as a ‘business entity.’’’). 

65 See, e.g., FTC v. Phoenix Avatar, 2004-2 Trade 
Cas. (CCH) ¶ 74,507 (N.D. Ill. Jul. 30, 2004) (order 
granting preliminary injunction); FTC v. Opt-in 
Global, No. 05-cv-1502 (N.D. Cal. filed Apr. 12, 
2005) (final order entered Apr. 6, 2006); FTC v. 
Dugger, No. CV-06-0078 (D. Ariz. filed Jan. 9, 2006) 
(final order entered Jul. 31, 2006). 

66 Section 7704(a)(1) of the Act prohibits 
initiation of an email that contains false or 
misleading transmission information, and section 
7704(a)(2) prohibits initiation of an email with a 
deceptive subject heading. Section 7704(a)(3)(A)(i) 
requires an initiator to include a ‘‘functioning 
return electronic mail address or other Internet- 
based mechanism, clearly and conspicuously 
displayed, that a recipient may use to submit . . . 
a reply electronic mail message or other form of 
Internet-based communication requesting not to 
receive future commercial electronic mail messages 
from [the] sender [responsible for the initial 
commercial message].’’ Section 7704(a)(5)(A) of the 
Act requires that an initiator ‘‘provide clear and 
conspicuous identification that the message is an 
advertisement or solicitation, clear and conspicuous 
notice of the opportunity . . . to decline to receive 
further commercial electronic mail messages from 
the sender, and a valid physical postal address of 
the sender.’’ Finally, 16 CFR 316.4, the Sexually 
Explicit Labeling Rule, imposes certain 
requirements on a message that includes sexually 
oriented material, including the 19 characters 
‘‘SEXUALLY EXPLICIT: ’’ at the beginning of the 
subject header of the message. 

67 Of course, it should be noted that the proviso 
in no way relieves non-designateatransess of 
misleading transmission informati1t.
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75 70 FR at 25428 n.23. According to IAC, in a 
typical affiliate program, a marketer enters an 
arrangement with an affiliate to pay the affiliate for 
referrals to its website. The affiliate can employ a 
variety of methods to direct consumers to the 
marketer’s website, including email messages. The 
affiliate sends email messages containing an 
advertisement promoting the marketer’s goods or 
services and a hypertext link to visit the marketer’s 
website directly from the email message (either as 
a direct link or through the affiliate’s link, which 
redirects the recipient to the marketer’s website). If 
a recipient of the email uses this link to visit the 
marketer’s website, the marketer logs the visit as 
attributable to the affiliate’s email. Depending on 
the arrangement between the marketer and the 
affiliate, the marketer will pay the affiliate a 
prescribed amount either for the visit (also known 
as a ‘‘click through’’) or for a completed sale, or 
both. IAC states in its comments that it has 
thousands of affiliates. For Expedia, one of IAC’s 
websites, however, the majority of the sales from 
the affiliate program are generated by a relatively 
small number of productive affiliates. 

76 15 U.S.C. 7702(9). 
77 15 U.S.C. 7702(12) (emphasis added). 
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126 See NAIFA; NAIDA; FNB; IAC (comments 
submitted in response to ANPR); Wahmpreneur. 
For example, if a consumer purchases an airline 
ticket on a travel website like Orbitz, a subsequent 
message from Orbitz or the airline (or both) ‘‘to 
facilitate, complete, or confirm’’ the message will be 
a ‘‘transactional or relationship message’’ (or a dual 
purpose message if there is additional content in 
the email). Likewise, an email from an insurance 
agent to a customer can qualify as transactional or 
relationship in nature notwithstanding the fact the 
customer paid the premium to the insurer, not its 
agent. 

127 NPRM, 70 FR at 25434, 25450. 
128 See NADA; ARDA; FNB; Wells Fargo; BOA; 

Cendant; SIA; SIIA; CBA; MPAA; KeySpan; 
Discover. See also Schnell (emails to effectuate or 
complete a negotiation should be deemed 
transactional or relationship only if the recipient 
has a reasonable expectation that such a negotiation 
will occur via email). 

129 NPRM, 70 FR at 25434. 
130 Id. at 25436, 25450. 
131 Id. at 25450. 
132 See Associations; NNA; CBA; NRF; NADA; 

FNB; MPA; SIIA; Coalition; MPAA; KeySpan; Wells 
Fargo; BOA; ASTA; DoubleClick; Nextel. 

133 See AeA; Discover; PCIAA; Schnell. 

134 See, e.g., CBA (‘‘The conclusion must be that 
an employer can send whatever message it desires 
to an e-mail account that the employer owns and 
assigns the employee.’’); NRF (‘‘[If] the company 
provides the e-mail account to the employee 
primarily for the employer’s benefit, [then] the 
employer should be free to utilize its own 
proprietary network to send information to its 
employees.’’). 

135 The Commission, however, rejects the 
argument of some commenters that employees 
should not be deemed ‘‘recipients’’ under the Act 
of such messages sent by their employers to their 
employer-provided email addresses. See, e.g., BOA; 
CBA; Coalition; DoubleClick; DMA; MPA; Wells 
Fargo. The Act broadly defines the ‘‘recipient’’ as 
an ‘‘authorized user of the electronic mail address 
to which the message was sent or delivered’’ and 
does not require ownership of the email address. 15 
U.S.C. 7702(14) (emphasis added). Consequently, 
employees are ‘‘recipients’’ of messages delivered to 
their workplace email accounts, whether such 
emails were sent by their employers or another 
person. 

Because there is no evidence of 
changes in email technology or practices 
that would warrant amending the Rule 
expressly to address messages sent by 
affiliated third parties that are acting on 
behalf of an entity with whom the 
recipient has done business, the 
Commission does not make any 
modifications to the Rule concerning 
such messages. In addition, the 
Commission notes that the examples 
provided by commenters (e.g., travel 
agents, insurance agents) are fairly 
straightforward examples of types of 
messages that would likely qualify as a 
‘‘transactional or relationship message’’ 
under section 7702(17)(A)(i).126 The 
Commission, however, does not 
interpret this provision as necessarily 
covering every email message sent by an 
affiliated third party. For example, if an 
affiliated third party were to market its 
own product, service, or Internet 
website in an email message in which 
the affiliated third party is also 
facilitating or completing a transaction 
on behalf of another vendor, then that 
message would contain both 
commercial and transactional content, 
thus triggering analysis of the primary 
purpose of the dual purpose message. 

f. Messages Sent to Effectuate or 
Complete a Negotiation 

In the NPRM, the Commission asked 
under what circumstances an email sent 
to effectuate or complete a negotiation 
should be considered a ‘‘transactional or 
relationship message’’ under section 
7702(17)(A)(i).127 Twelve of the 13 
commenters addressing this issue 
agreed that such messages should be 
deemed transactional or relationship 
messages or should fall outside the 
scope of the Act.128 

The Commission declines to alter the 
definition of ‘‘transactional or 
relationship message’’ to address 
communications for the purpose of 
effectuating or completing a negotiation 
because of the lack of any evidence in 

the record that such a modification 
would be necessary to accommodate 
changes in email technology or practices 
and to further the purposes of the Act. 
However, even without such a 
modification, the Commission continues 
to believe that, as it stated in the NPRM, 
to the extent that negotiation may be 
considered a ‘‘commercial transaction’’ 
that a recipient has previously agreed to 
enter into, such messages likely would 
be considered transactional or 
relationship under section 
7702(17)(A)(i) if they were sent to 
facilitate or complete the negotiation.129 
The Commission, however, does not 
interpret the term ‘‘transactional or 
relationship message’’ to include an 
initial unsolicited message that 
proposes a transaction and attempts to 
launch a negotiation by offering goods 
or services. Likewise, after a party has 
terminated a negotiation, an email from 
the other party seeking to restart the 
negotiations would not be a 
‘‘transactional or relationship message.’’ 

g. Messages in the Employment Context 
In the NPRM, the Commission sought 

comment on the Act’s application to 
several types of emails that arise in the 
employment context. Due to the lack of 
evidence in the record that would 
satisfy the statutory standard for 
modifying the definition of 
‘‘transactional or relationship message,’’ 
the Commission does not adopt any 
provision in the final Rule concerning 
such messages. 

(i) Messages Concerning Employee 
Discounts or Similar Messages 

The NPRM asked whether it is 
appropriate to classify emails from 
employers offering employee discounts 
or similar messages as communications 
that ‘‘provide information directly 
related to an employment relationship’’ 
under section 7702(17)(A)(iv).130 In 
addition, the Commission asked 
whether it was relevant whether the 
employee’s email address to which the 
message was sent had been assigned to 
the employee by the employer.131 All 20 In 
All 20 In In (llon continues 
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136 See KeySpan; FNB; MPAA; PCIAA. But see 
Schnell (‘‘commercial messages to employees of a 
given employer that come from third parties should 
not be considered transactional or relationship 
messages, and should be considered commercial 
under CAN-SPAM’’). 

137 Nevertheless, the Commission’s interpretation 
does have its limits. For example, if a third party 
were to market to a client company’s employees the 
third party’s own goods and services on its own 
behalf, rather than on behalf of the client, those 
messages would not be deemed ‘‘transactional or 
relationship messages’’ under section 
7702(17)(A)(iv). 

138 NPRM, 70 FR at 25436, 25450. 
139 See FNB; KeySpan; Discover; MPAA. 

140 15 U.S.C. 7702(2). 
141 One commenter argued that section 

7702(17)(A)(iv)’s exemption for employment-related 
emails ‘‘does not go far enough’’ and that the final 
Rule should exempt ‘‘e-mails regarding current or 
prospective job openings that are sent to 
individuals who are not currently employed by the 
sender, and who are not charged any fees or other 
consideration in connection with any current or 
prospective job.’’ ASA. As noted above, if such 
emails do not advertise or promote a product or 
service, they are not commercial email messages 
and thus they fall outside the Act. 

142 16 CFR 316.3. 
143 NPRM, 70 FR at 25450. 
144 See NADA; NAEDA; Wahmpreneur; ICC; 

MPAA; KeySpan; PCIAA; United; IPPC; Jumpstart; 
NEPA; TimeWarner; DoubleClick; Mattel. See also 
NFCU (electronic newsletters sent to a sender’s 
members should be entirely exempt from CAN- 
SPAM); Discover (arguing that primary purpose of 
a newsletter delivered by email should be 
determined on a case-by-case basis); Schnell 
(opining that consumer request for electronic 
newsletter or other content is not determinative 

under CAN-SPAM); Sonnenschein (advocating a 
distinction between the ‘‘bona fide transaction [in 
which a consumer] sign[s] up for a service or 
subscrib[es] to receive emails, coupons, or 
electronic newsletters and the mere provision of 
affirmative consent to receive commercial emails’’). 

145 See DoubleClick; MPAA; FNB. 
146 See NEPA; ICC; Sonnenschein. 
147 See NPRM, 70 FR at 3118. Likewise, the 

Commission continues to believe that, as it 
explained in the Primary Purpose Rulemaking, ‘‘if 
an email consists exclusively of commercial content 
(such as a catalog or other content that is purely an 
advertisement or promotion), then the email would 
be a single-purpose commercial message. This is 
because delivery of such advertising or promotional 
content would not constitute the ‘delivery of goods 
or services * * * that the recipient is entitled to 
receive under the terms of a transaction that the 
recipient has previously agreed to enter into with 
the sender,’ under section 7702(17)(A)(v).’’ Id. at 
3118 n.91. 

question agreed with the Commission’s 
view that messages sent by a third party 
45
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180 See, e.g., ERA; ePrize; MPA; Microsoft (‘‘a 
message may be induced or procured but still fall 
within the routine conveyance exception to the 
Act’s definition of ‘initiate’’’); NAIFA; PMA; SIIA. 

181 See ACLI; BOA; Charter; CBA; Discover; 
MasterCard; MPAA; NRF; NetCoalition; OPA; Time 
Warner. 

182 For comments arguing that a company could 
be engaged in routine conveyance notwithstanding 
its offer of sweepstakes entries, coupons, discounts, 
‘‘points’’ and the like to persons for forwarding an 
email, see, e.g., AeA; ERA; FNB; Mattel; Coalition; 
PMA; RIAA (‘‘[The] legislative history also casts 
doubt on whether Congress intended that the 
furnishing of merely nominal consideration - for 
instance, ‘points’ to be accumulated toward the 
award of a free CD or music download - would be 
enough to qualify as ‘procuring’ the forwarding of 
a commercial e-mail. Surely when one company 
‘hires’ another to carry out a commercial e-mail 
campaign, much more than nominal consideration 
would be involved.’’). For comments expressing the 
view that an offer of sweepstakes entries, points, 
coupons, discounts and the like in exchange for 
forwarding a message would render a company 
ineligible for the routine conveyance exception, see, 
e.g., Charter; MPAA; NAA; NRF; OPA; Time 
Warner. 

183 See, e.g., Charter; DMA. 
184 See AeA; Associations; Charter; CBA; 

DoubleClick; MasterCard; Microsoft; NAIFA; NCTA; 
NetCoalition; PMA; RIAA; SIIA; Wells Fargo. 

185 See Masterfoods; Mattel; Visa. 

186 See Associations; BOA; Charter; CMOR; DMA; 
ERA; FNB; Jumpstart; MPAA; MPA; Coalition; NRF; 
NetCoalition; RIAA; Wahmpreneur. 

187 See AeA; Cendant; ePrize (there are 
substantial costs in building a software platform 
that would allow scrubbing of names before using 
forwarding mechanism); MPAA (‘‘It is virtually 
impossible to meet the CAN-SPAM requirement 
that a company not send e-mail to someone who 
has already opted out from its lists for Forward to 
a Friend, because the company will never know the 
e-mail address of the recipient . . . . The company 
would need to put all such e-mail in a queue and 
then compare the recipient’s e-mail address with its 
opt-out list, a complicated and laborious process.’’); 
Masterfoods; Mattel; NRF; NetCoalition; 
Wahmpreneur. 

188 The Children’s Online Privacy Protection Rule 
(‘‘COPPA’’), 16 CFR Part 312, establishes rules and 
guidelines to provide a more secure Internet 
experience for children and to protect them from 
unwanted invasions of privacy. As a result, 
operators of websites directed to children have to 
follow specific rules on what personal information 
may or may not be gathered from children. Section 
312.5 of COPPA states: ‘‘An operator [of a website] 
is required to obtain verifiable parental consent 
before any collection, use, and/or disclosure of 
personal information from children . . . .’’ Two 
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211 See, e.g., CMOR; BrightWave; Swent; 
Footlocker; Intermark; Empire; SHRM; FNB; Wells 
Fargo; VCU; MPAA; ACB; Bigfoot; PMA; BOA; 
NetCoalition; Reed; DoubleClick; DMA; CBA; Time 
Warner; Coalition; NEPA; IAC.; Charter; Jumpstart; 
HSBC; ASAE; Comerica; Cendant; CUNA; KeySpan; 
MasterCard; Discover; Microsoft; PCIAA; Vertical; 
BD; Exact; ARTBA; ACUTA; Sprint (stating that it 
would have to devote at least 30,000 man hours, or 
in excess of $2 million, in order to modify its 
systems to accelerate the process of implementing 
opt-out requests); ABM (‘‘Diversified Business 
Communications has concluded that imposition of 
a three-day opt-out requirement would reduce the 
effectiveness of its marketing and increase its cost 
by a minimum of $20,000 per year.’’). 

212 See, e.g., ACUTA; BD; Experian. 
213 See, e.g., ERA; OPA; ATAA; ARDA; Charter; 

MPA; PMA. 
214 See, e.g., DMA. 

215 See NCTA. 
216 See Experian. 
217 See, e.g., Masterfoods; Mattel; Jumpstart. With 

respect to these comments, the Commission notes 
that section 7704(a)(3)(A)(i) of the Act requires that 
a commercial email message contain a functioning 
return email address or other Internet-based 
mechanism that the recipient may use to submit an 
opt-out request, but does not require requests 
submitted in other ways to be honored within the 
given time period. See also NPRM, 70 FR at 25443. 

218 See, e.g., CMOR; Verizon; LashBack; ACLI; 
ABM; FNB; ERA; ESPC; ARTBA; MPA (arguing 
that, if a marketer were involved in mail bombing, 
it could still do so under a three-business-day time 
frame); PMA; BOA; SIA; NRF; NetCoalition; Reed; 
DoubleClick; Associations; Time Warner; IAC; ICC; 
Nextel (asserting that no rational marketer would 
undertake mail bombing); Charter; HSBC; 
MasterCard; Discover; Microsoft; Nissan; Vertical; 
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225 69 FR 16368 (Mar. 29, 2004). 
226 The FCC has issued a list of wireless domains 

to which commercial email messages cannot be 
directed without the addressee’s express prior 
authorization or if other conditions are met. 47 CFR 
64.3100(a) & (e). The thirty-day safe harbor does not 
apply if the person or entity initiating the message 
did so knowing the address was to a protected 
mobile service. 47 CFR 64.3100(a)(4); Rules and 
Regulations Implementing the Controlling the 
Assault Of Non-Solicited Pornography and 
Marketing Act of 2003, CG Docket No. 04-53, Rules 
and Regulations Implementing the Telephone 
Consumer Protection Act of 1991, CG Docket No. 
02-278, 19 FCC Rcd. 15927, 15969 (2004). 

227 See, e.g., Verizon; Intermark; NAR; SIIA; MCI; 
IAC. 

228 See, e.g., DoubleClick; ACB; Cendant; iPost; 
Empire. See also NCL’s comments in the ANPR 
(stating that ‘‘We are unaware of any problems with 

the ten-business-day time period and would 
strongly oppose lengthening it.’’). 

229 See ‘‘Top Etailers’ Compliance with CAN- 
SPAM’s Opt-Out Provisions.’’ Staff Report (July 
2005), available at http://www.ftc.gov/reports/ 
optout05/050801optoutetailersrpt.pdf. This report 
explained that 89% of the top 100 etailers that sent 
commercial email during the study honored all 
three of the opt-out requests made by FTC staff. 

230 Proposed Rule 316.4(b) would have clarified 
that law enforcement officials are not required to 
allege or prove a defendant’s state of mind to obtain 
a cease and desist order or an injunction to enforce 
compliance with proposed Rule 316.4(a), which 
pertains to the time period for honoring opt-out 
requests. Because the Commission declines to adopt 
Rule 316.4(a), proposed Rule 316.4(b) is no longer 
necessary. Moreover, the language of the Act itself 
is clear on this issue — whenever a provision of the 
Act or the Commission’s Rule contains a state-of- 
mind component, that requirement does not apply 
when a law enforcement official seeks a cease and 
desist order or an injunction. 15 U.S.C. 7706(e) & 
(f)(2). 

231 70 FR at 2544. The NPRM also stated that the 
duration of a person’s registration on the Do Not 
Call Registry is five years or until the registrant 
changes his or her telephone number or takes the 
number off the Registry. Id. Congress has since 
enacted legislation which eliminates the expiration 
of listings on the Registry. See Do-Not-Call 
Improvement Act of 2007, Pub. L. No. 110-188 
(2008). 

232 As of June 2007, the Do Not Call Registry 
contained more than 145 million telephone 
numbers. 

233 70 FR at 2544. 
234 See, e.g. , ARDA; Wells Fargo; BOA; NRF (all 

arguing for a two- to three-year time limit); CMOR; 
ABM; FNB; ERA; ESPC; ACB; Bigfoot; Visa (all 
arguing for a five-year or longer time limit). 

235 For example, DoubleClick argued that it did 
‘‘not believe that a consumer’s choice should have 
an expiration date. If a consumer asks to be 
removed from a commercial email list and 
subsequently changes her/his mind, s/he can re- 
subscribe to that mailing list.’’ Similarly, the 
Virginia Credit Union argued that it also believes 
that ‘‘the opt-out request should be honored 0 T5 mye yearssulator lo.002ate. If a.1429ctso believ0.002srovf a aile opt-outo.00rwiseiling list.’’234 See 

‘‘be hon8.122ro.0istinsizhesks to be See 
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239 As proposed and adopted here, Rule 316.5 
provides: ‘‘Neither a sender nor any person acting 
on behalf of a sender may require that any recipient 
pay any fee, provide any information other than the 
recipient’s electronic mail address and opt-out 
preferences, or take any other steps except sending 
a reply electronic message or visiting a single 
Internet web page, in order to: (a) use a return 
electronic mail address or other Internet-based 
mechanism, required by 15 U.S.C. 7704(a)(3), to 
submit a request not to receive future commercial 
electronic mail messages from a sender; or (b) have 
such a request honored as required by 15 U.S.C. 
7704(a)(3)(B) and (a)(4).’’ 

240 See, e.g., KeySpan; MasterCard; Metz; Empire; 
Wells Fargo; Coalition; BOA. 

241 See, e.g, Wells Fargo; Coalition; Experian; 
MPAA; AeA; Microsoft; Verizon; MasterCard. 

242 See also MPAA; Microsoft (both requesting 
the Commission to clarify that the use of passwords 
or other authentication information is permitted 
under the rule); ABA (stating that it would be 
beneficial to have ‘‘member-recipients log on the 
entity’s Website, edit the member’s profile, and 
thereby directly express the member’s complete 
opt-out preferences.’’). 

243 NPRM, 70 FR at 25445. Similarly, for this 
reason, the Commission is not persuaded by those 
commenters arguing that senders should be able to 
require their member-recipients to update their 
member profiles in order to opt out from receiving 
commercial email messages. See, e.g., ABA; ATAA. 

244 See Experian. 
245 15 U.S.C. 7706(f)(3)(C) & (g)(3)(C). 

246 The four practices are: (1) automated email 
address harvesting; (2) dictionary attacks; (3) 
automated creation of multiple email accounts; and 
(4) relay or retransmission of a commercial email 
message through unauthorized access. 

247 S. Rep. No. 108-102, at 8 (2003). 
248 See Nelson (email spoofing); Rubin (selling 

email addresses after opt-out; single seller using 
multiple domain names); Sowell (commercial email 
messages should have only one sender; email 
should indicate how the sender obtained the 
recipient’s name or email address). 

249 See LashBack (some companies allow third 
parties to access their suppression lists); Unsub 
(‘‘many sellers . . . post a text version of their opt- 
out suppression lists on Blind Affiliate Networks, 
allowing easy access for any list owner who is a 
member’’ of that network). 

useful in implementing the provisions 
of the Act under section 7711(a). 
Notably, Congress chose neither to 
impose such a time limit nor to 
specifically authorize the Commission 
to do so at this time. Consequently, the 
Commission declines to impose a time 
limit on the duration of an opt-out 
request. 

C. Proposed Rule 316.5 — Prohibition 
on Charging a Fee or Imposing Other 
Requirements on Recipients Who Wish 
To Opt Out 

In the NPRM, the Commission 
proposed to prohibit the imposition, as 
a condition for accepting or honoring a 
recipient’s opt-out request, of any fee, 
obligation to provide personally 
identifying information (beyond one’s 
email address), or any other 
requirement.239 Several commenters 
agreed with the Commission’s proposal 
to prohibit senders from charging a fee 
to opt out,240 but challenged the portion 
of the rule that would prevent the 
collection of additional personal 
information or require email recipients 
to interface with more than one Internet 
Web page to opt out from receiving 
future commercial email messages from 
the sender. These commenters 
cumulatively identified a host of factors 
— the risk of typographical errors, 
computer security issues, online 
identity theft, and sabotage by 
competitors — arguing for the necessity 
of collecting personal information or 
requiring multiple opt-out steps to 
verify the identity of the recipient.241 
While the Commission recognizes that 
computer security and identity theft are 
serious problems facing online 
consumers, the Commission is not 
persuaded that imposing additional 
requirements on consumers who are 
attempting to opt out would do anything 
to minimize the risk of these problems. 
To the contrary, the Commission 
believes that requiring consumers to 
transmit additional personally 
identifying information would increase 
the risk of that information being 

intercepted by a hacker or rogue third 
party. 

Other commenters explained that 
verifying the identity of a recipient 
would be important because their 
suppression lists are connected to 
consumer account information rather 
than consumer email addresses. For 
example, DMA argued that ‘‘tracking by 
account information also makes it easier 
to honor opt-out requests for customers 
regardless of what they change their 
email address to.’’242 The Commission 
does not find this argument persuasive, 
because, as the Commission stated in 
the NPRM, ‘‘according to CAN-SPAsasier  ’s opt-out request, of any fee, ’,
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should delete the email message 
without following such instructions. 

(b)Prior affirmative consent. 
Paragraph (a) does not apply to the 
transmission of an electronic mail 
message if the recipient has given prior 
affirmative consent to receipt of the 
message. 

§ 316.5 Prohibition on charging a fee or 
imposing other requirements on recipients 
who wish to opt out. 

Neither a sender nor any person 
acting on behalf of a sender may require 
that any recipient pay any fee, provide 
any information other than the 
recipient’s electronic mail address and 
opt-out preferences, or take any other 
steps except sending a reply electronic 
mail message or visiting a single 
Internet Web page, in order to: 

(a) Use a return electronic mail 
address or other Internet-based 




