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I. INTRODUCTION 

Good afternoon.  I am Pamela Jones Harbour, a Commissioner at the United 

States Federal Trade Commission.  I begin with the usual disclaimer: the views I 

express here are my own, and are not necessarily those of the Federal Trade 

Commission or any other individual Commissioner. 

I am delighted to be here in Canberra at the APEC ECSG’s Data Privacy 

Subgroup meeting.  I would like to thank the Australian Government for hosting us 

here



accomplished.  We all agree that the APEC Privacy Framework is an important 

vehicle to accommodate the different privacy approaches within the vast Asia-Pacific 

region.  And I know that we all acknowledge that our work is not done. We just had 

a very productive two days at the implementation workshop and several interesting 

sessions on implementation today.  As we have been discussing, these cross-border 

privacy rules would provide a mechanism to transfer data across the region, which is 

only becoming more and more crucial in the globalized economy that we live 



reduce costs to businesses that can be passed on to consumers.  In short, cross-border 

privacy rules have tremendous potential, and we all recognize the importance of this 

work.  The challenge ahead is to figure out a way to develop rules while 

accom



unfair or deceptive practices relating to privacy and data security.



mission to tackle cross-border fraud – problems like pyramid and lottery schemes, 

travel and credit-related ploys, and high-tech scams such as phishing and spyware. 

Because of antiquated consumer protection laws,government enforcementauthorities 

around the world were constricted in their ability to keep up with con artists who 

were able to manipulate technology and national borders to strike quickly, victimize 

thousands of consumers in a short period of time, and disappear with their ill-gotten 

gains without a trace.  These con artists were often able to escape prosecution because 

the authorities simply were unable to pursue them across national borders, or were 

unable to share crucial evidence with fellow enforcement partners in other 

jurisdictions. 

To address these surmounting challenges, in 2003, the OECD, the Organisation 

for Economic Co-operation and Development, established guidelines on cross-border 

fraud enforcement cooperation.4  These guidelines set forth a detailed framework for 

international cooperation to combat cross-border fraud. They include 

recommendations on notification, information sharing, assistance with investigations, 

and confidentiality.  In April 2006, the OECD followed up on this initiative with new 

guidelines for enhanced cross-border law enforcement cooperation to combat spam.5 

And now, the OECD is currently working on similar guidelines for privacy 

enforcement cooperation. 

At the same time that the OECD 2003 Guidelines were released, the FTC 

recommended that Congress provide the FTC with enhanced powers to combat cross-

border fraud that closely tracked the OECD cross-border fraud guidelines.  The result, 
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the U.S. SAFE WEB Act, will expand international cooperation in the area of cross-

border fraud and other practices that are increasingly global in nature. 

B. SUMMARY OF SAFE WEB PROVISIONS 

We feel a great sense of accomplishment now that this law



violations of foreign laws prohibiting fraudulent or deceptive commercial practices, 

or other practices substantially similar to practices prohibited by any law administered 

by the FTC.  Essentially, this means that the FTC will look to see whether the foreign 

agency is acting under authority similar to the FTC’s authority.  

If these conditions are met, the FTC can now exercise its discretion to disclose 

compelled or confidential  information.  In the scenario where the FTC and a foreign 

agency are both investigating the same target, the FTC’s ability to share more 

complete information about the target can streamline parallel investigations, help 

avoid duplication of efforts, and possibly speed up investigations.  It could also be 

used to increase the quantity and improve the quality of evidence against the target. 

2.  Using Investigative Powers to Aid Foreign Law Enforcement 
Authorities 

Second, SAFE WEB permits the FTC to use its investigative power on behalf 

of foreign law enforcement agencies.7 In some cases, effective enforcement 

cooperation demands that the FTC reach beyond information already in its files and 

gather new information on behalf of foreign law enforcement authorities.  Before 

SAFE WEB, the FTC could not have provide such assistance to a foreign agency – 

even if the foreign agency’s investigation would ultimately benefit U.S. consumers. 

Now, if the FTC determines that the requested cooperation is consistent with its 

policy goals and resources, it can issue a civil investigative demand – essentially a 

subpoena – for documents and testimony to an entity located in the United States and 
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powers, however, the FTC must – in addition to the criteria I mentioned concerning 

information sharing – consider whether: 1) the foreign agency would provide 

reciprocal assistance to the Commission; 2) the use of our investigative powers would 

prejudice the public interest; and 3)  the foreign agency’s investigation concerns 

practices that have caused injury to a significant number of persons.8 

Under this section of the Act, the FTC also may initiate a proceeding under an 

existing federal statute to obtain testimony, documents, or things for use in a foreign 

or international proceeding.9  This statute is frequently used when foreign 

proceedings are already in progress, and the foreign litigant needs to obtain evidence 

from the U.S. expeditiously. 

3.  Protecting the Confidentiality of Information from Foreign 
Sources 

Third, the U.S. SAFE WEB Act enables the FTC to obtain information it would 

not otherwise receive from foreign entities.  On the government-to-government level, 

it protects the confidentiality of information provided to the FT cts
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This exemption from public disclosure also applies to consumer complaints 

that the FTC receives from foreign government and private sector sources, as well as 

consumer complaint information submitted to joint consumer complaint projects such 

as the international website econsumer.gov.  This type of consumer complaint 

information can be extremely useful in investigating cross-border matters, and we 

believe that our ability to protect this information from disclosure will increase the 

volume of the information that we receive. 

4. Strengthening Enforcement Relationships 

Finally, the U.S. SAFE WEB Act contains several provisions that will 

strengthen the FTC’s enforcement relationships both bilaterally and within 

multilateral organizations such as APEC. For example, SAFE WEB permits the FTC 

to spend funds, within specified limits of course, on projects and consultations with 

cooperative foreign law enforcement organizations.11  It also permits the FTC to enter 

into international cooperation agreements when such agreements are required as a 

condition of reci.012T
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ENDNOTES 

1. U.S. SAFE WEB Act of 2006, Pub. L. No. 109-455. 

2. Specialized statutes include the Gramm-Leach-Bliley Act, 15 U.S.C. § 6801, and the Fair 
Credit Reporting Act, 15 U.S.C. § 1681. 

3. See e.g., United States v. ChoicePoint, Inc., No. 106-CV-0198 (N.D. Ga. Feb. 15, 2006) (FTC 
alleged that data broker failed to use reasonable procedures to screen prospective subscribers 
resulting in sale of consumer information to data thieves; settlement reached with an order of $10 
million in civil penalties, $5 million in consumer redress, and injunctive provisions); In the 
Matter of Petco Animal Supplies, Inc., FTC Docket No. C-4133 (Mar. 4, 2005) (FTC alleged that 
retailer of pet products and services misrepresented the security measures it took to safeguard 
consumer information; settlement reached requiring the company, among other things, to 
implement a comprehensive information security program for its web site).  More information 
about these two cases, as well as the FTC’s other privacy and security related cases, are available 
at http://www.ftc.gowa, $5 mi

http://www.ftc.gov/privacy/privacyinitiatives/promises_enf.html
http://www.oecd.org/dataoecd/24/33/2956464.pdf
http://www.oecd-antispam.org/article.php3?id_article=237
http://www.oecd-antispam.org/article.php3?id_article=237

