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I. INTRODUCTION 

Good afternoon. I am delighted to be here today to speak with you about 

privacy. As a courtesy to my colleagues on the Commission, I will begin with the 

usual disclaimer:  the views I express here are my own, and are not necessarily those 

of the Federal Trade Commission or any other individual Commissioner. 

During this summit, you have heard  from some of the leading practitioners and 

scholars in the privacy arena.  I am pleased to be a part of this important discussion. 

Today, I will address some recent privacy-related activities at the FTC.  I will then 

offer my own thoughts about privacy and privacy principles, and I will end with some 

suggestions for the future. 
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B. Patchwork of Laws to Deal with Specific Problems 

As you are all aware, the United States has a sectoral approach – a num







I agree. Companies should make consumers aware of what they intend to do with a 

consumer’s information.  As I testified before Congress, companies should also 

provide notice to consumers if there is a risk of harm, such as identity theft, resulting 

from a data breach.22  If there is a risk of harm, consumers will want to know.  The 

consumer can then evaluate what, if any, steps should be taken to avoid that harm, if 

possible. 

Adequate notice enables the second privacy principle, which is choice. 

Consumers should be able to choose with which businesses they wish to share 

information, and what information about themselves should be shared.  Some 

individuals do not want to share any information with anyone at any time.  Others will 

share all of it. 

Most of us probably choose freely to share our name, address, and preferences 

for goods or services. Many of us would hesitate, however, if a company wanted to 

share the movies we watched; places we visit on the Internet or in person; or our 

detailed financial information. When consumers choose what information can be 

shared and with whom, there will be far fewer misunderstandings or annoyances. 

I would also imagine that when consumers deliberately choose to allow the sharing 

of their personal information, they will do so because they believe they are likely to 

receive some benefit for the use of their private information. 
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information may be stolen.  This is a missed opportunity for consumers, businesses, 

and commerce. For this reason, security worries may have a negative impact on our 

entire economy. 

Of course, certain types of information warrant greater security measures than 

others. The severity of the harm that is attendant to the potential breach of security 

surrounding a social security number, for example, is different from the disclosure, 

I might argue, of your shoe size.  When I testified last June, I suggested that we 

consider whether certain types of information, such as Social Security numbers, 

should ever be bought, sold or transferred, except for specific permissible purposes, 

such as law enforcement, anti-fraud measures, and certain legal requirements.23 
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 the free flow of information and an individual’s privacy.  The model of notice, 

choice, access, security, and enforcement  facilitates the transmission of better 

information.  It builds a relationship of trust with consumers, employees and 

businesses. 

3. Possession Does Not Necessarily Confer Ownership 

While I would not necessarily describe the right to make choices  about “our 

own” information as a “property” right, I do believe that individuals should have some 

type of control and continuing interest in their information, especially if  their private 

individual information is to be used for commercial purposes.  In the information age, 

our information frequently is not in our hands.  It is very easy for a company to obtain, 

compile, and transfer information, simply because it is physically capable of doing so. 

Former Commissioner Orson Swindle testified that: 

Information security and privacy must become part of the corporate or 
organizational culture. In today’s world, information is currency. 
Businesses take great steps to protect their money.  They need to treat 
information the same way.24 

I agree, and I would go even further.  A consumer’s sensitive, personally 

identifiable information should be treated much like banks treat a consumer’s cash. 

Banks hold our money in a savings or checking account.  They may possess it, but 

the money is ours, and the bank must provide it when we ask for it.  When we are not 

using that money, however, the bank may use it in certain ways, if we are notified in 
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– How will it be used? 

– Is it necessary for us to collect all of this information?

 – What security procedures are necessary to protect such information? 

– What security procedures are in place? 

– What is the potential harm if such information is misused? 

– What is the potential harm if such information is inaccurate? 

– What redress would need to be offered to correct such harms? 

Many of the companies represented in this room have incorporated the core 

fairness principles into their business operations.  Your companies may be complying 

with the OECD principles or with the 





 

I believe, however, that focusing solely on security breaches and privacy 

invasions, after they occur, simply does not go far enough.  Such an approach focuses 

only on the harm after it has 



I look forward to hearing your thoughts on these issues, and to joining you in 

this ongoing conversation. 

Thank you. 
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