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computers, smartphones, internet-protocol (“IP”)  cameras, and other connected 
appliances, against malicious incoming traffic from the internet.  Respondent marketed 
its routers as including security features such as “SPI intrusion detection” and “DoS 
protection,” advertised that its routers could “protect computers from any unauthorized 
access, hacking, and virus attacks” (see Exh. A, p. 1 of 2), and instructed consumers to 
“enable the [router’s] firewall to protect your local network against attacks from hackers” 
(see Exh. A, p. 2 of 2).   

5. Consumers set up and control the router’s configuration settings, including its security-
related settings, through a web-based graphical user interface (the “admin console”).  In 
order to configure these settings, consumers must log in to the admin console with a 
username and password, which ASUS preset on all of its routers to the default username 
“admin” and password “admin” (see Exh. B).  The admin console also provides a tool 
that ostensibly allows consumers to check whether the router is using the latest available 
firmware – the software that operates the router.  

6. Many of respondent’s routers include software features called AiCloud and AiDisk that 
allow consumers to wirelessly access and share files through their router.  Depending on 
the model, respondent’s routers that include these “cloud” features have a list price in the 
range of $69.99 to $219.99.  As of March 2014, respondent had sold over 918,000 of 
these routers to U.S. consumers.  

AICLOUD 

7. In August 2012, ASUS introduced and began marketing a feature known as AiCloud on 
its routers.  Respondent publicized AiCloud as a “private personal cloud for selective file 
sharing” that featured “indefinite storage and increased privacy” (see Exh. C, p. 1 of 6).  
In the following months, ASUS provided software updates for certain older router models 
to add the AiCloud feature, which respondent touted as “the most complete, accessible, 
and secure cloud platform” (see Exh. C, p. 2 of 6).    

8. Described as “your secure space,” AiCloud allows consumers to plug a USB storage 
device, such as an external hard drive, into the router, and then use web and mobile 
applications to access files on the storage device (see Exh. C, p. 3 of 6).  For example, a 
consumer could save documents to the storage device using a desktop computer, and then 
later access those documents using a laptop, smartphone, or tablet.  AiCloud also allows 
consumers to share specific files with others through a “secure URL,”  manage shared 
files, and revoke file access (see Exh. C, pp. 3-6 of 6).   

Multiple Vulnerabilities 

9. The AiCloud web and mobile applications require consumers to log in with the router’s 
username and password (see Exh. D).  However, the AiCloud web application included 
multiple vulnerabilities that would allow attackers to gain unauthorized access to 
consumers’  files and router login credentials.  In order to exploit these vulnerabilities, an 
attacker would only need to know the router’s IP address – information that, as described 
in Paragraph 32, is easily discoverable.  
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Insecure Design 

15. Consumers could set up an AiDisk FTP server in two ways.  The first was through a set 
of menus called the “AiDisk wizard.”  During setup, the AiDisk wizard asks the 
consumer to “Decide how to share your folders,” and presents three options: “limitless 
access rights,” “limited access rights,” and “admin rights.”  Prior to January 2014, the 
AiDisk wizard did not provide consumers with sufficient information to evaluate these 
options, and pre-selected the “limitless access rights” option for the consumer (see Exh. 
F, p. 1 of 2).  If the consumer completed setup with this default option in place, the 
AiDisk wizard created an FTP server that would provide anyone on the internet who had 
the router’s IP address with unauthenticated access to the consumer’s USB storage 
device.   

16. The second way consumers could set up an AiDisk FTP server was through a submenu in 
the admin console called “USB Application – FTP Share.”  The submenu did not provide 
consumers with any information regarding the default settings or the alternative settings 
that were available.  If a consumer clicked on the option to “Enable FTP” (see Exh. G, 
p. 1 of 2), the software created an AiDisk FTP server that, by default, provided anyone on 
the internet who had the router’s IP address with unauthenticated access to the 
consumer’s USB storage device.  

17. Neither set-up option provided any explanation that the default settings would provide 
anyone on the internet with unauthenticated access to all of the files saved on the 
consumer’s USB storage device.  And in both cases, search engines could index any of 
the files exposed by these unauthenticated FTP servers, making them easily searchable 
online.  

18. If a consumer wanted to prevent unauthenticated access through the AiDisk wizard, the 
consumer needed to deviate from the default settings and select “limited access rights.”  
The consumer would then be presented with the option to create login credentials for the 
FTP server.  However, the AiDisk wizard recommended that the consumer choose weak 
login credentials, such as the preset username “Family” and password “Family” (see Exh. 
F, p. 2 of 2).  In the alternative, the consumer could select “admin rights,” which would 
apply the same login credentials for the FTP server that the consumer used to log in to the 
router’s admin console.  As described in Paragraphs 11 and 24, however, due to multiple 
password disclosure vulnerabilities, attackers could access these router login credentials 
in clear, readable text
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a. perform security architecture and design reviews to ensure that the software is 
designed securely, including failing to: 

i. use readily-available secure protocols when designing features intended to 
provide consumers with access to their sensitive personal information.  
For example, respondent designed the AiDisk feature to use FTP rather 
than a protocol that supports transit encryption; 

ii.  implement secure default settings or, at the least, provide sufficient 
information that would ensure that consumers did not unintentionally 
expose sensitive personal information; 

iii.  prevent consumers from using weak default login credentials to protect 
critical security functions or sensitive personal information.  For example, 
respondent allowed consumers to retain the 



8 
 

THOUSANDS OF ROUTERS COMPROMISED 

31. Due to the failures described in Paragraphs 7-30, respondent has subjected its customers 
to a significant risk that their sensitive personal information and local networks will be 
subject to unauthorized access. 

32. For example, on or before February 1, 2014, a group of hackers used readily available 
tools to locate the IP addresses of thousands of vulnerable ASUS routers.  Exploiting the 
AiCloud vulnerabilities and AiDisk design flaws, the hackers gained unauthorized access 
to the attached USB storage devices of thousands of consumers and saved a text file on 
the storage devices warning these consumers that their routers were compromised: “This 
is an automated message being sent out to everyone effected [sic].  Your Asus router (and 
your documents) can be accessed by anyone in the world with an internet connection.” 
The hackers then posted online a list of IP addresses for 12,937 vulnerable ASUS routers 
as well as the login credentials for 3,131 AiCloud accounts, further exposing these 
consumers to potential harm.     

33. Numerous consumers reported having their routers compromised, based on their 
discovery of the text-file warning the hackers had saved to their attached USB storage 
devices.  Some complained that a major search engine had indexed the files that the 
vulnerable routers had exposed, making them easily searchable online.  Others claimed to 
be the victims of related identity theft.  For example, one consumer claimed that identity 
thieves had gained unauthorized access to his USB storage device, which contained his 
family’s sensitive personal information, including login credentials, social security 
numbers, dates of birth, and tax returns.  According to the consumer, in March 2014, 
identity thieves used this information to make thousands of dollars of fraudulent charges 
to his financial accounts, requiring him to cancel accounts and place a fraud alert on his 
credit report.  Moreover, the consumer claimed that he had attempted to upgrade his 
router’s firmware on several occasions after he bought the device in December 2013, but 
that the firmware upgrade tool had erroneously indicated that his router was using the 
latest available firmware.  Given the sensitivity of the stolen personal information, he and 
his family are at a continued risk of identity theft.   

34. Even consumers who did not enable the AiCloud and AiDisk features have been at risk of 
harm due to numerous vulnerabilities in respondent’s router firmware and admin console. 
As described in Paragraphs 24-26, attackers could exploit these vulnerabilities to gain 
unauthorized control over a consumer’s router and modify its security settings without 
the consumer’s knowledge.     

THE IMPACT OF  RESPONDENT’S FAILURES ON CONSUMERS 

35. As demonstrated by the thousands of compromised ASUS routers






