




(7) A persistent identifier that can be used to recognize a user over time and across different Web 
sites or online services.  Such persistent identifier includes, but is not limited to, a customer 
number held in a cookie, an Internet Protocol (IP) address, a processor or device serial 
number, or unique device identifier; 

 
(8) A photograph, video, or audio file where such file contains a child’s image or voice; 
 
(9) Geolocation information sufficient to identify street name and name of a city or town; or 
 

(10) Information concerning the child or the parents of that child that the operator collects online 
from the child and combines with an identifier described in this definition. 

 
Release of personal information means the sharing, selling, renting, or transfer of personal 

information to any third party. 
 
Support for the internal operations of the Web site or online service means: 
 
(1) Those activities necessary to: 

 
i. Maintain or analyze the functioning of the Web site or online service; 

 
ii. Perform network communications; 

 
iii.  Authenticate users of, or personalize the content on, the Web site or online service; 

 
iv. Serve contextual advertising on the Web site or online service or cap the frequency of 

advertising; 
 

v. Protect the security or integrity of the user, Web site, or online service; 
 

vi. Ensure legal or regulatory compliance; or 
 

vii.  Fulfill a request of a child as permitted by 





 
(a) General principles of notice.  It shall be the obligation of the operator to provide notice and 

obtain verifiable parental consent prior to collecting, using, or disclosing personal 
information from children.  Such notice must be clearly and understandably written, 
complete, and must contain no unrelated, confusing, or contradictory materials. 
 

(b) Direct notice to the parent.  An operator must make reasonable efforts, taking into account 
available technology, to ensure that a parent of a child receives direct notice of the operator’s 
practices with regard to the collection, use, or disclosure of personal information from 
children, including notice of any material change in the collection, use, or disclosure practices 
to which the parent has previously consented. 

 
(c) Content of the direct notice to the parent: 
 

1.  Content of the direct notice to the parent under §312.5(c)(1) (Notice to Obtain Parent’s 
Affirmative Consent to the Collection, Use, or Disclosure of a Child’s Personal 
Information).  This direct notice shall set forth: 
 

i. That the operator has collected the parent’s online contact information from the 
child, and, if such is the case, the name of the child or the parent, in order to 
obtain the parent’s consent; 
 

ii. That the parent’s consent is required for the collection, use, or disclosure of such 
information, and that the operator will not collect, use, or disclose any personal 
information from the child if the parent does not provide such consent; 

 
iii.  The additional items of personal information the operator intends to collect from 

the child, or the potential opportunities for the disclosure of personal information, 
should the parent provide consent; 

 
iv. A hyperlink to the operator’s online notice of its information practices required 

under paragraph (d) of this section; 
 

v. The means by which the parent can provide verifiable consent to the collection, 
use, and disclosure of the information; and 

 
vi. 



 
ii. That the parent’s online contact information will not be used or disclosed for any 

other purpose; 
 

iii.  That the parent may refuse to permit the child’s participation in the Web site or 
online service and may require the deletion of the parent’s online contact 
information, and how the parent can do so; and 
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v. A hyperlink to the operator’s online notice of its information practices required 

under paragraph (d) of this section. 
 

(d) Notice on the Web site or online service.  In addition to the direct notice to the parent, an operator 
must post a prominent and clearly labeled link to an online notice of its information practices with 
regard to children on the home or landing page or screen of its Web site or online service, and, at 
each area of the Web site or online service where personal information is collected from children.  
The link must be in close proximity to the requests for information in each such area.  An 
operator of a general audience Web site or online serve that has a separate children’s area must 
post a link to a notice of its information practices with regard to children on the home or landing 
page or screen of the children’s area.  To be complete, the online notice of the Web site or online 
service’s information practices must state the following: 



2. Existing methods to obtain verifiable parental consent that satisfy the requirements of this 
paragraph include: 

 
i. Providing a consent form to be signed by the parent and returned to the operator 

by postal mail, facsimile, or electronic scan; 
 

ii. Requiring a parent, in connection with a monetary transaction, to use a credit 
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3. Where the sole purpose of collecting online contact information from a child is to 
respond directly on a one-time basis to a specific request from the child, and where such 
information is not used to re-contact the child or for any other purpose, is not disclosed, 
and is deleted by the operator from its records promptly after responding to the child’s 
request; 

 
4. Where the purpose of collecting a child’s and a parent’s online contact information is to 



1. A description  of the specific types of categories of personal information collected from 
children by the operator, such as name, address, telephone number, email address, 
hobbies, and extracurricular activities; 
 

2. The opportunity at any time to refuse to permit the operator’s further use or future online 
collection of personal information from that child, and to direct the operator to delete the 
child’s personal information; and 

 
3. Notwithstanding any other provision of law, a means of reviewing any personal 



 An operator of a Web site or online service shall retain personal information collected online 
from a child for only as long as is reasonably necessary to fulfill the purpose for which the information 
was collected.  The operator must delete such information using reasonable measures to protect against 
unauthorized access to, or use of, the information in connection with its deletion. 
 
§312.11  Safe harbor programs. 
 

(a) In general.  Industry groups or other persons may apply to the Commission for approval of self-
regulatory program guidelines (“safe harbor programs”).  The application shall be filed with the 
Commission’s Office of the Secretary.  The Commission will publish in the FEDERAL REGISTER a 
document seeking public comment on the application.  The Commission shall issue a written 
determination within 180 days of the filing of the application. 
 

(b) Criteria for approval of self-regulatory program guidelines.  Proposed safe harbor programs must 
demonstrate that they meet the following performance standards: 
 

1. Program requirements that ensure operators subject to the self-regulatory program 
guidelines (“subject operators”) provide substantially the same or greater protections for 
children as those contained in §§312.2 through 312.8, and 312.10. 
 

2. An effective, mandatory mechanism for the independent assessment of subject operators’ 
compliance with the self-regulatory program guidelines.  At a minimum, this mechanism 
must include a comprehensive review by the safe harbor program, to be conducted not 
less than annually, of each subject operator’s information policies, practices, and 
representations.  The assessment mechanism required under this paragraph can be 
provided by an independent enforcement program, such as a seal program. 

 
3. Disciplinary actions for subject operators’ non-compliance with self-regulatory program 

guidelines.  This performance standard may be satisfied by: 
 

i. Mandatory, public reporting of any action taken against subject operators by the 
industry group issuing the self-





(g) Operators’ participation in safe harbor program.  An operator will be deemed to be in 
compliance with the requirements of §§312.2 through 312.8, and 312.10 if that operator complies 
with Commission-approved safe harbor program guidelines.  In considering whether to initiate an 
investigation or bring an enforcement action against a subject operator for violations of this part, 
the Commission will take into account the history of the subject operator’s participation in the 
safe harbor program, whether the subject operator has taken action to remedy such non-
compliance, and whether the operator’s non-compliance resulted in any one of the disciplinary 
actions set forth in paragraph (b)(3). 
 

§312.12  Voluntary Commission Approval Processes. 
 

(a) Parental consent methods.  An interested party may file a written request for Commission 
approval of parental consent methods not currently enumerated in §312.5(b).  To be considered 
for approval, a party must provide a detailed description of the proposed parental consent 
methods, together with an analysis of how the methods meet §312.5(b)(1).  


