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perform any vulnerability scanning, penetration testing, or other diagnostics to detect the open 
port, nor did Respondent maintain a device inventory or employ procedures that would have 
enabled Respondent to prevent exposure of the open port.  To the contrary, throughout this 18-
month period, the device remained undetected until it was exploited in the breach of personal 
information described below. 
 

Respondent’s Data Security Practices 
 

11. Until at least June 2017, Respondent engaged in a number of practices that, taken 
together, failed to provide reasonable security for the personal information stored on its network.  
Among other things, Respondent: 
 

a. 
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information stolen included full names and addresses, telephone numbers, SSNs, driver’s license 
numbers, and dates of birth about dealership customers as well as wage and financial account 
information about dealership employees. 
 
14. Respondent failed to detect the breach.  Respondent only became aware of the breach on 
November 7, 2016, when a customer called 
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16 C.F.R. §§ 314.3 and 314.4.  Violations of the Safeguards Rule are enforced through the 
FTC Act.  15 U.S.C. § 6805(a)(7). 
 
25. Until at least June 2017, Respondent violated the Safeguards Rule.  For example: 
 

a. Respondent failed to develop, implement, and maintain a written information 
security program; 

 
b. Respondent failed to identify reasonably foreseeable internal and external risks to 

the security, confidentiality, and integrity of customer information and failed to 
assess the sufficiency of any safeguards in place to control those risks; and 

 
c. Respondent failed to design and implement basic safeguards and to regularly test 

or otherwise monitor the effectiveness of such safeguards’ key controls, systems, 
and procedures. 
 

VIOLATION OF THE FTC ACT 
 

Count 1 
Unfair Data Security Practices 

 
26. As described in Paragraphs 11 to 22, Respondent’s failure to employ reasonable measures 
to protect personal information caused or is likely to cause substantial injury to consumers that is 
not outweighed by countervailing benefits to consumers or competition and is not reasonably 
avoidable by consumers themselves.  This practice is an unfair act or practice. 
 

VIOLATION OF THE GLB SAFEGUARDS RULE 
 

Count 2 
Violation of the Safeguards Rule 

 
27. Respondent is a financial institution, as defined in Section 509(3)(A) of the GLB Act, 15 
U.S.C. § 6809(3)(A). 
 
28. As set forth in Paragraph 25a, Respondent failed to develop, implement, and maintain a 
written information security program. 

 
29. As set forth in Paragraph 25b, Respondent failed to identify reasonably foreseeable 
internal and external risks to the security, confidentiality, and integrity of customer information 
and failed to assess the sufficiency of any safeguards in place to control those risks. 
 
30. As set forth in Paragraph 25c, Respondent failed to design and implement basic 
safeguards and to regularly test or otherwise monitor the effectiveness of such safeguards’ key 
controls, systems, and procedures. 
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31. Therefore, the conduct set forth in Paragraphs 28-30 is a violation of the Safeguards Rule, 
16 C.F.R. Part 314. 
 
32. The acts and practices
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