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actions leading to final disposition of the matter.  Thereafter, the Commission may 
either withdraw its acceptance of this Consent Agreement and so notify Proposed 
Respondent, in which event the Commission will take such action as it may consider 
appropriate, or issue and serve its Complaint (in such form as the circumstances may 
require) and decision in disposition of the proceeding, which may include an Order.  
See Section 2.34 of the Commission’s Rules, 16 C.F.R. § 2.34 (“Rule 2.34”). 
 

5. If this agreement is accepted by the Commission, and if such acceptance is not 
subsequently withdrawn by the Commission pursuant to Rule 2.34, the Commission 
may, without further notice to Proposed Respondent: (1) issue its Complaint 
corresponding in form and substance with the attached draft Complaint and its Decision 
and Order; and (2) make information about them public.  Proposed Respondent agrees 
that service of the Order may be effected by its publication on the Commission’s 
website (ftc.gov), at which time the Order will become final.  See Rule 2.32(d).  
Proposed Respondent waives any rights it may have to any other manner of service.  
See Rule 4.4. 
 

6. When final, the Decision and Order will have the same force and effect and may be 
altered, modified, or set aside in the same manner and within the same time provided by 
statute for other Commission orders. 
 

7. The Complaint may be used in construing the terms of the Decision and Order.  No 
agreement, understanding, representation, or interpretation not contained in the 
Decision and Order or in this Consent Agreement may be used to vary or contradict the 
terms of the Decision and Order.  
 

8. Proposed Respondent agrees to comply with the terms of the proposed Decision and 
Order from the date that Proposed Respondent signs this Consent Agreement.  Proposed 
Respondent understands that it may be liable for civil penalties and other relief for each 
violation of the Decision and Order after it becomes final. 
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By:___________________   
     Andrew G. Berg                               
     Greenberg Traurig, LLP                  
     Attorney for Proposed Respondent 
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integrity of such Personal Information.  To satisfy this requirement, Respondent must, at a 
minimum: 
 

A. Document in writing the content, implementation, and maintenance of the Information 
Security Program; 

 
B. Provide the written program and any evaluations thereof or updates thereto to 

Respondent’s board of directors or governing body or, if no such board or equivalent 
governing body exists, to a senior officer of Respondent responsible for Respondent’s 
Information Security Program
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F. Assess, at least once every twelve (12) months and promptly following a Covered 
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Provisions I.A-I; or (3) identification of any gaps or weaknesses in the Information Security 
Program. 
 

IV. Annual Certification 
 
IT IS FURTHER ORDERED that, in connection with compliance with Provision I of 

this Order titled Mandated Information Security Program, Respondent shall: 

A. One year after the issuance date of this Order, and each year thereafter, provide the 
Commission with a certification from a senior corporate manager, or, if no such senior 
corporate manager exists, a senior officer of Respondent responsible for Respondent’s 
Information Security Program that: (1) Respondent has established, implemented, and 
maintained the requirements of this Order; (2) Respondent is not aware of any material 
noncompliance that has not been (a) corrected or (b) disclosed to the Commission; and 
(3) includes a brief description of a Covered Incident.  The certification must be based on 
the personal knowledge of the senior corporate manager, senior officer, or subject matter 
experts upon whom the senior corporate manager or senior officer reasonably relies in 
making the certification. 
 

B. Unless otherwise directed by a Commission representative in writing, submit all annual 
certifications to the Commission pursuant to this Order via email to DEbrief@ftc.gov or 
by overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, 
Bureau of Consumer Protection, 
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inspection and copying. 
 

B. For matters concerning this Order, representatives of the Commission are authorized to 
communicate directly with Respondent.  Respondent must permit representatives of the 
Commission to interview anyone affiliated with Respondent who has agreed to such an 
interview.  The interviewee may have counsel present. 

 
C. The Commission may use all other lawful means, including posing through its 

representatives as consumers, suppliers, or other individuals or entities, to Respondent or 
any individual or entity affiliated with Respondent, without the necessity of identification 
or prior notice.  Nothing in this Order limits the Commission’s lawful use of compulsory 
process, pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1. 

 
XI. Order Effective Dates 

 
 IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 
publication on the Commission’s website (ftc.gov) as a final order. This Order will terminate 
twenty (20) years from the date of its issuance, (which date may be stated at the end of this 
Order, near the Commission’s seal), or twenty (20) years from the most recent date that the 
United States or the Commission files a complaint (with or without an accompanying settlement) 
in federal court alleging any violation of this Order, whichever comes later; provided, however, 
that the filing of such a complaint will not affect the duration of: 

 
A. Any Provision in this Order that terminates in less than twenty (20) years; 

 
B. This Order’s application to any Respondent that is not named as a defendant in such 

complaint; and 
 

C. This Order if such complaint is filed after the Order has terminated pursuant to this 
Provision.   
 

Provided, further, that if such complaint is dismissed or a federal court rules that the Respondent 
did not violate any Provision of the Order, and the dismissal or ruling is either not appealed or 
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By the Commission. 
 
 
 April J. Tabor 
 Acting Secretary 
 
 
SEAL: 
ISSUED: 
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