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FTC Act.   The FTC  and the United States  specifically reserve 
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I.  MONETARY JUDGMENT  FOR CIVIL PENALTY  
 

IT  IS  FURTHER ORDERED that:   

A.  Judgment in the amount of  FIVE BILLION  dollars ($5,000,000,000.00) is  entered  in favor  

of Plaintiff  against  Defendant  aEN0 Td
( )c 0 Tw 3 Trt  
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II.  MODIFICATION OF DECISION AND ORDER  

IT IS FURTHER ORDERED that Defendant, and its successors and assigns, shall consent 

to: (i) 
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IV. CONTINUING JURISDICTION 

IT IS FURTHER ORDERED that this Court shall retain jurisdiction in this matter for 

purposes of construction, modification, and enforcement of this Stipulated Order. 

SO ORDERED this day of  , 2019. 

UNITED STATES DISTRICT JUDGE 
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ATTACHMENT A 

[182 3109] 

UNITED STATES OF AMERICA 
FEDERAL TRADE COMMISSION 

In the Matter of  
 
FACEBOOK, Inc .,   
a corporation.  

Docket  No. C-4365  
 

DECISION AND ORDER 

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts 
and practices of the Respondent named in the caption. The Commission’s Bureau of Consumer 
Protection (“BCP”) prepared and furnished to Respondent a draft Complaint. BCP proposed to 
present the draft Complaint to the Commission for its consideration. If issued by the Commission, 
the draft Complaint would charge the Respondent with violations of the Federal Trade Commission 
Act (“FTC Act”), 15 U.S.C. §§ 45(a)(1) and (l), 53(b), and 56(a)(1). 

The Commission considered the matter and determined that it had reason to believe that 
Respondent has violated the Decision and Order the Commission previously issued in the matter In 
re Facebook, Inc., C-4365, 2012 FTC LEXIS 135 (F.T.C. July 27, 2012) and the FTC Act, and that 
a Complaint should issue stating its charges in that respect. After due consideration, the 
Commission issues its Complaint, makes the following Findings, and issues the following Order: 

FINDINGS 

1. This Court has jurisdiction over this matter. 

2. The Complaint charges violations of Section 5 of the FTC Act, 15 U.S.C. § 45, and 
violations of Parts I and IV of an order previously issued by the Commission, 15 U.S.C. 
§ 56(a)(1). 

3. Respondent waives any claim that it may have under the Equal Access to Justice Act, 28 
U.S.C. § 2412, concerning the prosecution of this action through the date of this Order, and agrees 
to bear its own costs and attorney fees. 

4. Respondent and the Commission waive all rights to appeal or otherwise challenge or 
contest the validity of this Order. 

1 





 

  

  
 

Case 1:19-cv-02184  Document 2-1  Filed 07/24/19  Page 11 of 31 

members of that group. 

C.  “Covered  Incident” means any instance in which  Respondent has verified or otherwise  
confirmed that  the Covered  Information of 500 or  more Users  was  or was likely to have been 
accessed, collected, used, or shared  by  a Covered Third Party in violation of Respondent’s  
Platform Terms.   
 
D.  “Covered  Information ” means  information from  or about an individual consumer 
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Independent Privacy Committee.  
 
J.  “ Integrity ”  means the protection of  information from unauthorized destruction, 
corruption,  or falsification.   
 
K.  “Nonpublic  User Information” means any  User profile information (i.e.,  information that 
a User  adds to or is listed on a  User’s Facebook profile), or User-generated  content (e.g., status  
updates, photos),  that is restricted by one  or more  Privacy Setting(s).  
 
L.  “Platform Terms”  means Respondent’s written terms,  policies, a nd procedures relating to 
the privacy, confidentiality,  or Integrity  of Covered Information that apply  to C overed Third 
Parties.  
 
M.  “Principal Executive Officer”  shall mean Mark Zuckerberg for so long a s he serves  as  
Chief Executive Officer  or President of Respondent, or such other officer  (regardless of title) that  
is designated in Respondent’s Bylaws or by  resolution of the Board of Directors as having the  
duties of the principal executive officer of Respondent, acting solely in his  official capacity on  
behalf of Respondent; or if Mark Zuckerberg no longer serves in such a position, then such other  
individual serving as the Chief Executive Officer  of Respondent, or such other officer (regardless  
of title) that is designated in Respondent’s Bylaws  or by  resolution of the Board of Directors  as  
having the duties of the principal executive officer of Respondent,  acting solely in his or her  
official capacity on behalf of  Respondent.  In the  event that Mark Zuckerberg is not the Principal  
Executive Officer and such position is jointly held by two or more persons, then each of such 
persons shall be deemed to be a Principal Executive Officer.  
 
N.  “Privacy and Compliance Baseline Requirements” shall refer to the requirements that,  
in the opinion of the  Independent Nominating Committee, a member of the  Independent Privacy  
Committee  has  (1) the ability to understand corporate compliance and accountability programs  
and to read and understand data protection and privacy policies and procedures, and (2) such other  
relevant privacy and  compliance experience reasonably necessary to exercise his or her duties on  
the Independent  Privacy Committee.  
 
O.  “Privacy Setting” includes  any control or setting pr ovided by  Respondent  
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for the purpose of providing access to Respondent’s  products and  services.  
 

I.  PROHIBITION AGAINST  MISREPRESENTATIONS  

IT IS ORDERED  that Respondent, including  Representatives  of Respondent, in 
connection with any product or service, shall not  misrepresent  in any manner, expressly or by  
implication, the extent to which  Respondent  maintains the privacy or  security of  Covered 
Information, including, but not limited to:  
 
A.  Its collection, use, or disclosure of any  Covered  Information;  
 
B.  The extent to which a consumer can control the privacy of any  Covered Information 
maintained by  Respondent  and the steps a consumer must take to implement such c ontrols;  
 
C.  The extent to which Respondent  makes or has made Covered Information accessible to  
third  parties;  
 
D.  The steps  Respondent  takes or has taken to verify the privacy or  security protections that 
any third party  provides;  
 
E.  The extent to which Respondent  makes or has made Covered Information accessible to  
any third party  following deletion or termination of a User’s account with Respondent  or during  
such time as a User’s account is deactivated or suspended;  and  
 
F.  The extent to which Respondent is a member of, adheres to, complies with, is certified by, 
is endorsed by, or otherwise participates in any privacy or security program sponsored by a  
government or any self-regulatory  or standard-setting organization, including but not limited to 
the EU-U.S. Privacy Shield framework,  the Swiss-U.S. Privacy Shield framework, and the  APEC  
Cross-Border Privacy Rules.  
 

II.  CHANGES TO SHARING OF  NONPUBLIC USER  INFORMATION  

IT  IS  FURTHER ORDERED that  Respondent  and its Representatives, in connection with 
any product or service, in or affecting commerce, prior to any sharing of  a  User’s Nonpublic User  
Information by  Respondent  with any  Covered Third Party, which materially exceeds the 
restrictions imposed by  a User’s Privacy Setting(s), shall:   
 
A.   Clearly and  Conspicuously  disclose (such as in a stand-alone disclosure or  notice)  to the  
User, separate and apart from any  “privacy  policy,” “data use policy,” “statement of rights  and 
responsibilities” page, or  other  similar document:  (1) the categories of Nonpublic  User  
Information that will be  disclosed to such Covered Third Parties, (2) the identity or specific  
categories of such Covered Third  Parties, and (3)  that such sharing  exceeds the restrictions  
imposed by the  Privacy  Setting(s) in effect for the  User; and  
 
 B.   Obtain the  User’s affirmative express consent.  

 
Nothing in Part II  will (1) limit the applicability of Part I of this  Order; or (2) require  
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Respondent  to obtain affirmative express consent for sharing of a  User’s Nonpublic  User  
Information initiated  by another  User authorized to access such information, provided that such 
sharing does not  materially exceed the restrictions  imposed by a User’s  Privacy Setting(s).  
Respondent may seek m odification of this Part pursuant to 15 U.S.C. § 45( b) and 16 C.F.R. 
§ 2.51( b) to address relevant  developments that affect compliance  with this Part, including, but  
not limited to, technological  changes and changes  in methods of obtaining affirmative express  
consent.  

 
III.  DELETION OF INFORMATION  

 
IT  IS  FURTHER ORDERED  that Respondent  and its Representatives, in  connection with 

any product or service, must  ensure that  Covered Information  cannot be accessed by any  Covered 
Third Party  from servers  under Respondent’s  control after  a reasonable period of time, not to 
exceed thirty  (30) days, from the time that the  User  has deleted such information or deleted or  
terminated his or her  account, except as required  by law or where necessary  to protect the  
Facebook website or its  User
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IV.  LIMITATIONS ON  THE USE  OR SHARING  OF TELEPHONE NUMBERS  
SPECIFICALLY PROVIDED TO ENABLE  ACCOUNT  SECURITY FEATURES  

IT  IS  FURTHER ORDERED  that Respondent  and its Representatives, in connection with 
any product or service, shall not  use  for the purpose of serving advertisements, or share  with any  
Covered Third Party  for  such purpose, any telephone number  that Respondent  has identified  
through its  source  tagging system  as being obtained from  a User prior to the effective date of this  
Order  for the specific purpose of enabling  an account  security  feature designed to protect against  
unauthorized account  access  (i.e.,  two-factor authentication, password recovery, and login  alerts).   
Nothing in Part  IV will limit Respondent’s ability  to use such telephone numbers if obtained 
separate and apart from  a User enabling  such  account security  feature and in a manner  consistent  
with the requirements of  this Order.  
 

V.  COVERED INFORMATION AND USER PASSWORD SECURITY  
 

IT  IS  FURTHER ORDERED that  Respondent and its Representatives, in connection with 
any product or service, m ust  implement, and thereafter maintain, a   comprehensive information 
security program that  is designed  to protect the security of  Covered Information.   In addition to 
any security-related  measures  associated with Respondent’s Privacy Program under  Part  VII  of 
this Order,  the information security program must contain  safeguards  appropriate to Respondent’s  
size and complexity, the  nature and scope of Respondent’s  activities, and the sensitivity of the  
Covered Information.  Specifically with respect to  the collection, storage, transit,  or use of User 
passwords, such safeguards shall include:  
 
A.  Not requesting or requiring, as part of the User log-in, authentication, or  account creation 
process, User passwords to independent, third-party consumer  applications, websites, or  other  
services;  
 
B.  Cryptographically  protecting  or otherwise securing  User  passwords when stored and when 
in transit over the  Internet or other similar transmission channel;  and  
 
C.  Implementing  regular  automated scans designed to detect whether any  User  passwords are 
stored in plaintext within Respondent’s data warehouse, and cryptographically  protecting, 
deleting, or otherwise rendering  unreadable  any such passwords.  
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VI.  FACIAL RECOGNITION TEMPLATES  
 

 IT  IS  FURTHER ORDERED that  Respondent and its  Representatives, in connection with any  
product or service, in or affecting commerce, shall  not create any new Facial Recognition Templates, and  
shall delete any existing Facial Recognition Templates  within ninety (90) days from the effective date of  this  
Order, for any Affected Facial Recognition User, unless Respondent Clearly and Conspicuously discloses  
(such as in a stand-
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confirmation  of such an incident, not to exceed thirty (30) days after the incident is  verified or 
otherwise confirmed;  
 
E.  Design, implement, maintain, and document safeguards that control for the  material 
internal and external risks identified by Respondent in response to Part  VII.D.  Each safeguard 
shall be based on the volume and sensitivity of the Covered Information that is at risk, and the  
likelihood that the risk could be realized and result in the unauthorized access, collection, use, 
destruction, or  disclosure of the Covered Information.   
 

1.  Specifically with respect  to any Covered Third Party that obtains or otherwise has  
access to Covered Information from Respondent  for use in an independent, third-party 
consumer application or website, such safeguards shall include:  
 

a.  Requiring an annual self-certification by each Covered Third Party that  
certifies:   (i) its compliance with each of Respondent’s Platform Terms; and  (ii) the  
purpose(s) or use(s) for each type of Covered Information to which it requests or  
continues to have access, and that each  specified  purpose or use  complies  with  
Respondent’s Platform Terms;  
 
b.  Denying or terminating access to  any type of  Covered Information that the  
Covered Third Party fails to certify pursuant to Part  VII .E.1.a.(ii)  above, or, if the  
Covered Third Party fails to complete the annual self-certification, denying  or  
terminating access to all Covered Information unless the Covered Third Party cures  
such failure within a  reasonable time, not to exceed thirty (30) days;  

 
c.  Monitoring Covered Third Party compliance with Respondent’s Platform  
Terms  through measures  including, but not limited to, ongoing manual reviews and 
automated scans, and regular assessments, audits, or other technical and 
operational testing at least once every twelve  (12)  months; and  

 
d.  Enforcing against any Covered Third Party violations of Respondent’s  
Platform Terms  based solely on the severity, nature, and impact of the violation;  
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d.  The appendices required under Part  VII .E.2.c.(ii)  and (iii)  shall be provided 
to the Assessor no fewer  than twenty-one (21) days in advance of the quarterly  
meeting  of the  Independent Privacy  Committee as  specified in Part X.A.5.   A copy 
of the  summary  in the Quarterly  Privacy Review  Report  required under  
VII .E.2.c.(i) shall be provided to Assessor no fewer than fourteen (14) days in 
advance of the quarterly  meeting; and        
 
e.  A copy of the Quarterly  Privacy Review Report shall also be furnished, 
upon request, to the Commission;  
 

3.  Specifically with respect to  Respondent’s  employees’  access  to Covered 
Information maintained in Respondent’s data warehouse(s), s uch safeguards shall include  
designing, implementing,  and maintaining access  policies and controls that limit employee 
access to  any table(s) or  other comparable data storage  units  known to contain C overed 
Information to only those employees  with a business need to access such Covered  
Information;   
 
4.  Specifically with respect  to Respondent’s sharing of  Covered Information with any  
other Facebook-owned affiliate, Respondent shall design, implement, maintain, a nd 
document safeguards that control for risks to the privacy, confidentiality, and Integrity of 
such Covered Information, based on the volume and sensitivity of such Covered 
Information that is at risk, and the likelihood that the risk could be realized and result in 
the unauthorized access, collection, use, destruction, or  disclosure of the Covered 
Information;  and  
 
5.  Specifically with respect  to facial recognition, such safeguards shall include:  
 

a.  Prior to using or sharing  any  Facial Recognition Template for  a User in  a 
manner that materially  exceeds the types of uses  or sharing disclosed to that User at  
the time that User’s consent was previously obtained,  
 

(i)  Clearly  and Conspicuously disclosing ( such as in a stand-alone 
disclosure or notice), separate and apart from any  “privacy policy,” “data 
policy,”  “statement of  rights and responsibilities” page, or other similar  
document, how Respondent will use or, to the extent applicable, share, such 
Facial Recognition Template; and  
 
(ii)  Obtaining the User’s  affirmative  express consent;  
 

b.  Nothing in this provision shall limit Respondent’s  ability to use Facial 
Recognition Templates  for fraud prevention  or remediation, or protecting the  
safety, reliability  and security of Respondent’s platform  or Users, so long as  
Respondent discloses these types of uses in Respondent’s privacy policy or similar  
document;  
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Associate Director shall  have the authority to approve;  
 
C.  The reporting period for the Assessments must cover:   (1) the  first 180 days  after the 
Privacy Program  has been  put in place  for the initial Assessment;  and (2)  each two-year period 
thereafter for twenty (20)  years after issuance of the Order for the biennial  Assessments;  
 
D.  Each Assessment must:   (1) determine  whether  Respondent  has  implemented and 
maintained the  Privacy Program required by  Part  VII .A-J  of this Order, titled Mandated Privacy 
Program; (2) assess the effectiveness of  Respondent’s implementation and maintenance of  each  
subpart  in  Part  VII  of this Order; (3) identify any  gaps or weaknesses in the Privacy Program; and  
(4) identify specific evidence (including, but not limited to, doc uments reviewed, sampling and 
testing performed, and interviews conducted)  examined  to make such determinations, 
assessments, and identifications, and explain why  the evidence that the Assessor examined is  
sufficient to justify the Assessor’s findings.   To the extent that Respondent  revises, updates,  or 
adds  one or more  safeguards  requ[(a)4 (2s)1d undus (d)-10 (us)-1121 (. )]TJ
0 T (us)-11pc 0 Tw
c8n2me 
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management regarding (i) the state of the Privacy  Program, (ii) Respondent’s compliance  
with the Order,  and (iii)  material risks to the privacy, confidentiality, and Integrity of the  
Covered Information  that have been discovered since the most recent  meeting of the 
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such that Respondent’s Board of Directors may not approve any such appointment or  
nomination in the absence of a favorable recommendation from the committee;   

2.  The committee shall have the sole authority to recommend the appointment of  
directors to, or the removal of directors  from, the  
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XII.  ORDER ACKNOWLEDGMENTS   

IT  IS  FURTHER ORDERED that  Respondent  obtain acknowledgments of receipt of this  
Order:  

 
A.  Respondent, within seven (7)  days of  entry of this Order, must submit to the Commission 
an acknowledgment of receipt of this Order  sworn under penalty of perjury;  

 
B.  For  five (5)  years after entry of this Order,  Respondent  must deliver a copy  of this Order  
to:  (1) all principals, officers, directors, and LLC  managers  and members;  (2) all employees  
having managerial responsibilities for  conduct related to the subject matter of the Order and all  
agents and representatives who participate in conduct related to the subject matter of the Order;  
and (3) any business entity  resulting from any change in structure as set forth in the  Part  titled  
Compliance Reporting.  Delivery must occur  within seven (7)  days of entry of this Order for 
current personnel.  For all others, delivery must occur before they  assume their responsibilities; 
and  
 
C.  From each individual or entity to which  Respondent  delivered a  copy of this Order, 
Respondent  must obtain, within thirty (30)  days, a  signed and dated acknowledgment of  receipt of  
this Order.  
 

XIII.  COMPLIANCE REPORTING  

IT IS  FURTHER ORDERED that  Respondent  make timely submissions to the  
Commission:  
 
A.  One hundred eighty (180)  days  after entry of this Order,  Respondent  must submit a  
compliance report, sworn under penalty of perjury, which:   (1)  identifies  the primary physical,  
postal, and email address and telephone number, as designated points of contact, which 
representatives of the Commission may  use to  communicate with  Respondent; (2) identifies  all of  
Respondent’s businesses  by all of their names, telephone numbers, and physical, postal, email, 
and Internet addresses; (3) describes  the activities of each business;  (4)  describes  in detail whether  
and how  Respondent  is in compliance with each  Part  of this Order; and (5) provides  a copy of  
each Order  Acknowledgment obtained pursuant to this Order, unless previously submitted to the  
Commission;   
 
B.  For twenty (20) years  after entry of this Order,  Respondent  must submit a compliance  
notice, sworn under penalty of perjury, within fourteen (14)  days of  any change in the following:   
(1) any designated point  of contact; (2) Respondent’s corporate structure;  or (3) the structure of 
any  entity that Respondent  has any ownership interest in or controls directly  or indirectly that may  
affect compliance obligations arising under this Order, including:   creation, merger, sale, or  
dissolution of the entity or any subsidiary, parent, or affiliate that  engages in any  acts or practices  
subject to this Order;    
 
C.  Respondent  
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F.  All materials relied upon  to prepare the Assessment, whether prepared by or on behalf of  
Respondent, including but not limited to all plans, reports, studies, reviews, audits, audit trails, 
policies, training materials, and assessments, for the compliance period covered by such 
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LOCAL RULE  7(k) CERTIFICATION:  
Names of Persons to Be Served with Proposed Order  

 
 Pursuant to LCvR 7(k),  the following attorneys are entitled to be  notified of the entry of  
the foregoing  Stipulated Order:  
 
M. SEAN ROYALL  
Gibson,  Dunn &  Crutcher LLP  
2100 McKinney Avenue, Suite 1100  
Dallas,  TX 75201-6912  
phone:  (214) 698-3256  
fax: (214) 571-2923  
email: SRoyall@gibsondunn.com  
 
LISA K. HSIAO  
Consumer Protection Branch  
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