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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA, Case No. 19-cv-2184
Plaintiff
STIPULATED ORDER
V. FOR CIVIL PENALTY,
MONETARY JUDGMENT, AND
FACEBOOK, Inc., INJUNCTIVE RELIEF
a corporation,
Defendant.
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FTC Act The FTCand the United Statespecifically reserve all other claims
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l. MONETARY JUDGMENT FOR CIVIL PENALTY

IT ISFURTHER ORDERED that:
A. Judgment in the amount BfVE BILLION dollars (%,000,000,000.00) ienteredn favor

of Plaintiff againstDefendanENO Td ()c O Tw 3 Trt
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Il. MODIFICATION OF DECISION AND ORDER
IT IS FURTHER ORDERED thdbefendantand its successors and assighsyl consent

to: (i) reopening of the proceeding in FTC Docket No. C-43ibbwaiver
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IV.  CONTINUING JURISDICTION
IT IS FURTHER ORDERED that this Court shall retain jurisdiction in this matter for

purposes of construction, modification, and enforcement oftipsilatedOrder.

SO ORDERED this__ day of , 2019.

UNITED STATES DBTRICT JUDGE
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ATTACHMENT A

[182 31®]

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of
DocketNo. C-4365
FACEBOOK, Inc.,
a corporation.

DECISION AND ORDER

The Federallrade Commission (“Commission”) initiated an investigation of certain acts
and practices of the Respondent named in the caption. The Commission’s Bureau of Consumer
Protection (“BCP”) prepared and furnished to Respondent a draft Complaint. BCP praposed t
present the draft Complaint to the Commission for its consideration. If issued by the Commission,
the draft Complaint would charge the Respondent with violations of the Federal Trade Commission
Act (“FTC Act”), 15 U.S.C. 88 45(a)(1) ant),(53(b), and 56(a)(1).

The Commission considered the matter and determined that it had reason to believe that
Respondent has violated the Decision and QirgeCommission previously issued in the madtter
re Facebook, Inc., @365, 2012 FTC LEXIS 135 (F.T.C. July 27, 2012) andih€ Act, and that
a Complaint should issue stating its charges in that resp&ftér due consideration, the
Commission issues its Complaint, makes the following Findings, and issues the following Order:

FINDINGS

1. This Court hagurisdiction over this matter.

2. The Complaint chargesolations of Section 5 of the FTC Act, 15 U.S.C. 8§ 45, and
violations of Parts | and IV of an order previously issued by the Commission, 15 U.S.C.
8 56(a)(1).

3. Respondentvaivesany claim that it may have under the Equal Access to Justice Act, 28
U.S.C. 8§ 2412, concerning the prosecution of this action through the date of this Order, and agrees
to bearits own costs and attorney fees.

4. Respondent and the Commissigaive all rights to appeal or otherwise challenge or
contest the validity of this Order.
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members of that group.

C. “CoveredIncident” means any instance in whiéespondent has verified or otherwise
confirmed thathe Coverednformation of 500 omore Usersvasor was likely to have been
accessed, collected, used, or shdmgd Covered Third Party in violation of Respondent’s
Platform Terms.

D. “CoveredInformation ” mears information fromor about an individual consumer
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Independent Privacy Committee.

J. “Integrity ” means the protection offormation from unauthorized destruction,
corruption,or falsification.

K. “Nonpublic User Information” means anyJser profile informationi(e., information that
a Useradds to or is listed onldser’s Facebook profile), or Usgenerateadontent €.g., status
updates, photosphat is restricted by orer morePrivacy Setting(s).

L. “Platform Terms” means Respondent’s written termslicies and procedures relating to
the privag, confidentiality or Integrity of Covered Information that apply Covered Third
Parties.

M. “Principal Executive Officer” shall mean Mark Zuckerberg for so lorgylee serveas

Chief Executive Officeor President of Respondent, or such other officgardless of title) that

is designated in Respondent’s Bylaws orégolution of the Board of Directors as having the
duties of the principal executive officer of Respondanting solely in hisfficial capacity on
behalf of Respondent; or if Mark Zuckerberg no longer serves in such a position, then such other
individual serving as the Chief Executive OffiaéRespondent, or such other officer (regardless
of title) that is designated in Respondent’s Bylawbyresolution of the Board of Directoes
having the duties of the principal executive officer of Respondetihg solely in his or her

official capacity on behalf dRespondentin theevent that Mark Zuckerberg is not the Principal
Executive Officer and such position is jointly held by two or more persons, then each of such
persons shall be deemed to beiadipal Executive Officer.

N. “Privacy and Compliance Baseline Requirementshall refer to the requirements that,

in the opinion of théendependent Nominating Committee, a member ofridependent Privacy
Committeehas(1) the ability to understand corporate compliance and accountability programs

and to read and understand data protection and privacy policies and procedures, and (2) such other
relevant privacy andompliance experience reasonably necessary to exercise his or her duties on
the Independererivacy Committee

O. “Privacy Setting” includesany control or setting prvided byRespondent
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for the purpose of providing access to Responsi@noducts angervices.

l. PROHIBITION AGAINST MISREPRESENTATIONS

IT IS ORDEREDthat Respondent, includirRepresentativesf Respondent, in
connection with any product or service, shall migrepresenin any manner, expressly or by
implication, the extent to whicRespondentnaintains the privacy aecurity ofCovered
Information, including, but not limited to:

A. Its collection use, or disclosure of af§overednformation;

B. The extent to which a consumer can control the privacy oCawgred Information
maintained byRespondenand the steps a consumer must take to implement suatiols;

C. The extent to which Respondengtikes or has made Coverafokmation accessible to
third parties

D. The stepRRespondentakes or has taken to verify the privacysecurity protections that
any third partyprovides;

E. The extent to which Respondengtikes or has made Coverafokmation accessible to
any third partyfollowing deletion or termination of a User’s account with Responaoledtiring
such time as a Useraacount is deactivated or suspendai

F. The extent to which Respondent is a member of, adheres to, complies with, is certified by,
is endorsed by, or otherwise participates in any privacy or security program sponsored by a
government or any setegulatoryor standard-setting organization, including but not limited to

the EUU.S. Privacy Shield frameworkhe SwisdJ.S. Privacy Shield framework, and tARREC
CrossBorder Privacy Rules

1. CHANGES TO SHARING OF NONPUBLIC USER INFORMATION

IT ISFURTHER ORDERED thaRespondenand its Rpresentatives, in connection with
any product or service, in or affecting commerce, prior to any sharimgeér's Nonpublic User
Information byRespondentvith anyCovered Third Brty, which materially exceeds the
restrictions imposed by User’s Privacy Setting(s), shall:

A. Clearly andConspicuouslyisclose (such as in a staalbne disclosure arotice)to the
User, separate and apart from &osvacy policy,” “data use policy,” “statement of righéasd
responsibilities” page, athersimilar document: (1) the categoriesdNwnpublicUser
Information that will bedisclosed to such Covered ThirdrRes, (2) the identity or specific
categories of such Coveretifid Parties, and (Ihat such sharingxceeds the restrictions
imposed by thérivacy Setting(s) in effect for th&ser; and

B. Obtain theUser’s affirmative express consent.

Nothing in Part Iiwill (1) limit the applicability of Part | of thi©rder; or (2) require

5
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Respondento obtain affirmative gxress consent for sharing otlaer’s NonpublidJser
Information initiatedby anothetJser authorized to access such information, provided that such
sharing does nahaterially exceed the restrictiomsposed by aJser’'sPrivacy Setting(s).
Respondent may seeloudification of this Part pursuant to 15 U.S.C. 8%nd 16 C.F.R.

§ 2.51p) to address relevadevelopments that affect compliangih this Part, including, but

not limited to, technologicathanges and changesmethods of obtaining affirmative express
consent.

II. DELETION OF INFORMATION

IT ISFURTHER ORDEREDhat Responderand its Rpresentatives, ioonnection with
any product or service, mushsure tha€Covered Informatiorcannot be accessed by a&dgvered
Third Partyfrom serverainder Respondestcontrol aftera reasonable period of time, not to
exceed thirty(30) days, from the time that théserhas deleted such information or deleted or
terminated his or heaxccount, except as requirbyg law or where necessaiiy protect the
Facebook website or itdser
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V. LIMITATIONS ON THE USEOR SHARING OF TELEPHONE NUMBERS
SPECIFICALLY PROVIDED TO ENABLE ACCOUNT SECURITY FEATURES

IT ISFURTHER ORDEREDhat Responderand its Representatives, in connection with
any product or service, shall nagefor the purpose of serving advertisements, or sidheany
Covered Third Partfor such purpose, any telephone numibat Responderitas identified
through itssourcetagging systemas being obtained from User prior to the effective date of this
Orderfor the specific purpose of enabliag accounsecurityfeature designed to protect against
unauthorized accoumiccesgi.e., two-factor authenticatigrpassword recoveyand loginalerts.
Nothing in PartV will limit Respondent’s abilityto use such telephone numbers if obtained
separate and apart fraanUser enablinguchaccount securitfeature and in a manneonsistent
with the requirements dhis Order.

V. COVERED INFORMATION AND USER PASSWORD SECURITY

IT ISFURTHER ORDERED thaRespondent and its Representatives, in connection with
any product or service,ustimplement, and thereafter maintaacomprehensive information
security program thas designedo protect the security @overed Informationln addition to
any securityrelatedmeasureassociated with Respondent’s Privacy Program uRdeIl of
this Orderthe information security program must contsafieguardappropriate to Respondent’s
size and complexity, theature and scope of Responderitivities, and the sensitivity of the
Covered Information. &ecifically with respect tthe collection, storage, trangit; use of User
passwords, such safeguards shall include:

A. Not requesting or requiring, as part of theer login, authenticationor account creation
process, User passwords to independent, ffartisconsumempplications, websites, other
services;

B. Cryptographicallyprotectingor otherwise securg Userpasswords when stored and when
in transit over thénternet or other similar transmission chanaekl

C. Implementingegularautomated scans designed to detect whethetaagpasswords are
stored in plaintext within Respondent’s data warehouse, and cryptograpproadygting,
deleing, or otherwise rendarg unreadabl@ny such passwords.
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VI. FACIAL RECOGNITION TEMPLATES

IT ISFURTHER ORDERED thd&espondent and iRepresentatives, in connection with any
product or service, in or affecting coraroe, shalhot create any new Facial Recognition Templates, and
shall delete any existing Facial Recognition Templaiixén ninety (90) days from the effective dateis
Order, for any Affected Facial Recognition User, unless Respondent Clearly and Conspicuousty disclose
(such as in a stand
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confirmationof such an incident, not to exceed thirty (30) days after the incideetiiied or
otherwise confirmed

E. Design, implement, maintain, and document safeguards that control foategal

internal and external risks identified by Respondent in response tdIPBrt Each safeguard

shall be based on the volume and sensitivity of the Covered Information that is at risk, and the
likelihood that the risk could be realized and result in the unauthorized access, collection, use,
destruction, odisclosure of the Covered Information.

1. Specifically with respedb any Covered Third Party that obtains or otherwise has
access to Covered Information from Respond@ntise in an independent, thiparty
consumer application or website, such safeguards shall include:

a. Requiring an annual setfertification by each Covered Third Party that
certifies: (i) its compliance with each of Respondent’s Platform Teemd(ii) the
purpose(s) or use(s) for eachaygf Covered Information to which it requests or
continues to have access, and that epetifiedpurpose or useomplieswith
Respondent’s Platform Terms;

b. Denying or terminating accessday type ofCovered Informatiothat the
Covered Third Party fails to certify pursuant to RaitE.1.a.{i) above, or, if the
Covered Third Party fails to complete the annual settdication, denyingr

terminating access to all Covered Information unless the Covered Third Party cures
such failure within aeasonable time, not to exceed thirty (30) days;

C. Monitoring Covered Third Party compliance with Respondent’s Platform
Termsthrough measureacluding, but not limited to, ongoing manual reviews and
automated scans, and regular assessments, audits, or other technical and
operational testing at least once every twéh&) months; and

d. Enforcing against any Covered Third Party violations of Respondent’s
Platform Termased solely on the severity, nature, and impact of the violation;
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d. The appendices required under RAILE.2.c.{i)) and {ii)) shall be provided
to the Assessor no fewtran twenty-one (21) days in advance of the quarterly
meetingof thelndependent Privacgommittee aspecified in Part X.A.5A copy
of thesummaryin the QuarterlyPrivacy ReviewReportrequired under

VIl .E.2.c.(i) shall be provided to Assessor no fewer than fourteen (14) days in
advance of the quarteriyieeting and

e. A copy of the Quarterl§Privacy Review Report shall also be furnished,
upon request, to the Commission;

3. Specifically with respect tRespondent’employes’ acces$o Covered
Information maimtained in Respondent’s data warehouse(gh safeguards shall include
designing, implementingnd maitaining accesgolicies and controls that limit employee
access tany table(s) oother comparable data storagatsknown to contain Gvered
Information to only those employewsth a business need to access such Covered
Information

4. Specifically with respedb Respondent’s sharing Glovered Information with any
other Facebook-owned affiliate, Respondent shall design, implement, mainthin, a
document safeguards that control for risks to the privacy, confidentialityntegtity of
such Covered Information, based on the volume and sensitivity of such Covered
Information that is at risk, and the likelihood that the risk could be realized and result in
the unauthorized access, collection, use, destructiatisdosure of the Covered
Information;and

5. Specifically with respedb facial recognition, such safeguards shall include:

a. Prior to using or sharingnyFacial Recognition Templaterfa User ina
manner that materiallgxceeds the types of usassharing disclosed to that User at
the time that User’s consent was previously obtained,

0] Clearlyand Conspicuously disclosinguch as in a staralone

disclosure or notice), separate and apart fron‘anyacy policy,” “data

policy,” “statement ofights and responsibilities” page, or other similar
document, how Respondent will use or, to the extent applicable, share, such
Facial Recognition Template; and

(i) Obtaining the User’affirmative express consent

b. Nothing in this provision shall limit Responderdkility to use Facial
Recognition Template®r fraud preventioror remediationor protecting the

safety reliability and security of Respondent’s platfoomUsersso long as

Respondent discloses these types of uses in Respondent’s privacy policy or similar
document;

11
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Associate Director shallave the authority to approve;

C. The reporting period for the Assessments must cof@rthefirst 180 daysafter the
Privacy Progranias beemut in placdor the initial Assessmenénd (2)each two-year period
thereafter for twenty (20)ears after issuance of the @rdor the bienniahssessments;

D. Each Assessment musfl) determinevhetherRespondenbasimplemented and

maintained thérivacy Program required BartVIl .A-J of this Order, titled Mandated Privacy

Program; (2) assess the effectivenesRedpondersg implementation and maintenanceeaich

subpartin PartVIl of this Ordey (3) identify anygaps or weaknesses in the Privacy Program; and

(4) identify specific evidence (including, but not limited to, diments reviewed, sampling and

testing performed, and interviews conducteximinedo make such determinations,

assessments, and identifications, and explaintivdyevidence that the Assessor examined is

sufficient to justify the Assessor’s finding3.o the extent that Respondeatises updatesor

addsone or moresafeguardrequ[(a)4 (2s)1d undus (d)-10 (us)-1121 (. )]TJO T (us)-11pc O Tw c8n2me
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The Assessor may only be removed by Respondent
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management regarding (i) the state of the Privg&rogram, (ii) Respondent’s compliance
with the Orderand (iii) material risks to the privacy, confidentiality, and Integrity of the
Covered Informatiohat have been discovered since the most reueating of the
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such that Respondent’s Board of Directors may not approve any such appointment or
nomination in the absence of a favorable recommendation from the committee;

2. The committee shall have the sole authority to recommend the appointment of
directors to, or the removal of directdrem, thelndependent Privacy Committee, such
that
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Xll.  ORDER ACKNOWLEDGMENTS

IT ISFURTHER ORDERED thaRespondentbtain acknowledgments of receipt of this
Order:

A. Respondent, within seveid)(days ofentry of this Order, must submit to the Commission
an acknowledgment of receipt of this Orderorn under penalty of perjury;

B. Forfive (5) years after entry of this OrddRespondentust deliver a copgf this Order

to: (1) all principals, officers, directors, and LioGanager&nd memberg2) all employees

having nanagerial responsibilities faonduct related to the subject matter of the Order and all
agents and representatives who participate in conduct related to the subject matter of the Order;
and (3) any business entitgsulting from any change in structure as set forth ifPtrétitled
Compliance Reporting. Delivery must oceuithin seven ) days of entry of this Order for

current personnel. For all others, delivery must occur befoyea§sime their responsibilities;

and

C. From each individual or ¢ity to whichRespondendlelivered acopy of this Order,
Respondeninust obtain, within thirty30) days, asigned and dated acknowledgmentexfeipt of
this Order.

Xlll.  COMPLIANCE REPORTING

IT IS FURTHER ORDERED thaRespondentake timely submissions to the
Commission:

A. One hundred eighty (18@pysafter entry of this OrdeRespondentust submit a
compliance report, sworn under penalty of perjuvigichk (1) identifiesthe primary physical,

postal, and email address and telephone number, as designated points of contact, which
representatives of the Commission nugg tocommunicate wittRespondent2) identifiesall of
Respondent’s businesdag all of their names, telephone numbers, and physical, postal, email,
andInternet addresses3)(describeshe activities of each busineg¢4) describesn detail whether

and howRespondenis in compliance with eadRartof this Order; and (5) providescopy of

each OrdeAcknowledgment obtained pursuant to this Order, unless previously submitted to the
Commission

B. For twenty (20)earsafter entry of this OrdeRespondentust submit a compliance
notice, sworn under penalty of perjury, within fourtegd)days ofany change in the following:
(1) any designated poinff contact; ) Responderd corporate structureyr (3) the structure of
anyentity that Respondeihtas any ownership interest in or controls diregatlyndirectly that may
affect compliance obligations arising under this Order, includangation, merger, sale, or
dissolution of the entity or any subsidiary, parent, or affiliateghghges in angcts or practices
subject to this Order;

C. Respondent
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F. All materials relied upoio prepae the Assessment, whether prepared by or on behalf of
Respondent, including but not limited to all plans, reports, studies, reviews, audits, audit trails,
policies, training materials, and assessments, for the compliance period covered by such
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LOCAL RULE 7(k) CERTIFICATION:
Names ofPersons to Be Served withifdposedOrder

Pursuant to LCVR 7(k}the following attorneys are entitled to betified of the entry of
the foregoingStipulated Order

M. SEAN ROYALL

Gibson, Dunn & Crutcher LLP

2100 McKinney Avenue, Suite 1100
Dallas, TX 75201-6912

phone:(214) 698-3256

fax: (214) 571-2923

email: SRoyall@gibsondunn.com

LISA K. HSIAO
Consumer Protection Branch
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