UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION



Facebook GRSApp for votgrofiling and targetd advertising purposés.

The Gmplaint dso charges Cambridge Analytica with deceptive acts and practices
related to its participation in the European Unidmited States Privacy Shield framework
(“Privacy Shield”) The Complaint allege that Cambridge Analyticaia its website
disseminated statements that falsgimed it wasa participant in Privacy Séid at a time when
it had allowed its certification to lapsand that it represented that it adlet@ Privacy Shield
principles despite failing to affirm to the 5. Department of Commerce that it would continue to
apply Privacy Shield protections to personal information collected while it participated in the
program.

In May 2018, Cambridge Analytica filed for Chapter 7 bankruptcy, lanskt
proceedings arengoing On July 24, 2019, the Commission issued its Complaint which,
together with a notice ordewas served on bot@ambridge Analyticat its corporate



false or misleading representatianssiolation of Section 5 of theTC Act:

» to Facebook users who authorized the GSRApp that it did not collect their personally
identifiable information (Count I);

* thatit was a participant in



Kingdom Until April 30, 2018, Nix was the Chief Executive Officer of Cambridge Analytica

anda director of SCL Election®Nix currently resides in London, England, andtonnection

with the mdters alleged herein, transacts or has transacted business throughout th&tdteted
Compl 9 5 Kogan is an American citizen currently residing in New Y ahktil September

2018, Kogan was a Senior Research Associate and Lecturer at the Department of Psychology at
the University of Cambridge in the United Kingdom, where he established and led the
Cambridge Prosocialitgnd WeltBeing Lab (“CPW Lab”) Kogan wasalso an owner and co-

fougder of the nowdefunct U.K. corporation, Global Science Research, Ltd. (“GSER3imnpl.

14.

A. The Agreement to Harvest Facebook User Profile Data for Commercial
Purposes

In late 2013 or early 2014, Cambridge Analytiabbngwith Nix and &L Elections,
became aware of research by individuals at the Psychometrics @ahtdJniversity of
Cambridgehat found that Facebook profile information could be used to successfully predict



users and their “friends” through Faceboattéseloper tool, Graph ARV.1). CCCSUF 1 14;
Compl 9 11. Facebook’s Graph API (v.1) allowed developers to collect Facebook profile data
from users who directly installed or otherwise interacted with the developer’s application or
website through a Facetdo Login, as well as from these users’ Facebook “friefftsffected
Friends”) CCCSUF 1 &; Comp. 1 12. Facebook allowed this data collection even though the
Affected Fiends did not have any direct interaction with the app or welS3E@€SUF | 15;

Compl. § 12. While Facebook had announced in April 2014 that it was introducing a new version
of the Graph AR+v.2—that would allow developers to collect profile datdy from the App

Users themselveand not from Affeatd Friends existing apps had oryear before these
limitations went into effect, whereas new apps would automatically be lindte@SUF | 15;
Compl. § 12. Thus, Kogan’s app was “grandfathered” into the more permissive data collection
allowable under Graph API (v.1), making Koganappelng partner for Cambridge Analytica,
Nix, and SCLElections CCCSUF { 15; Compl. T 12.

On May 29, 2014, Kogan incorporatadiowdefunct U.K. corporation, Global Science
Research, Ltdto carry out the Project, separate and dpart his duties at the University of
Cambridge CCCSUF 1 16; Contpf 13. Kogan was a founder and Chief Executive Officer of
GSR, and worked on all aspects of GSR’s products and services before it was dissolved in
October2017. CCCSUF { 16; Comg 13. On June 4, 2014, GSR and SCL Elections entered
into theGS Data and Technology Subscription Agreetifthe “June 2014 Agreement'Nix
signed this agreement for SCL ElectioBCCSUF  17; Conmp{ 14. Under this agreement,

GSR agreed to harvest Facebook profile data from App Users and Affected Friends in 11 U.S.
states, generate personality scores for these individuals, and then match these profiles to U.S.






political party, and views on particular controversial iss@esvey participants who completed
the survey and authorized the GSRApp to harvest their Facebook profile information were paid a
nominal fee of a few dollars for participating in gwevey CCCSUF { 33; Conp{ 22.

At the point in every survey in which the GSRApp asked U.S. consumers to authorize the
app to collect their Facebook data, the GSRApp made the folloepngsentation:

In this part, we would like to download some of your Facebook data using our Facebook
app. We want you to know that we will NOT download your name or any other
identifiable informatior—we are interested in your demographics and likes.

CCCSUF 1 34; Complff 23 Cambridge Analytica, Nix, and Kogan includbd representation
after finding that half of the survey participants initially refused to grant the GSRApp permission
to collect their Facebook profitkata. CCCSUF { 35; Compl.  24.

Contrary to this representation, the GSRApp collected the Facebook User ID of those
App Users who authorized. €CCSUF  35; Compl. 1 2A Facebook User ID is a persistent,
unique identifier that connects individuals to their Facebook pro@le€SUF 1 35; Compl. 1 24.

Cambridge Analytica, Nix, and Kogan harvested a significant amount of Facebook
profile data from App Users and the Affected Friends located in the U.S. through the GSRApp.
Specifically, they harvested the following Facebook profile data from App Usesbook User
ID; gender; birthdate; location (“current city”); friends list; and “likes” of public Facebook
pages They harvested from Affected Friends their Facebook User ID; name; gender; birthdate;
location (“current city”); and “likes” of public Facebkpages CCCSUF 187; Compl  25.

Over the course of the Project, Cambridge Analytica, Nix, and Kogan harvested Facebook
profile data from approximately 250,000-270,000 App Users located in the U.S., and harvested
profile data from approximately 50-65 mi






1 47; Compl. § 32.

2. Cambridge Analytica’s Claims Regarding its Participation in Privacy
Shield

On May 11, 2017, Cambridge Analytica joined Privacy Shield. CCCSUF  50;IComp
1 35. While the Facebook data harvested through the GSRApp predated its participation in
Privacy Shield and is therefore not subject to its protections, Cambridge Analytica continued to
collect Facebook and other data from or about U.S. and European consumers after it joined
PrivacyShield CCCSUF 1 50; Compl. 1 35.

Until at least November 27, 2018, Cambridge Analytica disseminated or caused to be
disseminated privacy policies and statements on



. LEGAL STANDARDS
A. Standard for Summary Decision

We review Complaint Counsel’s Motion for Summary Decision pursuant to Rule 3.24 of
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that is likely to mislead consumers acting reasonably under the circumstances, and (3) the
representatioromission, or practice is materfakTC v. Commerce Planet, Inc., 878 F. Supp.

2d 1048, 1063 (C.D. Cal. 2012) (citing FTC v. Pantron | Corp., 33 F.3d 1088, 1095 (9th Cir.
1994)), aff’d in part, vacated in part, and remanded, 815 F.3d 5931t Cir. 2016); accord FTC

v. Transnet Wireless Corp., 506 F. Supp. 2d 1247, 1266 (S.D. Fla. 2007) (ciergy, FTC v.
Tashman, 318 F.3d 1273, 1277 (11th Cir. 2003)); FTC Policy Statement on Deception, appended
to Cliffdale Assocs., Inc., 103 F.T.C. 110 (1984)Deception Statement”). Thus, in determining
whether a representation is deceptive, we conduct astepanquiry, determiningl) what

claims are conveyed2) whetherthose claims are false, misleading, or unsubstantiated3and (
whether the claims are materi&e ECM BioFilms, Inc. v. FTC, 851 F.3d 599, 609 (6th Cir.
2017) (finding website content deceptive); Fanning, 821 F.3d at 170 (same); POM Wonderful v.
FTC, 777 F. 3d 478, 490 (D.C. Cir. 201@inding advertising deceptive)
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who authorized the app.” Compl. { 38. Cambridge Analytica launchdehttebook GSRApp on

a wide scale using the Qualtrics survey platformetouitU.S-based consumers to participate in

surveys and authorize the GSRApp to harvest their Facebook profile information. CCCSUF

1 32-33; Comb 9§ 21-22. At the point in those surveys at which U.S. consumers were asked to
authorize the app to collect their Facebook data, Cambridge Analytica, through the GSRApp
made the followingepresentation

In this part, we would like to download some of your Facebook data using our Facebook
app. We want you to know that we will NOT download your name or any other
identifiable informatior—we are interested in your demographics and likes.

CCCSUF 1 34; Compl. 1 23. &\therefore find that Cambridge Analytica made the claim alleged
in the Complaint.

There is also no dispute that this representation was false and misl€zmhitrgry to
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the Privacy Shield program and adhered to the Privacy Shield principles. CCCRUEd.
1 36. For example, Cambridge Analytica displayed the following statement on its website:

IS CAMBRIDGE ANALYTICA PART OF THE PRIVACY SHIELD
FRAMEWORK?

Yes: Cambridge Analytica adheres to the-BEB PrivacyShield Principles fathe

transfer of EU data we use to provide our services, including the onward transfer liability
provisions. With respect to personal data received or transferred pursuant to the Privacy
Shield Framework, Cambridge Analytica is subject to the regulatory enforcement powers
of the U.S. Federal Trade Commission. More information on the principles are available
at the Privacy Shield website: https://www.privacyshield.gov/.

CCCSUF 1 51; Conmpf 36. We find that, from May 2017 until at least November 27, 2018,
Cambridge Analytica made the claim that it was a participant in Privacy Shield.

The undisputed facts further establisat Cambridge Analytica did not complete the
steps necessary to rends/participation in Privacy Shield after its certification expired on or
about May 11, 2018. CCCSUF { 52; Cdmp37. We find that Cambridge Analytica’s
continued representatiohdt it was participating in Privacy Shieldbi May to November 2018,
whenit had in factallowed its Privacy Shield certification to lapseas a false and misleading
claim. Cambridge Analytica has not rebuttbe legal presumption that this express claim wa
material

We conclude that Cambridge Analytica’s express representation that it remained a
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protections to the personal information it had collected for as long as it retained thishdata. T
claim was false and misleading because Cambridge Analyticanhiadt failed to make the
required affirmation to Commeredter its Privacy Shield certification laps€giCCSUF § 54;
Compl § 37° Cambridge Analytica has not rebutted the legal presumption that this express
claim was material.

We therefore conclude that Cambridge Analytica’s representation that it was in
compliance with Privacy Shiefarincipleswas false and materjand hence deceptivé/e grant
Complaint Counsel’s Motion for Summary Decision on Colint |

V. REMEDY

The FTC Act authorizes the Commission to issue an order that requires the Respondent to
cease and desist ieceptive acts or practicekb U.S.C8 45(b); see alsoFTC v. Nat’l Lead
Co., 352 U.S. 419, 4281957) Moreover, “[tthe Commission is not limited to prohibiting the
illegal practice in the precise form in which it is found to have existed in thé pastyv.
Colgate-Palmolive Co., 380 U.S. 374, 395 (196%juoting FTC v. Ruberoid, 343 U.S. 470, 473
(1952)) The Commission may “frame its order broaehough to prevent respondents from
engaging in similarly illegal practices in [the] futtirid. at 395.

The Complaint in this matter attached a notice of the form of order that might issue if the
facts were found to be as alleg&de have already found to be established the facts as set forth
in Complaint Counsel’s Motion for Summary Decision and as alleged in the Complaint
Complaint Counsel observe that Rule 3.12 (c) authorizes the Commission to enter an order
consistent with the notice order attached to the Complaint sua spbuatgoropose several minor
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the changes Complaint Counpebpose are appropriat.

At the outset, w underscar that all of the prohibitions and requirements ofléinal
Order are binding on the “Respondent,” which by definition includes Cambridge Analgtica
its successors and assigns, and alsaieatequirements of Paragrapkhé¢ bf the Final Order
expressly apply to Respondent’s officers, agents, employees, and attorneys, and all other persons
in active concert or participation with any of them, who receive actual notice of the Final Order.
That said, ér simplification, we refer only to “Respondent” in our discussion of the Final
Order’s provisions.

Paragraph | of th&inal Order prohibits Respondent from making misrepresentations
regarding the extent to which it protects the privacy and confidéntlCovered Information
as defined in th&inal Order, including(1) the extent to which collecs, uses, shars, or sels
any Covered Information; and (2) the purpo (n)-10 (y)24mO0 Td [(F)8 (in)2 (aF2 (av)13 (po (n)-10 [(R)1
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requires Respondent to return or delete such personal information within specified time. periods

Paragraph IV of th€&inal Order relates to the deletion or destruction of Covered
Information collected from consumers through the GSR App, and any information or work
product, including any algorithsnor equationsderived in whole or in paftom such Covered
Information Paragraph V permanently enjoins Respondent from disclosing, using, selling, or
receiving any benefit from any Covered Informatarany inbrmation that derived in whole or
in part from it Paragraph Vimposes access and monitoring requiremeartd Paragraph VII
provides that the Final Order will remain in effect for twenty years.

V. CONCLUSION

For the foregoing reasons, the Commission concludes that Cambridge Anabtatad
Section 5 of the FTC Act, 15 U.S.C.
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