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Congratulations! The app business is 
burgeoning and you’ve decided to get in on the boom. 
Maybe you work for an exciting start-up or are striking out 
on your own. Regardless of the size of your business, the 
Federal Trade Commission (FTC) – the nation’s consumer 
protection agency – has guidelines to help you comply with 
truth-in-advertising standards and basic privacy principles.

“But we’re a small company and haven’t made any money 
from our app yet.” All the more reason to build compliance 
in from the start. Laws that apply to established businesses 
apply to you, too, and violations can be costly. In addition, 
satisfied users may be your best form of marketing. 
Breaking into the business with an app that delivers on its 
promises is key to your long-term success.

Of course, there’s no one-size-fits-all approach. Every app 
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advertising from the perspective of average users, not just 
software engineers or app experts. If you make objective 
claims about your app, you need solid proof to back them 
up before you start selling. The law calls that “competent 
and reliable evidence.” If you say your app provides 
benefits related to health, safety, or performance, you 
may need competent and reliable scientific evidence. For 

http://business.ftc.gov/
http://business.ftc.gov
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Privacy

Build privacy considerations in from 
the start.
The FTC calls this “privacy by design.” What does it mean? 
Incorporating privacy protections into your practices, 
limiting the information you collect, securely storing 
what you hold on to, and safely disposing of what you 
no longer need. Apply these principles in selecting the 
default settings for your app and make the default settings 
consistent with what people would expect based on the 
kind of app you’re selling. For any collection or sharing 
of information that’s not apparent, get users’ express 
agreement. That way your customers aren’t unwittingly 
disclosing information they didn’t mean to share.

Be transparent about your data 
practices.
Even if you need to collect or share data so your app can 
operate, be clear to users about your practices. Explain 
what information your app collects from users or their 
devices and what you do with their data. For example, if you 
share information with another company, tell your users and 
give them information about that company’s data practices.

Offer choices that are easy to find and 
easy to use.
Give your users tools that offer choices in how to use your 
app – like privacy settings, opt-outs, or other ways for 
users to control how their personal information is collected 
and shared. It’s good business to apply the “clear and 
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conspicuous” standard to these choice mechanisms, too. 
Make it easy for people to find the tools you offer, design 
them so they’re simple to use, and follow through by 
honoring the choices users have made.

Honor your privacy promises.
“But we don’t make any promises.” Think again and reread 
your privacy policy or what you say about your privacy 
settings. Chances are you make assurances to users about 
the security standards you apply or what you do with their 
personal information. At minimum, app developers – like 
all other marketers – have to live up to those promises. 
The FTC has taken action against dozens of companies 
that claimed to safeguard the privacy or security of users’ 
information, but didn’t live up to their promises in the day-
to-day operation of their business. The FTC also has taken 
action against businesses that made broad statements 
about their privacy practices, but then failed to disclose 
the extent to which they collected or shared information 
with others – like advertisers or other app developers. 
What if you decide down the road to change your privacy 
practices? You’ll need to get users’ affirmative permission 
for material changes. Just editing the language in your 
privacy policy isn’t enough in those circumstances. And 
while you’re taking another look at your privacy promises, 
read them with users in mind. Is the language clear? Is 
it easy to read on a small screen? Are you using design 
elements – color, fonts, and the like – to call attention to 
important information?



4

Protect kids’ privacy.
If your app is designed for children under 13 and collects 
personal information, you have additional requirements 
under the Children’s Online Privacy Protection Act (COPPA) 
and the FTC’s COPPA Rule. But COPPA compliance 
doesn’t end there. Regardless of the kind of app you 
sell, if you know you’re collecting personal information 
from children under 13 – or if you know you’re collecting 
personal information from another website or online service 
(including another app) that’s designed for kids under 13 – 
COPPA applies, too. 

What does COPPA require? Under COPPA, you have to 
clearly explain your information practices, provide direct 
notice to parents about those practices, and get parental 
consent before collecting personal information from kids. 
These obligations apply to you when third parties (like ad 
networks or plug-ins) collect personal information through 
your app. COPPA also requires that you keep “personal 
information” collected from children confidential and 
secure. The rule defines that term to include a first and 
last name, an address, a telephone number, online contact 
information, a screen name or user name that functions 
like online contact information, geolocation information, 
or a persistent identifier that can be used to recognize 
a user over time and across different websites or online 
services (such as device identifier, cookie identifier, serial 
number, or IP address). Visit the FTC’s COPPA page at 
business.ftc.gov for compliance advice.

http://business.ftc.gov/privacy-and-security/children%E2%80%99s-privacy
http://business.ftc.gov
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Collect sensitive information only with 
consent.
Even when you’re not dealing with kids’ information, it’s 
important to get users’ affirmative OK before you collect 
any sensitive data from them, like medical, financial, or 
precise geolocation information. It’s a mistake to assume 
they won’t mind.

Keep user data secure.
At minimum, you have to live up to the privacy promises 
you make. But what if you don’t say anything specific about 
what you do with users’ information? Under the law, you 
still have to take reasonable steps to keep sensitive data 
secure. One way to make that task easier: If you don’t have 
a specific need for the information, don’t collect it in the first 
place. The wisest policy is to:

1.	 collect only the information you need;

2.	 secure the data you keep by taking reasonable 
precautions against well-known security risks;

3.	 limit access to a need-to-know basis; and

4.	 safely dispose of data when you no longer need it.

These principles apply both to information you ask users 

http://business.ftc.gov/documents/bus69-protecting-personal-information-guide-business
http://business.ftc.gov/documents/bus69-protecting-personal-information-guide-business
http://business.ftc.gov/multimedia/videos/protecting-personal-information
http://business.ftc.gov/multimedia/videos/protecting-personal-information
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