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rights to data portability. Both statutory regimes are examples of a general approach to data portability based on a consumer’s personal data 
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Panelists then discussed the policy goals for data portability. Gabriel Nicholas, Research Fellow at New York University School of Law, 
discussed two goals of data portability—giving consumers access to their data and encouraging competition. He suggested there has been a lot 
of progress on the �rst goal, but not much on the second. He also explained that any data portability effort must focus on the consumer’s experi-
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As the conversation turned to the security risks of data portability, panelists discussed competing incentives for companies considering 
data portability. According to Erika Brown Lee, Senior Vice President and Assistant General Counsel for Privacy and Data Protection at Mastercard, 
the threat of liability stemming from a security incident should lead companies to prioritize preventative veri�cation and identi�cation. Likewise, 
Michael Murray and Julian Ranger echoed the role of liability as an incentive for companies to share data responsibly. Other panelists stressed 
that cybersecurity concerns should not be used as a pretext for obstructing data portability efforts. Erika Brown Lee noted that a strong veri�ca-
tion and identi�cation system can minimize the impact of liability pitfalls in the event of a security breach. Bennet Cyphers, Staff Technologist at 
Electronic Frontier Foundation, cautioned that security practices must evolve or there is a risk that they become outdated. Julian Ranger explained 
that digi.me minimizes security risks by never seeing or collecting the data; an individual’s data is decentralized and encrypted, and only the 
consumer has the key.

The panel next discussed the concept of screen scraping or credential sharing as a means of enabling data portability. Panelists agreed 
that data portability driven by APIs is preferable to screen scraping partly because consumers do not need to share their credentials with third 
parties. Julian Ranger noted that legislation allowing for use of APIs could subsequently outlaw screen scraping. However, Bennett Cyphers ar-
gued for the value of screen scraping to subvert anticompetitive practices or outdated API regulations, and cautioned against any effort to make 
it illegal. He also touted screen scraping’s ability to incentivize companies or industries to develop APIs.

Turning to the last topic, panelists explored data standardization and interoperability. While Julian Ranger agreed that data standardization 
is important, he cited Australia as an example where focusing �rst on standards has signi�cantly delayed interoperability. In contrast, regimes 
that have prioritized the development of well-formed APIs have found that businesses use those APIs to solve the problem of interoperability, 
and data can begin to �ow. Michael Murray, Sara Collins, and Bennet Cyphers emphasized the need for standards to promote interoperability in 
industries that do not otherwise have incentives to facilitate data sharing. Erika Brown Lee highlighted the importance of industry participation in 
standards creation in order to ensure widespread adoption and compliance. Michael Murray shared that in his experience, electric utilities will 
adopt standards but not achieve true interoperability because there is no incentive for them to share a customer’s usage data with another utility, 
for instance if the customer moves to another part of the country.
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