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but for millions of users, that technology was “on” by default.  In addition to these alleged order 

violations, we also allege that Facebook violated the FTC Act when it told users it would collect 

their phone numbers to enable a security feature, but did not disclose that it also used those 

numbers for advertising purposes. 

The settlement with Facebook is based on the recommendation of the FTC’s career 

enforcement staff, and includes three major components.  First, Facebook must pay a $5 billion 

civil penalty, one of the largest in corporate history.  Second, the order subjects the company to 

new, expanded privacy requirements.  Third, the order imposes significant structural reforms on 

how Facebook does business, including greater corporate accountability, more rigorous 

compliance monitoring, and increased transparency.   
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The second information flow consists of incident reports documenting when data of 500 

or more users has been compromised, which Facebook must deliver to the Commission and the 

assessor within 30 days of the company’s discovery of the incident.   

The third information flow consists of the independent assessor’s biennial assessments of 

Facebook’s privacy program, which must be based on the assessor’s independent fact gathering, 

sampling, and testing.  The assessor must review the assessments with the privacy committee and 

submit them to the FTC.   

The fourth and final information flow consists of Facebook management and the assessor 
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