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Corporate America’s surveillance of our personal data is not just about privacy. Foreign
actors are stealing and stockpiling this data, which threatens our national security.
Companies like Equifax, with their unquenchable thirst for data and their shoddy security
practices,
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We need to continue to take a close look at what promises were made in exchange for data
access and whether those promises were upheld when the data was sold. We also need to

examine how companies are integrating different security systems, whether strong security
standards are being maintained, and whether sensitive data is being handled appropriately.

Finally, we need to consider whether there are limits to the amount of data one company can
collect and compile, the types of data one company can combine, and the ways in which data can
be used and monetized. The scale and scope of data collection that large companies are engaging
in has made them — and us — sitting ducks for malicious actors. Since these companies are more
fixated on monetizing that data than securing it, their mass surveillance has become a national
security threat. Our adversaries know that these large firms have essentially done the dirty work
of collecting intelligence on our citizens, and lax security standards make it easy to steal.
Ultimately, we need to fix the market structures and incentives that drive firms to harvest and
traffic in our private information, so that complacent companies are punished when they don’t
care about our security needs or expectations.

The extraordinary step of criminal indictments of members of the Chinese People’s Liberation
Army announced by the Attorney General is yet another wake-up call. Until we take serious
steps to curb corporate surveillance, the risks to our citizens and country will only grow as bad
actors continue to steal and stockpile our data. The FTC will need to act decisively to protect
families, businesses, and our country from these unquantifiable harms.





