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. INTRODUCTION

Chair Bilirakis, Ranking Member Schakowsky, and members of the Subcommittee,
thank you for inviting me to testify today.* This testimony will address the Federal Trade
Commission’s (“FTC”) Fiscal Year 2025 budget request and highlight the agency’s important
work to protect the American public from fraud and corporate abuse and to promote open,
competitive markets. For over a century, Congress has codified a policy in favor of competition
over consolidation. In the more than a century since the FTC Act was passed, Congress has
redoubled its commitment to open markets and free and fair competition as the economy and its
players have evolved.

The FTC’s statutory mandate places it on the front lines of some of the most significant
hardships confronting American consumers, workers, and small businesses. | am endlessly
impressed by the commitment and ingenuity of the agency’s staff, whose hard work and fidelity
to that mandate protect every American. For example, the FTC has brought numerous
enforcement actions to secure stronger protections for the privacy of Americans’ sensitive data.
The Commission also continues its efforts to fight fraud, challenging everything from junk fees
and deceptive advertising to scams of every stripe. To tackle the challenges posed by artificial
intelligence, the FTC is ramping up its efforts across the agency, securing settlements to limit
the use of illegally collected data for Al purposes and even launching a voice cloning challenge
to spur the private sector to help innovate technological solutions.

The FTC has notched numerous wins to promote free and fair competition. For
example, the Commission finalized a rule banning noncompete clauses, which would boost
wages, unlock opportunity, spur entrepreneurship, and promote liberty. The Commission also
challenged the largest supermarket merger in U.S. history, alleging that it would increase prices
and reduce wages for hundreds of thousands of workers. And the Commission is holding
pharmaceutical companies accountable for junk patent listings on critical prescription drugs,
paving the way for three of the four major asthma inhaler manufacturers to lower out-of-pocket
inhaler costs for Americans to just $35.

To advance these shared priorities, we are grateful to have bipartisan support from this
Subcommittee, the full Committee, and Congress. To name a few:

e To protect the privacy rights and protections of all Americans, this Subcommittee has
advanced comprehensive, bipartisan legislation that would enhance the FTC’s tools to
combat pervasive online tracking that is often undisclosed or difficult, or virtually
impossible, for consumers to escape. | welcome broad federal legislation to establish
baseline consumer protections for all Americans and build on the FTC’s own numerous
enforcement actions. For example, the FTC has brought enforcement actions against
companies who improperly sold sensitive personal health data to large social media
advertising companies, secured a first-time ban on the misuse of facial recognition
software, and notched other victories that protect Americans’ sensitive data.

! This written testimony reflects my own views. The oral statement and responses to questions are also my own and
do not necessarily reflect the views of the Commission or any other Commissioner.
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e The full Committee advanced the Protecting Americans’ Data from Foreign
Adversaries Act of 2024, which passed unanimously in



saved the public nearly $3 billion last fiscal year. The agency could do even more if Congress
were to restore the power of the Commission to obtain equitable monetary relief for consumers
under Section 13(b) of the FTC Act.

1. BUDGET AND RESOURCES

More than most agencies, the FTC invests the resources Congress grants us in its people.






Commission finalized amendments to its Health Breach Notification Rule. The amendments
underscore that health apps and similar technologies are covered by the rule and that companies
must notify consumers and the FTC when breaches occur, which include unauthorized
disclosures of health information.°

Second, the FTC is taking action when biometric technologies, like facial recognition,
harm consumers. In its case against Rite Aid, the FTC alleged the company deployed its facial
recognition technology without reasonable safeguards, and falsely tagged consumers,
particularly women and people of color, as shoplifters . The Commission secured a five-year ban
on Rite Aid’s use of facial recognition technology and other automated biometric systems for
security or surveillance purposes.*
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Amazon failed to honor users’, including parents’, requests to delete voice and geolocation
data, which remained available to Amazon to use for machine learning. Under the FTC’s
settlement with Amazon, the company is required to delete inactive accounts and certain voice
recordings and geolocation information from children and will be prohibited from using such
data to train its algorithms.°

The Commission is also committed to preventing data abuses around educational
technology services and issued a Policy Statement in 2022 making clear that we would use our
full set of authorities to hold firms accountable.?’ Following the Policy Statement, we have
obtained settlements under COPPA and Section 5 that lay down the rules of the road.



restrictions on what data firms can collect and retain.?® For example, our order against
Blackbaud, a provider of data services and financial, fundraising, and administrative software
services, requires the company to delete data that it no longer needs and put in place a data
retention schedule that would detail why it maintains personal data and when it will delete such
information.?* The Commission’s orders against the online alcohol marketplace Drizly, LLC?®
and the online merchandise platform CafePress also require the companies to minimize the data
they collect, store, and retain.?®

The Commission has also obtained remedies that require companies to delete data they



required the company to delete any models, algorithms, or software developed from data
unlawfully collected.?

4. Developing Market-Wide Initiatives to Protect Consumers’ Data

In August 2022, the Commission issued an advance notice of proposed rulemaking on
commercial surveillance and lax data security, which sought comment on the widespread
collection of consumers’ personal information (such as browsing data, precise geolocation data,
and health-related data), ongoing concerns around the security of consumer data, harm to kids
and teens, and concerns around automated decision-making.?® The Commission is reviewing
the more than 11,000 comments we received and considering next steps. The Commission also
has significantly strengthened the Safeguards Rule, amending the rule in 2021 to include more
detailed requirements for financial institutions’ information security programs, and again in



collected by Ring’s internet-connected home security cameras®*—to train their algorithms while
violating customers’ privacy.®* The Alexa matter, in particular, underscored that COPPA’s
prohibition on the indefinite retention of children’s data and similar legal rules are not
superseded by claims from businesses that data must be indefinitely retained to improve machine
learning algorithms. Claims about Al were the focus of allegations against two companies—
Automators AI*® and Wealthpress**—that the FTC alleged engaged in investment scams and
touted the use of Al to enhance investment success. And, in Rite Aid, the Commission charged
the company with failing to implement reasonable safeguards when the company deployed Al
facial recognition technology that falsely tagged consumers, especially women and people of
color, as shoplifters or other bad actors.’

Second, the Commission is using every tool to fight Al-related fraud. The Commission
has issued a rule outlawing government and business impersonation scams—a type of fraud that
generative Al can turbocharge, and which hurts not only consumers, including older Americans,
but also small businesses.*® The Commission has also embarked on a supplemental rulemaking
to extend this ban to the impersonation of individuals.3®

The Commission has also tapped American ingenuity to help fight back against fraud. On
April 8, it announced the four winners of its groundbreaking Voice Cloning Challenge. Each
winner’s submission proposed a novel approach to detect and prevent voice cloning scams
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across investigative teams and contributed their expertise to deepen the Commission’s

12



law enforcement partners participated in the sweep. The FTC’s cases targeted robocalls at every
level, including telemarketers that make robocalls, VoIP providers that provide telemarketers
access to telephone networks, and the lead generators that obtain and sell the leads robocallers
use to call consumers. In March 2024, a federal district court judge granted one of the VVolIP
providers’ motion to dismiss, finding that the provider was immune from liability under Section
230 of the Communications Decency Act, 47 U.S.C. § 230.>*

The FTC is determined to go after not only individual bad actors but also the platforms
that enable these practices on a massive scale. In March, the Commission announced an
amendment to the TSR that will protect businesses against telemarketing fraud and updates the
rule’s recordkeeping requirements in light of developments in technology and the marketplace.
The Commission also has an ongoing rulemaking that would apply the TSR’s protections to
inbound technical support calls.>2

Although robocalls remain a scourge, our strategy of targeting upstream facilitators of
illegal telemarketing is paying dividends for the American people. In recent months, the number
of complaints coming into the FTC around unwanted calls is down more than 60% from the
monthly complaint average in the first quarter of 2021.

2. Combatting Junk Fees and Unwanted Charges

The FTC is taking bold action to make sure companies honestly compete on price,
rather than by cheating consumers with hidden, deceptive junk fees. Consumers can get hit
with junk fees at any stage of the purchase process, and companies may use digital dark
patterns and other tricks to hide or mask them. These fees both undercut honest businesses by
making it harder to compete on price and frustrate consumers by hitting them with unexpected
charges.
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Commission estimates that the rule will save car
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working closely with the Department of Education to prevent fraud around recent changes to
the student loan program’ and to ensure relief for those affected by deceptive practices of for-
profit colleges.®

6. Fighting Opioid Recovery Fraud and Other Health-Related
Misconduct

The FTC has activated the authority Congress gave us in the Opioid Addiction
Recovery Fraud Prevention Act (“OARFPA”) to stop companies from exploiting Americans
struggling with substance use disorders. In April 2024, we announced two OARFPA actions
against Monument® and Cerebral,8 whom the Commission alleged engaged in deceptive
practices in disclosing to third parties for advertising purposes the personal health data of users
seeking substance use disorder treatment. In Monument, we obtained a suspended $2.5 million
civil penalty, and in Cerebral, we partnered with the Department of Justice to obtain a partially
suspended civil penalty judgment of $10 million. In 2023, we brought three additional
OARFPA actions challenging deceptive claims for products and services purporting to treat or
cure substance use disorders. In Smoke Away, the FTC obtained a $7.d62 (ns)4 (t4 (a)4 (t)-5 (f)-2 90i00 Tc (pa)
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civil penalty against a treatment clinic for allegedly deceptive claims about addiction and
cancer treatment.® All three of these cases additionally involved alleged deceptive
endorsements or testimonials.

The FTC also has used its authorities to put an end to a variety of other deceptive claims
about health products or services. In January 2023, the FTC stopped allegedly deceptive bait-
and-switch advertising for vision correction services, which waste consumers’ time and put
honest businesses at a disadvantage.® In November 2023, the FTC and the California Attorney
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immigrants and refugees, as well as resources for small business owners.® To advance the
agency’s goal of reaching all consumers, the FTC engages in ethnic and community media
telebriefings, in
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2. Helping Consumers to Repair Their Products and Giving
Independent Repairers a Chance to Compete

In May 2021, the Commission submitted a report to Congress entitled Nixing the Fix: An
FTC Report to Congress on Repair Restrictions.® In the report, the Commission found “scant
evidence” to support manufacturers’ justifications for repair restrictions.®” The Commission
followed
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the court entered a stipulated permanent injunction against the individual defendant!®? and in
January 2024, the court entered a default judgment against the corporate defendants. %

In March 2023, the agency issued a Request for Information (“RFI”) related to franchise
agreements and franchisor business practices. 1 The RFI sought information about the means
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and violated the Business Opportunity Rule by, among others things, making earnings claims in
the general media without the required substantiation and disclosures.!! In addition to earning
less than advertised, consumers who worked as “agents” for Arise were required to spend money
on a mandatory background check fee and training enrollment prior to July 2022, and some were
required to purchase equipment, all before they could work for Arise. The order prohibits
unsubstantiated earnings claims and requires the company to pay $7 million.

IV. COMPETITION MISSION

To ensure the Commission is faithfully discharging its statutory obligations, the FTC is
using all its authorities to maximize the agency’s impact as we combat and prevent unfair
methods of competition.

A. Prioritizing Vigorous Merger Enforcement to Combat Consolidation

The FTC is charged with preventing mergers that may substantially lessen competition or
tend to create a monopoly. All too often, consolidation fueled by mergers and acquisitions have
yielded markets with higher prices, less choice, lower quality, depressed wages, fewer
opportunities, and less resiliency.

The work that the FTC does to prevent unlawful consolidation is enormously
demanding, resource-intensive, and critically important. While merger filings have fallen from
their recent peak in 2021, Commission staff and resources are still strained by the short statutory
deadlines and the scale, volume, and complexity of mergers. Against this backdrop, the FTC
remains committed to identifying and challenging unlawful mergers and acquisitions.

Consistent with these principles, in FY2023 and to date in FY2024, the FTC has moved
to challenge major transactions in sectors across the economy, including retail grocery, energy,
healthcare, mortgage technology, and digital markets.!'? This includes filing suit to block ten
mergers outright, '3 as well as scrutinizing 21 other anticompetitive mergers that parties

111 press Release, Fed. Trade Comm’n, FTC Takes Action Against Gig Work Company Arise Virtual Solutions for
Deceiving Consumers About Pay in Marketing Its Business Opportunity (July 2, 2024), https://www ftc.gov/news-
events/news/press-releases/2024/07/ftc-takes-action-against-gig-work-company-arise-virtual-solutions-deceiving-
consumers-about-pay.

112 Fed. Trade Comm’n & Dep’t of Justice, Hart-Scott-Rodino Annual Rep. Fiscal Year 2022 (2023),

https://www ftc.gov/system/files/ftc gov/pdf/p110014fy2021hsrannualreport.pdf.

113 press Release, Fed. Trade Comm’n, FTC Moves to Block Tempur Sealy’s Acquisition of Mattress Firm (July 2,
2024), https:/lwww ftc.gov/news-events/news/press-releases/2024/07/ftc-moves-block-tempur-sealys-acquisition-
mattress-firm; Press Release, Fed. Trade Comm’n, FTC Moves to Block Tapestry’s Acquisition of Capri (Apr. 22,
2024), https://www ftc.gov/news-events/news/press-releases/2024/04/ftc-moves-block-tapestrys-acquisition-capri;
Press Release, Fed. Trade Comm’n, FTC Challenges Kroger’s Acquisition of Albertsons (Feb. 26, 2024),
https://www.ftc.gov/news-events/news/press-releases/2024/02/ftc-challenges-krogers-acquisition-albertsons; Press
Release, Fed. Trade Comm’n, FTC Sues to Block Novant Health’s Acquisition of Two Hospitals from Community
Health Systems (Jan. 25, 2024), https://www.ftc.gov/news-events/news/press-releases/2024/01/ftc-sues-block-
novant-healths-acquisition-two-hospitals-community-health-systems; Press Release, Fed. Trade Comm’n, FTC
Seeks to Block Sanofi’s Acquisition of Rare Disease Drug that Threatens Sanofi’s Monopoly (Dec. 11, 2023),
https://www.ftc.gov/news-events/news/press-releases/2023/12/ftc-seeks-block-sanofis-acquisition-rare-disease-
drug-threatens-sanofis-monopoly; Press Release, Fed. Trade Comm’n, FTC Sues to Block John Muir Health’s
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ultimately abandoned or restructured after the agency indicated competition concerns but before
it filed a complaint.!*

The Commission is particularly concerned about mergers that may cause significant

economy-wide harm. Earlier this year, the Commission challenged Kroger Company’s $24.6
billion acquisition of Albertsons, the largest supermarket deal in U.S. history. The Commission
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charges, Amgen agreed not to bundle any Amgen product with the two Horizon products,
Tepezza or Krystexxa, or to condition any product rebate on the sale of these drugs.'?

The Commission works to prevent dominant incumbents from acquiring nascent
competitors that are poised to enter the market and challenge their existing monopoly power. In
December 2023, the Commission filed suit to block Sanofi’s proposed acquisition of an
exclusive license to Maze Therapeutics Inc.’s therapy-in-
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between the two entities, among other provisions. This action marks
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network externalities, moat-building strategies, and other key factors to ensure that our
enforcement is reflecting commercial realities.

In September, following a thorough investigation, the Commission and 17 state attorneys
general filed a lawsuit against Amazon alleging that the company has engaged in a course of
exclusionary conduct to maintain its monopoly in the online superstore and the online
marketplace services markets.*?® The complaint alleges that Amazon’s conduct has stopped
sellers from lowering prices, degraded quality for shoppers, overcharged sellers, stifled
innovation, and prevented rivals from fairly competing. These alleged tactics include anti-
discounting measures that deter online sellers from offering lower prices than Amazon,
maintaining higher prices for products across the internet, and conditioning online vendors’
ability to obtain Prime status on the use of Amazon’s costly fulfillment services. This alleged
exclusionary conduct has impacted hundreds of billions of dollars in retail sales every year,
harming hundreds of thousands of online businesses, large and small, and tens of millions of
American households.

The FTC also continues to prosecute its complaint against Meta in a lawsuit that, in
addition to other forms of relief, seeks the divestment of Instagram and WhatsApp.*3° The FTC’s
amended complaint highlights the competitive importance of data and notes that privacy
degradation can constitute an antitrust harm—a fact that the court also acknowledged when it
denied Facebook’s motion to dismiss the FTC’s case. 3!

Preventing the abuse of monopoly power that harms American farmers also continues to
be a priority for the Commission. In that vein, the FTC is pursuing the case it filed in September
2022 with a bipartisan coalition of ten state attorneys general that charges the two largest
pesticides manufacturers, Syngenta and Corteva, with maintaining their monopoly positions by
paying distributors to block competitors from selling their cheaper generic products to
farmers.*®2 The complaint alleges that Syngenta Crop Protection and Corteva, Inc. rely on pay-
to-block schemes in which distributors get paid only if they limit their dealings with competing
manufacturers. The primary legal issue in this case is whether the antitrust laws bar firms from
extending their patent monopolies through these pay-to-block schemes that restrict distributors
from buying cheaper generic products. But for farmers, the question is more practical: whether
the antitrust laws protect them from abusive monopoly practices that threaten their livelihood by
denying them access to cheaper versions of critical inputs. The FTC and state AGs prevailed

129 press Release, Fed. Trade Comm’n, FTC Sues Amazon for Illegally Maintaining Monopoly Power (Sept. 26,
2023), https://www ftc.gov/news-events/news/press-releases/2023/09/ftc-sues-amazon-illegally-maintaining-
monopoly-power.

130 press Release, Fed. Trade Comm’n, FTC Alleges Facebook Resorted to Illegal Buy-or-Bury Scheme to Crush
Competition After String of Failed Attempts to Innovate (Aug. 19, 2021),
https://www.ftc.gov/newsevents/news/press-releases/2021/08/ftc-alleges-facebook-resorted-illegal-buy-or-bury-
scheme-crush-competitionafter-string-failed.

131 FTC v. Facebook, Inc., 581 F. Supp. 3d 34 (D.D.C. 2022).

132 Press Release, Fed. Trade Comm’n, FTC and State Partners Sue Pesticide Giants Syngenta and Corteva for Using
Illegal Pay-to-Block Scheme to Inflate Prices for Farmers (Sept. 29, 2022), https://www.ftc.gov/news-
events/news/press-releases/2022/09/ftc-state-partners-sue-pesticide-giants-syngenta-corteva-using-illegal-pay-block-
scheme-inflate.
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against the defendants’ motion to dismiss and the case is pending in federal court in North
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and distorted the negative effects associated with supply chain disruptions. The FTC’s report also
examined how supply chain disruptions affected competition among retailers, wholesalers, and
producers, as well as the impacts on consumers and businesses. The report found that consumers
felt the negative effects of supply chain disruptions in the form of sky-high prices for groceries
and product shortages for essentials, like toilet paper. Notably, consumers are still facing the
negative impact of the pandemic’s price hikes, as the Commission’s report finds that some in the
grocery retail industry seem to have used rising costs as an opportunity to further raise prices to
increase their profits, which remain elevated. As the report explains, supply chain disruptions did
not equally impact every retailer, wholesaler, or producer. Instead, smaller firms, especially
smaller grocery retailers, disproportionately faced difficulties obtaining products compared to
larger firms. Some larger firms were better able to protect their product supply compared to
smaller competitors. Taken together, the report’s findings reveal how supply chain bottlenecks
can leave markets exposed to major supply chain shocks—and that those shocks, in turn, can
allow major firms to exploit and further entrench their dominance.

One focus of research and policy for the Commission has been healthcare markets. For
example, in June 2022, the Commission authorized a 6(b) study of the contracting practices of
pharmacy benefits managers (“PBMs”).14 In May and June 2023, the FTC expanded its PBM
study by issuing three additional orders to companies that perform rebate services for their
affiliated PBMs. 146
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key features of cloud computing; the potential for outages from large cloud providers to have
widespread impact on large parts of the economy; security risks; and issues related to market
power and business practices affecting competition.

In January, the Commission launched an inquiry into generative Al investments and
partnerships, issuing orders to five companies requiring them to provide information regarding
recent investments and partnerships involving generative Al companies and major cloud service
providers. The agency’s 6(b) inquiry will scrutinize corporate partnerships and investments with
Al providers to build a better understanding of these relationships and their impact on the
competit

32



(“FERC”) urging it to consider the competitive risks of common ownership when assessing
acquisitions involving less than a controlling interest in competing firms. %3

We regularly engage with other federal agencies as well as our state and international
enforcement partners on policy initiatives and enforcement matters. Given the reality of limited
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bringing together digital artists, voice actors, musicians, and other content creators to discuss
various benefits and challenges posed by generative Al.*® In addition, technologists and
attorneys collaborated on the Voice Cloning Challenge, highlighting several winning
submissions, which demonstrates the potential for cutting edge technology to assist in preventing
and mitigating risks of Al-enabled voice cloning abuse.

Beyond inquiries and initiatives like the ones highlighted, technologists provide strategic
guidance on technology matters through report recommendations, contribute to technical
assistance and briefings with Hill staff, and participate in engagement with counterparts in
partnership with the Office of International Affairs. OT also draws on the combined authority of
its expertise and the stature of the Commission to engage the public and relevant experts to
highlight key trends and encourage best practices, which has been a major asset to the agency
amid a rapidly evolving technology landscape.

VI. CONCLUSION

The FTC continues to seek to fulfill its broad mission on behalf of the American public
using the range of tools and resources Congress has afforded us. We urge Congress to support the
agency’s critical needs in FY2025 so that the agency can continue delivering on its mandate. We
look forward to

34



