
 
 

  

  

 
  

  
  

   
 

  

 

 
 

 

 

 
 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
  
  
 
 
 
 
 

United States of America
 FEDERAL TRADE COMMISSION 

East Central Region 

1111 Superior Avenue, Suite 200 Jon Miller Steiger 
     Cleveland, Ohio 44114 Director
 (216) 263-3455 

November 29, 2023 

CEASE AND DESIST DEMAND 

VIA EMAIL TO: 
stephanie.minnock@lumen.com 

CenturyLink Communications, LLC 
Kathleen Johnson, CEO 
100 CenturyLink Drive 
Monroe, LA 71203 
c/o Stephanie Minnock, Registered Agent 

We have determined that CenturyLink Communications, LLC, is apparently routing and 
transmitting illegal robocall traffic, directly or indirectly, for entities involved in the following 
campaigns: 

 Amazon-AuthorizeOrder 
 Amazon-AuthorizeOrder-P2 
 Amazon-AuthorizeOrder-P3 
 Amazon-Impers-P2 
 Amazon-SuspiciousCharge 
 Amazon-SuspiciousCharge-P1 
 Amazon-Various 
 AutoWarranty-Extend3 
 Bank-Impers-P2 
 CCIRR-Expire 
 Chinese-Consulate-P2 
 Computer-Hijack-P1 
 Debt Reduction-Account Holder Impersonation 
 Discount-Avail50% 
 Discount-DirecTV50 
 Financial-Impers-2 
 Financial-Impers-7 

mailto:stephanie.minnock@lumen.com


 

  
  
  
  
  
  
  
 
  
  
 
  
  
 
  

 

  
 

  
 

    

 
    

  
 

    

   
  

 
 

   
   

      
 

 

  
 

   
  

  
    

• HBCU-Threat 
• LegalDept-Action-P1 
• Legal-Enforcement-Notice 
• Medicare-AddlBenefits 
• SpamCalls-DetentionCenter 
• SSA-KindlyPressOne 
• SSA-P1-TexasFraud (GovtImpers) 
• SSA-Suspended 
• StudentLoan-FederalSuspension 
• StudentLoan-Forgiveness-P2 
• TaxReduction-IRSSuspendedCollection 
• Travel Scam 
• Utility-30MinDisconnect 
• Utility-PugetSoundEnergy 
• Verizon-Impers-P1 

More specifically, our investigation revealed that CenturyLink Communications, LLC, 
apparently routed and transmitted illegal robocalls as set forth in Attachment A. 

The Federal Trade Commission (FTC) works closely with USTelecom’s Industry 
Traceback Group (ITG), which is the registered industry consortium selected pursuant to the 
TRACED Act to conduct tracebacks.0F 

1 Between December 30, 2020, and September 11, 2023, 
ITG investigated 80 prerecorded voice message calls that law enforcement, voice service 
providers using honeypots (i.e., unassigned numbers held by providers to detect illegal 
robocalls), and customers of YouMail had flagged as illegal robocalls made without consent of 
the called party.1F 

2 ITG conducted tracebacks and determined that CenturyLink Communications, 
LLC, routed and transmitted the calls. ITG previously notified you of these calls and provided 
you access to supporting data identifying each call—including a recording and/or a description 
of the illegal robocall—as indicated in Attachment A. Further, the numerous traceback notices 
directed to CenturyLink Communications, LLC, indicate that you are apparently routing and 
transmitting illegal robocall traffic knowingly.  IF YOU ARE ENGAGED IN THESE 
ACTIVITIES, THEN YOU MUST IMMEDIATELY CEASE AND DESIST FROM 
ENGAGING IN THEM. 

The FTC, the nation’s consumer protection agency, enforces the Federal Trade 
Commission Act (FTC Act), 15 U.S.C. § 45 et seq.

https://conduct.2F
https://party.1F
https://tracebacks.0F


 

   
    

 
   

  
     

 
    
  

 
   

   
 

 
 

  

  
  

   
 

  
  

  
 

  
 

 
    

  
 

   
      

 
 

 
   
  

  
 

 
    

or telemarketer is engaged in any act or practice that violates Sections 310.3(a), (c), or (d), or 
Section 310.4 of this Rule.” These Sections prohibit, among others, the following conduct: 

• Making a false or misleading statement to induce any person to pay for goods or services 
or to induce a charitable contribution (16 C.F.R. § 310.3(a)(4)); 

• Misrepresenting a seller or telemarketer’s affiliation with any government entity 
(16 C.F.R. § 310.3(a)(2)(vii)); 

• Transmitting false or deceptive caller ID numbers (16 C.F.R. § 310.4(a)(8)); 
• Initiating or causing the initiation of calls that deliver prerecorded messages,3F 

4 unless the 
person called provided the seller express written permission to call (16 C.F.R.  
§ 310.4(b)(1)(v)); and 

• Initiating or causing the initiation of telemarketing calls to numbers listed on the National 
Do Not Call Registry, unless the person called provided express written permission to 
receive calls from the seller or the seller had an existing business relationship with the 
person called (16 C.F.R. § 310.4(b)(1)(iii)(B)). 

The FTC can obtain civil penalties for TSR violations.  Each illegal call is subject to a 
maximum civil penalty of $50,120.  See 16 C.F.R. § 1.98. In addition, a violation of the TSR is a 
violation of Section 5 of the FTC Act.  See 15 U.S.C. §§ 6102(c), 57a(d)(3), 45(a).  Accordingly, 
the FTC has authority to seek both preliminary and permanent injunctive relief to address TSR 
violations.  See 15 U.S.C. § 53(b).  The FTC may also seek the refund of money or payment of 
damages to address TSR violations.  See 15 U.S.C. § 57b(b). 

Combatting illegal telemarketing is a top priority for the FTC, with a special emphasis on 
halting illegal robocalls.4F 

5  We want you to be aware that the FTC has, for example, brought 
assisting and facilitating c. Tc -0.0023ms

https://public.tableau.com/profile/federal.trade.commission#!/vizhome/DoNotCallComplaints/Maps
https://public.tableau.com/profile/federal.trade.commission#!/vizhome/DoNotCallComplaints/Maps
https://public.tableau.com/profile/federal.trade.commission#!/vizhome/DoNotCallComplaints/M
https://2019).5F
https://robocalls.4F


 

      
   

    
     

    
     

  
 

      
 

  
  

  

   
 

    
           



 

  

 
 

 
 

 
 
 

 
 

 
 

 
 

 
  

  
  

___________________ 

Within three business days, please send a message to FTC attorney Fil Maria de Banate 
via electronic mail at fdebanate@ftc.gov, certifying that CenturyLink Communications, LLC, 
has ceased engaging in the activities described above that may subject it to liability under the 
TSR or the FTC Act.  Please direct any inquiries regarding this letter to Mr. de Banate by email 
or by telephone at 216.263.3413. 

mailto:fdebanate@ftc.gov


 

 

 

 

 

 

ATTACHMENT A 





6/28/2022 6/23/2022 2565581796 LegalDept-Action-P1 
https://portal.tracebacks.org/api/public/ 

attachments/936591 
16 C.F.R. 

§ 310.4(b)(1)(v) 

6/28/2022 6/23/2022 6179539553 LegalDept-Action-P1 
https://portal.tracebacks.org/api/public/ 

attachments/936589 
16 C.F.R. 

§ 310.4(b)(1)(v) 

6/24/2022 6/23/2022 9513133753 SSA-P1-TexasFraud (GovtImpers) 
https://portal.tracebacks.org/api/public/ 

attachments/929967 
16 C.F.R. 

§ 310.4(b)(1)(v) 

6/24/2022 6/22/2022 6072702383 AutoWarranty-Extend3 
https://portal.tracebacks.org/api/public/ 

attachments/927202 
16 C.F.R. 

§ 310.4(b)(1)(v) 

6/15/2022 6/14/2022 2063217198 LegalDept-Action-P1 
https://portal.tracebacks.org/api/public/ 

attachments/915296 
16 C.F.R. 

§ 310.4(b)(1)(v) 

6/15/2022 6/14/2022 8008545893 Discount-DirecTV50 
https://portal.tracebacks.org/api/public/ 

attachments/915213 
16 C.F.R. 

§ 310.4(b)(1)(v) 

5/26/2022 5/25/2022 4353261935 SSA-P1-TexasFraud (GovtImpers) 
https://portal.tracebacks.org/api/public/ 

attachments/875555 
16 C.F.R. 

§ 310.4(b)(1)(v) 

5/25/2022 5/24/2022 8556523670 Discount-DirecTV50 
https://portal.tracebacks.org/api/public/ 

attachments/872751 
16 C.F.R. 

§ 310.4(b)(1)(v) 

5/18/2022 5/16/2022 4783131833 LegalDept-Action-P1 
https://portal.tracebacks.org/api/public/ 

attachments/859416 
16 C.F.R. 

§ 310.4(b)(1)(v) 

5/5/2022 4/28/2022 2538672669 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 

attachments/875555 16 C.F.R. 
§ 310.4(b)(1)(v) Ax4TTd
EMC 
/TD <</M7blic/ 

attachments/875555 
16 C.F.R. 

§ 310.4(b)(1)(v) 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 

5/18/2022 409TD <</MCID 10 >>By660.3 Tm
(16 C.F.R. )Tj
-1.292 -1.24 Td
(§ 310.4(b)(1)(v) 80 Td
(4783131833 )Tj
EMC 
/TD381EMC 
/T7 /MCID 46 >>BDC 
11.943 0.63189tion-P1 )Tjks.MC 
/TD 2MCID 46 >>BDC 
11.943 0.63190.9<</MCID 681>>BDC 
423146875CID 54 >>BDC 
8.46 0 0 91lic/ 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 5/25/2022 2538672669 Ax4Tj
EMC95.9<</MCID 57 >>BDC 
888589347.org/api/public/ 4783131833 5/24/2022 https://portal.trac17230104
/TD <</MCID 50 >>BDC 102lic/ 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 4783131833 5/16/2022 https://portal.tr6159MC560C 
/TD <</MCID 53 >>BDC108lic/ 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 4783131833 4/28/2022 https://portal.tr5014548340 
/TD <</MCID 41 >>BDC1149.24 0 0 0.0214 -1.262 TdSuspended 
/TD <</MCID 41 >>BDC1159.24 0 0 0.93CI97.52 591.9 Tm
(16 C.F.R. )Tj
-1.292 -1.24 Td
(§ 310.4(b)(1)(v) )Tj
EMC 
/TD 0776 46 >>BDC 
11.943 0.631116(4783131833 )Tj
EMC 
rTTd
EMC295TD <</MCID 10 >>By660.3 Tm
(16 C.F.R. )Tj
-1.292 -1.24 Td
(§ 310.4(b)(1)(v) 117 Td
(4783131833 )Tj
EMC 
/TD267EMC 
/T4/95EMC 
/TD <</MCID 50 >>BDC 118tion-P1 )Tjks.MC 
/T4/65EMC 
/TD <</MCID 50 >>BDC 119.9<</MCID 681>>BDC 
678564822CID 42 >>BDC 
8.46 0 0 120lic/ 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 4783131833 5/25/2022 4783131833 Ax4Tj
EMC125.9<</MCID 681>>BDC 
2146667719.7.539 0 Td
(Ax4Tj
EMC126lic/ )Tj
3.844 -1.262 Td
(attachments/875555 )Tj
EMC 
/TD <</MCID 41 >>BDC1279.24 0 0 9.24 497.52 591.9 Tm
(16 C.F.R. )Tj
-1.292 -1.24 Td
(§ 310.4(b)(1)(v) )Tj
EMC 
/TD79893.org/api/public/ 5/24/2022 Ax4Tj
EMC131.9<</MCID 681>>BDC 
2296796470 
/TD <</MCID 41 >>BDC132lic/ 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 5/16/2022 
attachments/875555 16 C.F.R. 

§ 310.4(b)(1)(v) 






